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THE EUROPEAN UNION —WHAT KIND OF POWER? 


Kristina Bolemanova! 


ABSTRACT 

The European Union is a ‘sui generis’ system - the only one of its kind with a unique set of 
political and economic institutions, different policies and processes. The EU governance relies 
on the willingness of the Member States with their own national interests and preferences to 
cede some of their competences to a supranational body. The combination of intergovernmental 
and supranational elements in its governance results often in a great diversity, but also 
controversial attitudes to problematic issues that require common approach. By developing the 
European project, the EU has become one of the important players on the world scene. 
Moreover, it became the largest regional economy, an economic superpower and the largest 
aid donor in the world. However, the EU lacks a clear foreign policy strategy and is often 
dependent on the Member States to formulate its policies. This article analyses what kind of a 
power the EU is and, to what extent it is able to shape the direction in the international affairs. 
Can its economic supremacy and exercise of “soft power” enable the European Union to 
become the first-rank actor in the World? 


Key words: European Union, power, EU actorness, economy, soft power, transformative power 


Introduction 

The European Union (EU) represents an unique political and economic 
system of institutions, actors, different processes and policies which ensure it a 
special position in the world politics. The uniqueness of this system is based on 
the fact that the EU is composed of 28 Member States — each with its own national 
interests, preferences and set of norms and values, which results in great diversity 
but also sometimes in controversial attitudes and different approaches to issues 
where consensus is needed. One of the system’s main features is the combination 
of both supranational and intergovernmental elements in its governance, which 
relies on the willingness of the Member States to cede some of their competences 
to a supranational body. As the EU is considered to be “‘a system ‘sui generis’ — 
the only one of its kind” (Nugent, 2010, p. 420). When we want to observe the 
position and the impact of the EU in the global world, this characteristic should 
be taken into account. 


By developing European project, the EU managed to become one of the 
main players on the global scene. It has become an economic superpower, having 
the largest regional economy in the World, a key player in the field of multilateral 
negotiations in trade and the largest aid donor in the World. Opinions opposing 
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the assumption that the EU is a leading global actor are mainly based on the fact, 
that the EU is not a unitary state and therefore is not capable of using its influence 
in the same way as major unitary states. The EU still lacks a clear foreign policy 
strategy and therefore it fails in some cases to articulate responses to major global 
problems. Its foreign policy is also strongly dependent on the willingness of 
Member States to act in a coherent way in some areas. All of this poses the 
following questions: What kind of power is the EU? To what extent is the EU able 
to shape the direction of World Affairs? Can its economic supremacy and exercise 
of “soft power” enable it to ensure its position as first-rank actor in the World? 

To be able to answer these questions, it is necessary to look at the notion of the 
‘EU actorness’ and to evaluate the features of the behaviour of the European 
Union in the World Affairs. 


1 The EU International Actorness 


The ‘EU actorness’ in the international system can be described as the 
“EU’s ability to function actively and deliberately in relation to other actors in 
the international system” (Sj6stedt, 1977, p. 458) and having impact to the whole 
World. The degree up to which is the EU able to assess its actorness can be 
explained by four dimensions formulated by Jupille and Caporaso, which are 
“Cohesion, Authority, Autonomy and Recognition” (Jupille and Caporaso, 1998). 


When trying to measure the degree of the EU international actorness it is 
necessary to question: 

e to what extent is the EU able to formulate its policies (Cohesion), 

e if it has legal competences to act as a whole (Authority), 

e if it can make decisions autonomously from its Member States 
(Autonomy) 

e what is the level of recognition by other players on the world scene 
(Recognition) (Groenleer and Schaik, 2007). 


According to the study of these dimensions, it is likely to see that the actor 
capacity of the EU is still not very developed and the EU is not always successful 
in achieving high levels of accomplishment in all the dimensions stated. The EU 
may be autonomous in some policy areas, but on the other hand it may not have 
legal competencies to act, or it may be recognised by other actors but it may not 
be able to formulate its policy objectives. Therefore, the EU cannot be described 
as a first-rank global actor in all policies and areas. 


2 The European Union as a First-rank Global Actor 


The areas, where the EU definitely is a first-rank global actor are trade, 
development and humanitarian aid and advocacy of environmental issues. The 
EU represents the World’s largest single market with more than 500 million 
consumers and GDP per capita accounting to € 25 000 (European Commision, 
2019). The EU has always been frontrunner in promoting trade: not only by 
removing barriers to trade between EU countries, but also by encouraging other 
countries to trade with the EU. Europe is the world's largest exporter of 
manufactured goods and services, and is the biggest export market for around 
80 countries. In 2016, EU exports represented 15.6% of global exports and EU 
imports 14.8%, making it one of the world’s biggest trade players alongside the 
US and China. The EU is the world's largest trader of manufactured goods and 
services and is the top trading partner for 80 countries. The EU currently 
has 116 trade agreements in place or in the process of being updated or 
negotiated (European Union, 2019). 

The EU is the second largest foreign investor with growing importance of 
its official currency reserves, its development and humanitarian aid account for 
57 % of the World’s official development assistance (European Commission, 
ODA, 2019). From this point of view, the EU relies more on the ‘soft power’ tools 
developing its strength through trade, commercial ties and development aid rather 
than on pursuing strategic interests through deployment of military capacities 
(Hix, 2011). 


3 The European Union as a Small Power 


Notwithstanding the EU is a leading economic and commercial player in 
the World, it cannot be perceived as a first-rank global actor in all policy fields. 
On the contrary, concerning its foreign policy performance, the features of the 
small power can be attributed to the EU. The concepts of “dependence, variable 
geometry, support of law and defensive nature of the system” best describe the 
behaviour of the EU in relation to international order (Toje, 2011). 

Firstly, EU as a small power is not able to ensure its security by deploying 
only its own military capabilities, that is why it tends to create alliances with other 
important global players. If it wants to influence the development of the 
international system, it is forced to co-operate with them and find common 
solutions to international challenges. The behaviour of the EU could be 
historically characterised by a strong dependence on American leadership (Toje, 
2011). The European project was firmly tied with US leading and that 1s the reason 
why the EU often relied on the US leadership in the areas of global impact. One 
of the examples was the inability of the EU to respond effectively to the conflicts 
in Kosovo, Iraq and Afghanistan, where the US had to take the lead (Bretherton, 
2006). In addition, the collective defence clause of the Treaty of Lisbon requires 


the consistency with commitments under the NATO, which can also be perceived 
also as a sign of the dependence of the EU on US-led organization (Topala, 2019). 

Secondly, small powers in general are not able to project “hard power” to 
international system due to the lack of military capabilities and resources. 
Moreover, they are defensive in nature (Toje, 2011). The small power of the EU 
can be detected in the Common Security and Defence Policy (CSDP). Although 
the EU has undertaken many overseas operations and missions using civilian and 
military instruments on three continents, only six operations where military in 
nature” (Hill, 2011). The CSDP operations were very limited in scale and they 
could not really provide peace in difficult conflict areas (Youngs, 2010). Another 
fact is that the CSDP has not set any major objectives and therefore the focus is 
directed to the low-profile peacekeeping missions and dispute settlement. One of 
the principal barriers to the effective performance of Common Foreign and 
Security Policy (CFSP) is its intergovernmental character. In the areas where the 
national interests dominate, the Member States are not willing to cede their 
sovereignty to supranational body and they rather act independently (example of 
United Kingdom in Libya) (Piening, 1997). The political division upon the 
legitimacy to act between the Member States could have been seen also during 
the war in Iraq, which led to the inability of the Union to react in unity and it 
resulted in by standing of the EU on the side of the US (Leonard, 2005). 

The EU approach to the international system is defensive in trying to 
maintain present status quo, which arises from the European strategic culture 
which places less value on hard power and military strength and focuses more on 
exercising its power through the “soft power tools” (Kagan, 2004). Therefore one 
of the most used concepts to describe the EU is the one of “civilian power” 
(Duchene, 1972) which was elaborated on the idea of “promoting peaceful 
‘collective action’ and democratic standards such as equality, justice and tolerance 
with the aim to shape international environment without using military forces” 
(Koops, 2011). Although the EU has established its common security policy and 
the number of military engagements is increasing, there is always likelihood that 
the EU would remain a civilian power as long as it keeps its devotion to solve the 
conflicts on the basis of cooperation and peaceful resolutions (McCormick, 
2007). 

Thirdly, the small powers can be characterised by their inclination towards 
multilateralism and support of international law. The principle of ‘effective 
multilateralism’ is one of the objectives present in the European Security Strategy 
(2003) aiming to establish global governance. This principle is linked to the high 
degree of participation of the EU in international organisations with a view to 
promote moral standards and to find multilateral solutions to the world challenges 
(Husar, 2010). The EU is trying to achieve its ‘greatness’ by the means of using 
its influence and impact on the world environment and promoting its system as a 
‘model’ (Zielonka, 2008). This kind of behaviour has led to a redefinition of the 
power and the EU has got opportunity to affect the course of history towards a 
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more stable world order through the exercise of its “normative power” (Howorth, 
2010). The normative power which is founded on the basis of collective European 
identity is characterised as the “ability to shape conceptions of ‘normal’ in 
international relations” (Manners, 2002). This power complements both the 
civilian power as well as the traditional military power and through this power the 
core values such as “peace, liberty, democracy, the rule of law and respect for 
human rights” are spread around the world. 


Conclusion 


The evaluation of the position of the European Union in World Affairs has 
to take into account the particularity of its system as well as the developments and 
changes in the world order dominated by Westphalian states” (Kegley, 2007). The 
great powers have been traditionally measured by their military capabilities and 
by their strength in warfare. From this point of view, it is very unlikely that the 
EU will ever become a first-rank global actor. Nevertheless, the international 
system has changed throughout the years and it has become more suitable for a 
new model of superpower. The superpower which is more in favour of achieving 
its interests by influence rather than by the coercion and military intervention. The 
superpower which promotes its values, norms and methods and which acts as an 
example for others. Therefore the normative and civilian power of the European 
Union could be pivotal in helping the EU to attain a significant position in World 
Affairs. 

The integration process that, the EU has undergone, has increased its voice 
in the World. The EU plays an important role not only as a trade superpower and 
the biggest contributor of aid, but it has also become a ‘transformative power’ —a 
power that cannot be measured through military spending and expenditures. 
Transformative power of the EU over the long term is based on the assumption 
that it can reshape the World by the means of legal and civilian approaches, as 
opposed to threats, and as well as by the promotion of European values and 
identity. 

The EU could become a first-rank global actor, but it still needs to deal with 
several constraints. First of all, it lacks institutional and political unity, it does not 
benefit from the sovereignty in the traditional Westphalian sense and it does not 
have full access to its territory, taxes, military or citizens (Howorth, 2010). The 
Member States do not always share the same interests, resulting in political 
fragmentation and the inability to react quickly and decisively enough in response 
to the challenges of International Affairs. Furthermore, the EU lacks clear 
leadership, coordination, strategic thinking and clear foreign policy strategy. As 
the President of the European Council H. Van Rompuy stated in his speech about 


? Westphalian state — legal entity that enjoys permanent population, a well-defined territory and 
a government capable of exercising sovereignty 
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EU External Relations: “We have strategic partnerships, we have strategic 
partners, now we need a strategy” (European Council, 2012). 

As long as the EU 1s not be able to formulate its strategies, it will remain a 
responder to global developments rather than a leading player with a degree of 
influence in keeping with its geopolitical and global economic status. The more 
united its policy-making becomes, the higher is the likelihood of EU becoming a 
first-rank global actor. 
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TASKS AND ACTIVITIES EXECUTED IN THE FIELD OF 
THE SUPPORT OF THE STATE DEFENSE 


Jan Brezula! 


ABSTRACT 

The defence infrastructure is necessary element of supporting state defense and it is formed by 
the services and activities provided to the Slovak Armed Forces for ensuring effective protection 
and defence of the state. The defense infrastructure consists of lands, buildings and facilities, 
telecommunication, energy and transport systems, information networks and supplies of state 
material reserves. An important part of the defense infrastructure is the services and activities 
provided to the armed forces to provide state defense. These services and activities include 
financial, medical, veterinary, transport, telecommunication, postal, supply, accommodation, 
research and scientific services, manufacturing, repair and construction activities. The article 
deals with the current tasks and activities which are executed in the field of the support of the 
state defense. 


Key words: state defense, defense infrastructure, armed forces, Development Plan 
Introduction 


An important part of the defense system of the Slovak Republic is the 
support of the state defense. Support of the state defense is, according to the 
proposal of defense strategy of the Slovak Republic prepared and maintained 
through defense planning and economic mobilization in the field of the state 
defense (Obranna stratégia Slovenskej republiky - navrh, 2017). Security of the 
Slovak Republic is not a static but highly dynamic state that reflects the 
development of security environment and security threats associated with security 
risks at a particular time (Kompan, 2018). In connection with the current 
development of the security environment which is characterized by high 
dynamics, turbulence, increasing the diversity of its actors and their interests 
(Majchut — Hrnéiar, 2017), the Slovak Republic undertakes to increase the scope 
and usability of the state defense support by improving its preparation and 
maintenance. 


1 Definition of basic concepts 


Under Act no. 319/2002 Coll. on the Defense of the Slovak Republic, the 
support of the state defense is formed by the defense infrastructure, services and 


'Jan Brezula, Ing., PhD Candidate, Department of Security and Defence, Armed Forces 
Academy of gen. M. R. Stefanik, Demaénova 393, 031 06, Liptovsky Mikula, Slovakia, 
jan.brezula@gmail.com 
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activities provided to the armed forces for the defense of the state, including their 
maintenance, development, protection and defense, that are paid from the state 
budget (Zakon €. 319/2002 Z. z. o obrane Slovenske} republiky, 2002), which 
schematically illustrates Picture 1. 

Defense infrastructure, in accordance with this Act consists of lands, 
constructions, buildings and facilities, telecommunication, energy and transport 
systems, information networks and supplies of state material reserves serving at a 
time of war or war state to guarantee the state defense. 


Transpor _ 
\T elecommunicatic et ae State Material 
and Post POG os : Reserves 


Defense 


infrastructure 


Picture 1 Support of the state defense and its composition 
Source: own 


An important part of the support of the state defense is the services and 
activities provided to the armed forces to ensure the defense of the state. Under 
Act no. 319/2002 Coll. these services and activities include in particular financial, 
health, veterinary, transport, transport, telecommunication, postal, supply, 
accommodation, research and scientific services as well as manufacturing, repair 
and construction activities. 

The government of the Slovak Republic, according to proposal of defense 
strategy (Obranna stratégia Slovenskej republiky - navrh, 2017) commits itself to 
prepare, maintain and develop defense infrastructure focusing in particular on 
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transport networks and transport objects, electronic communication networks, 
communication and information systems, objects of importance for ensuring 
cyber security, energy and gas distribution, management and constitutional 
activities authorities and command posts to the armed forces in time of war or 
state of war, water point of supply, water resources and water supply facilities for 
the needs of state defense, infrastructure of state material reserves and defense 
industry infrastructure. 

Based on the above, it can be stated that the defensive infrastructure is an 
essential part of the support of the state defense. 

The concept of defense infrastructure is defined in Act no. 319/2002 Coll. 
The Act regulates relations in the defense sector of the Slovak Republic and 
establishes tasks for state authorities, municipalities, higher territorial units and 
obligations for legal entities, natural persons authorized to enter into business as 
well as in preparation for the state defense and defines responsibility for violation 
of these obligations. 


2 Strategic document in the field of the support of the state defense 


The basic political and military document for management and planning in 
the defense sector, which elaborates the individual tasks of the state program 
statement on state defense in the field of responsibility of substantially 
components, is the Program Statement of the Government of the Slovak Republic 
for the years 2016 - 2020 (Rozpracovanie programoveho vyhlasenia vlady SR 
v OS SR na roky 2016 - 2020, 2016). Under the task no. 10 (the part armed 
forces), the government of the Slovak Republic undertakes to support the 
development of defense infrastructure and an improved system of supply of 
goods, services and activities to support the armed forces in the defense of the 
Slovak Republic and allied forces in fulfilling the collective defense tasks on the 
territory of the Slovak Republic as a host country. 

The Operational Plan of the Chief of General Staff of the Slovak Armed 
Forces (Classified Secret Information) for the use of Slovak Armed Forces in time 
of war and state of war is another basic document in the field of the support of the 
state defense. This document defines a new security threat with regard to the 
strategic geopolitical and geographical position of the Slovak Republic, when the 
eastern border of the Slovak Republic is part of NATO and EU Eastern wing 
borders. The plan states that the enforceability of each operation must be reflected 
in the requirements of the Slovak Armed Forces to ensure the support of the state 
defense. 

Another important document in the field of the support of the state defense 
is the Development plan for the support of the state defense with a view to 2024 
(Brezula, 2017). The development plan for the support of the state defense with a 
view to 2024 (hereinafter referred to as the "Development Plan") was processed 
in accordance with Act no. 319/2002 Coll., which defines the following that the 
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preparation and development of the support of the state defense is provided 
according to the needs of the state defense based on a plan drawn up by the 
ministry in cooperation with other central state administration authorities with 
national competence, local government authorities, municipalities and higher 
territorial units. 

The aim of the Development Plan is to implement the requirements of the 
Slovak Armed Forces to ensure the infrastructure of materials, goods, services 
and activities necessary to ensure the defense of the state. On the basis of the 
above plan, the Ministry of Defense of the Slovak Republic coordinates the 
application of the requirements of those ministries and central state administration 
authorities directly involved in securing state defense and supporting the armed 
forces. 

The Development Plan has been processed in cooperation with the 
interested ministries and other central state administration authorities with the 
intention of creating key prerequisites for achieving the synergy of all interested 
subjects in the state's limited state resources to fulfill the role of the support of the 
state defense. This plan concretizes and elaborates the basic political strategic 
document of the strategic defense review - the White Paper on Defense of the 
Slovak Republic (Biela kniha o obrane Slovenskej republiky, 2016), in the field 
of the support of the state defense. The financial resources for fulfilling the tasks 
of the support of the state defense were allocated in the budget chapters of those 
ministries and government departments directly involved in its implementation. 
The negotiation of the Government of the Slovak Republic in March 2015 was 
submitted with the recommendation of the Security Council of the Slovak 
Republic. 


3 Redistribution of responsibility for the preparation and development of the 
support of the state defense 


The main objective of the Development Plan is to provide an adequate level 
of defense infrastructure to defend the state. Its structure 1s designed to describe 
the individual segments of the support of the state defense, including the 
determination of the individual coordinators responsible for performing the long- 
term tasks with the suggestion of the estimated financial resources necessary to 
ensure them. 

In the area of state preparation for defense, the main efforts of selected 
ministries and other central state administration authorities are aimed at achieving 
mutual cooperation with the following aim: 

1. With the emphasis on achieving interoperability with NATO and the EU, 
ensure a gradual modernization of the main and reserve place of the 
government defense. This task is managed by the Ministry of the Interior 
of the Slovak Republic in cooperation with the Ministry of Defense of the 
Slovak Republic and the Office of the Government of the Slovak Republic. 
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2. Provide adequate traffic networks or transit of allies within the Host 
National Support Area for the operational apportionment and deployment 
of the armed forces. Responsibility for this role lies with the Ministry of 
Transport and Construction of the Slovak Republic, whose task is at the 
same time to ensure the construction and maintenance of the supporting 
facilities and the necessary capacity of railway wagons and traction 
vehicles. The partial role of this ministry is also to create conditions for the 
transport of military post, fulfillment of tasks in the field of frequency 
management and provision of electronic communication support. 

3. Ensure necessary medical services and bed capacity for hospitalization 
of members of the armed forces. This role was placed under the 
responsibility of the Ministry of Health of the Slovak Republic. 

4. For the needs of the armed forces, the Ministry of the Environment of the 
Slovak Republic has been designated as the guarantor of the task to ensure 
the operation and maintenance of the abstraction points for water, 
designated water resources and water supply facilities. 

5. For the needs of the armed forces to ensure to the required extent the food 
commodities, under the authority of the Ministry of Agriculture and Rural 
Development of the Slovak Republic. 

6. Under the logistic support system, the armed forces provide supply, 
replenishment and usage of power to the armed forces by securing the 
production and supply of materials and technology. This role is fulfilled 
in full by the Ministry of Economy of the Slovak Republic. 

7. Take measures that will lead in crisis situations to create conditions for a 
stable social environment and to organize social security. This role was 
placed under the responsibility of the Ministry of Labor, Social Affairs and 
Family of the Slovak Republic. 

8. To ensure sufficient stocks of fuel and mobilization reserves, including 
the need for regular maintenance and replenishment. The Administration of 
State Material Reserves of the Slovak Republic, as the central authority of 
the state administration for securing the tasks arising from the Act on State 
Material Reserves, is directly responsible for this task. 

9. To support the defense of the state and the development of the capabilities 
of the armed forces to ensure the development of science and research 
while the task of the task force was assigned to the Ministry of Defense of 
the Slovak Republic. 


Tasks in the field of the support of the state defense are implemented in the 
Inter-departmental program of state defense, the aim of which is to coordinate the 
tasks for the implementation of measures by which designated ministries and 
other central state administration authorities create prerequisites for securing state 
defense (Medzirezortny program 06 E - Podpora obrany statu na roky 2018 az 
2023, 2017). 
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The development plan was processed on the basis of the requirements of 
the Slovak Armed Forces to provide defense infrastructure, materials, goods, 
services and activities, which are provided by the competent ministries and other 
central state administration authorities. 


4 Central register management of defense infrastructure objects and 
equipment 


In accordance with the Development Plan and Section 26 of Act 319/2002 
Coll. the Ministry of Defense, in cooperation with other ministries and other 
central state administration authorities with national competence, is responsible 
for: 


e regular maintenance and control of the functionality of defense 
infrastructure objects and equipment for the support of the state defense; 

e annual refinement of defense infrastructure objects and equipment for the 
support of the state defense; 

e conducting and regularly updating the central register of defense 
infrastructure objects and equipment for the support of the state defense 
(OBJEZA project). 


The central register of defense infrastructure objects and equipment for the 
support of the state defense - OBJEZA project has been within the Slovak Armed 
Forces processed from 1 January 2018 in a new software application on the 
Sharepoint Internet Portal in the MILSEC classified domain, using a MILSEC 2 
type. 

Objects and equipment for the support of the state defense listened in the 
central register OBJEZA project, are controlled and maintained in the scope of: 

1. Slovak Armed Forces; 
2. other central state administration authorities. 


The following defense infrastructure objects and equipment are maintained 
in the central register OBJEZA project: 
1. Slovak Armed Forces: 
- reinforced concrete shelters; 
- ford crossing points; 
- multipurpose reinforced helicopter areas. 
2. Central state administration authorities: 
- airport sectors; 
- airport networks; 
- special facilities on the objects of road communication; 
- special facilities on the objects of railway transport communication; 
- drinking water points of supply; 
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- emergency fueling stations; 
- replacement bridges; 
- technical assistance stations. 


In accordance with the Program Statement of the Government of the Slovak 
Republic for the years 2016 - 2020 and the Development Plan, the Slovak Armed 
Forces shall update every year its requirements for the refinement of defense 
infrastructure objects and equipment for the support of the state defense, listed in 
the central register OBJEZA project. 

The specified requirements are subsequently applied through the Ministry 
of Defense of the Slovak Republic within the framework of the other central state 
administration authorities responsible for the defense infrastructure objects and 
equipment for the support of the state defense in their field of competence (Si8ka, 
2018). 

The said entities are responsible, within their scope of competence, for the 
tasks and the creation of the conditions for the implementation of the requirements 
for provision of defense and protection preparations, including the provision of 
buildings, lands, telecommunication, energy and transport systems, information 
networks, stocks of state material reserves serving in time of war or state of war 
to secure state defense. 


Conclusion 


Defense planning is becoming increasingly necessary in the entire system 
of state defense and security (Skolnik — Belan, 2015). State security can be 
ensured by constantly influencing its security environment (Marchevka, 2016) 
while one of the important aspects of the significantly and immediately affecting 
degree preparedness of the armed forces is information support (Trebula, 2017). 
The elaborated tasks in the field of the support of the state defense are fulfilled on 
the basis of the Development Plan, which consists of selected defense 
infrastructure objects and requirements for the provision of specific services and 
activities that are in time of war or state of war provided by the Slovak Armed 
Forces to ensure the defense of the territory of the Slovak Republic. The 
designated ministries and other central state administration authorities are 
responsible for the coordination and fulfillment of the tasks of the support of the 
state defense, the individual tasks being financially planned in their budget 
chapters. The plans and priorities of the Development Plan are implemented 
through an Inter-departmental program of state defense and will then be 
continuously programmed until 2024. 
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THE IMPORTANCE AND STATUS OF VOLUNTARY 
MUNICIPAL FIRE BRIGADES IN THE INTEGRATED 
RESCUE SYSTEM OF THE SLOVAK REPUBLIC* 


Jozefina Drotarova! - Josef ReitSpis” 


ABSTRACT 

The Act on the Integrated Rescue System treba doplnit’ do zatvorky: (hereinafter only referred 
to as IRS) — dalej len ako IRS of the Slovak Republic ranks amongst the Fire and Rescue Corps 
(hereinafter only referred to as FRC) to the basic components of the IRS. Voluntary Municipal 
Fire Brigades (chyba: hereinafter only referred to as VMFB) include include (mnoz. ¢.) among 
the other components which are an additional element in the provision of tasks in the field of 
fire protection. After the adoption of a strategy for the nationwide deployment of forces and 
resources within the framework of fire protection of the Slovak Republic, the importance and 
status of voluntary municipal fire brigades increased significantly. The goal of the strategy was 
to ensure that the fire brigade arrives at a fire or other extraordinary event so as to provide 
emergency assistance within 20 minutes. In case where FRC members of professional 
firefighters do not fulfill this time-limit, their tasks are fulfilled by voluntary fire brigades of 
category A and category Al. These categories of Voluntary Municipal Fire Brigades become 
the main components of the Integrated Rescue System of the Slovak Republic in this way. 
However, if VMFB is to replace the tasks and functions of FRC, they must have high-quality 
technology, human resources and members of these units must be adequately prepared for each 
type of intervention. At present, however, the legislation of the Slovak Republic does not 
distinguish the basic training of VMFB members by category. The article analyzes the activity, 
importance and position of VMFB in the IRS of the SR, identifies shortcomings in the monitored 
issue. 


Key words: Integrated Rescue System, Voluntary Municipal Fire Brigades 
Introduction and Background 


One of the basic state functions is to ensure security. Already in the 20th 
century safety began to spread on non-military aspects. began to spread safety 
agenda on non-military aspects. (Necas-USiak, 2010) Despite the continued 
development of an effective security system, preventative measures and the use 
of increasingly effective risk management at the state, regional, local and 
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Creating an E-learning module “Basic Training of the members of Fire Units - Volunteer Fire 
Departments” in LMS- Learning Management System. 
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corporate level, the risks can not be completely eliminated. Human activity and 
by society unpredictable and unaffected natural catastrophes, crashes and other 
undesirable, extraordinary events can have negative impacts of such dimensions 
that they rise into the crisis situation. If a crisis occurs, it is necessary to have an 
efficient and effective crisis management system and tools. The most important 
instrument of crisis management is the Integrated Rescue System (hereinafter 
only referred to as IRS) and its professional and voluntary components. In the 
rescue service system, the Fire and Rescue Corps (hereinafter only referred to as 
FRC) and rescue brigades of FRC have the most significant position. The greatest 
tradition among volunteers have the voluntary fire departments of towns and 
villages, but also professionals and volunteers organized within the Red Cross, 
the Mountain Rescue Service, as well as various cynological organizations and 
other units. The necessary need to coordinate the progress of these components 
was a prerequisite for the creation of the Integrated Rescue System of the SR. 

IRS is defined in Act no. 129/2002 Coll. on the Integrated Rescue System 
as acoordinate procedure of its components to ensure their readiness and to 
implement activities and measures related to the provision of emergency 
assistance. In the above-mentioned legal standard, some basic categories are 
defined for the need to fulfill it, including emergency, intervention, aid delivery 
plan and intervention circuit. Voluntary Municipal Fire Brigades are part of the 
Integrated Rescue System of the SR. 


1 Importance of VMFB 


The voluntary municipal fire brigades is a community fire unit which was 
established by a village/town. It carries out the following tasks: 

* rescues people at risk of fire and puts out the fire, 
* rescues animals and property at risk of fire, 
¢ performs rescue works during natural disasters, 
* according to technical capabilities and professional qualification, it 
provides assistance in accidents and emergency situations when a person's life 
is at immediate risk, 
¢ ensures that the fire-fighting equipment and components are ready for 
action, it establishes professional mechanical, anti-gas and communication 
services, 
* conducts the training of its employees and members within the specified 
range, 
* reports rescues without delay to the district board and informs it about the 
firefighting and rescue works during natural disasters and other emergency 
situations, 
* prepares and keeps the documentation of the fire unit. 
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Categorisation of the volunteer fire departments of the municipalities 

Over the last few years, the categorisation of the volunteer fire departments 
of the municipality has changed several times. On Ist September 2015, the 
Amendment to the Regulation no. 611/2001 on fire units came into force. It deals 
with the various types of volunteer fire departments of the municipalities which 
can be divided into categories according to the degree of risk of the cadastral 
communities as follows: Category Al, Category A, Category B, Category C, 
Category D. Each category has a fixed minimum number of its members as well 
as its functional structure, material and technical equipment, a number of the fire- 
fighting equipment, etc. 


2 The Importance of Voluntary Municipal Fire Brigades from the 
Perspective of Selected Target Groups 


Within the project IP44/USM/2016 the University of Security 
Management (hereinafter only referred to as USM) in KoSice carried out 2 
analyzes focused on the views of selected target groups on the importance and 
activity of the voluntary municipal fire brigades. The analyzes were conducted 
using the online questionnaire survey. 


1. target group was the public and the research sample consisted of 607 osdb 
(51.5% of women, 48.5% of men) in the following composition: 


15-20 years old 
58 


40-50 years old 
50-60 years old 
60 and older 


Source: Own processing 


- 3 
30-40 years old 83 
4 


4 


2) 


Fig. 1. Respondents by region 


Zilina region 


10,9% 


PreSov region 


17,5% 


4.5% 


Trencin region 


Banska Bystrica region 


46,5% 


13% Kosice region 


Nitra region 


3,6% 


Source: Own processing 


Survey Findings: 
e 61% of respondents have experience with activity / interventions / 
work of VMFB, resp. know this activity from the media 
e 90% of respondents consider the activity of VMFB as necessary and 
beneficial 
e 53.2% of respondents have a positive experience with interventions 
of VMFB 


e 76,4% of respondents also positively evaluate joint interventions of 
VMEB and FRC. 


2. target group was 86 of FRC, including: 
4 former members of FRC, 

64 (ie almost 75%) current members, 

18 persons preparing for profession. 

This survey was also of a nationwide scope: 


Fig. 2. Respondents by region 


7% 


Zilina region 


PreSov region. 


23,3% 


38,4% 


Banska Bystrica region 


19,8% 


KoSice region 


¢ Nae 
’ % 


Source: Own processing 
Survey findings: 
e 61.6% of FRC members consider the activity of VMFB to be necessary 
and beneficial 
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e 83% have experience with joint intervention with VMFB, including: 
e 57.3 have a positive experience with this intervention. 


3 Status of VMFB in the Integrated Rescue System of the Slovak Republic 


The rescue components of the Integrated Rescue System are internally 
differentiated according to the nature of their activities and the extent of 
intervention in providing emergency assistance. Based on this criterion, we divide 


them into: 


basic rescue components 
other rescue components 
police units. 


The basic rescue components of IRS of the SR are: 


Fire and Rescue Corps (FRC), 

Rescue Service / Rescue Service providers (RS), 

Control Chemical Laboratories for Civil Protection (CCLCP), 
Mountain Rescue Service (MRS), 

Mining Rescue Service (MRS). 


Other rescue components of IRS of the SR are: 


. 
. 
. 
. 
. 
regulations, 
. 
. 
. 


Armed Forces of the Slovak Republic (AF), 

Voluntary Municipal Fire Brigades (VMFB), 

Racing Fire Departments 

Racing Fire Corps, 

workplaces exercising state supervision or activities under special 


Civil Protection (CP), 

City Police (CP), 

Slovak Red Cross, 

other legal entities and natural persons whose purpose is to provide 


assistance in the protection of life, health and property 
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Fig. 3. Status of VMFB in the Integrated Rescue System of the Slovak Republic 


Integrated Resque System of Slovak 
republic 


Basic resque 
FRC, RS, 
CCLCP,MRS,MRS 


Other resque 
AF, CP, CP 
and another 


Source: Own processing 


The difference between the basic rescue and other rescue components is 
that the primary rescue components have the obligation to provide professional, 
technical, medical and other necessary assistance in emergency without delay 
based on the instructions of the coordination center or its operational emergency 
call center, operating in accordance with their focus and mission under special 
regulations and their professional activities in the IRS are not affected. Other 
rescue components also provide professional, medical, technical and other 
necessary emergency assistance, but as a secondary assistance (not immediate) if 
they are called (not on instruction) by a coordination center or an emergency call 
center or on instruction of its dispatching department. Other rescue components 
include those components that have potential physical and material potential to 
emergency assistance and are only demonstratively defined, and the use of their 
potential on a wider scale is only considered in case of extraordinary events. The 
police corps has a special status in the IRS structure. 


3.1 The status of Voluntary Municipal Fire Brigades of category Al and A 


After the adoption of the strategy of nationwide deployment of forces and 
means within the fire protection of the Slovak Republic, the importance and status 
of voluntary municipal fire brigades increased significantly. The goal of the 
strategy was to ensure that the fire brigade arrives at a fire or other extraordinary 
event so as to provide emergency assistance within 20 minutes. In places where 
FRC members, ie. professional firefighters do not fulfill this time requirement, 
their tasks are fulfilled by voluntary fire brigades of category A and category A1. 
These categories of voluntary municipal fire brigades thus become the main 
components of the Integrated Rescue System of the Slovak Republic. Each VMFB 
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member participating in the intervention must undergo basic training. The 
problem is that the basic training of fire brigade members of the different 
categories is the same. The current legislation does not distinguish basic training 
according to individual categories. 


Fig. 3. The status of Voluntary Municipal Fire Brigades of category Al and A 


Integrated Resque System of Slovak 


republic 


Basic resque 
FRC, RS, 
CCLCP,MRS,MRS 


Other resque 


Source: Own processing 


Conclusion 


The role of a firefighter has changed over the last few years and it will 
continue that way (Holmgren, 2012). Firemen's work is no longer just about 
putting out the fire. Firefighters are engaged in traffic accidents, spills of 
hazardous substances, natural disasters, emergencies and dangerous situations. If 
a man finds himself/herself in distress and needs help, the voluntary fire 
department is one of the main services providing such aid.(Kelemen et al.,2016). 
Members of voluntary municipal fire brigades, especially of category Al and A, 
are voluntarily exposed to risks and illnesses. According to the study Dave et al, 
2019 the most common diseases of firefighters are heart diseases, and the most 
common cause is the physical burden. Other diseases and injuries include burns, 
fractures, breathing disorders. (Park, 2018) The most frequent injuries during the 
interventions include slip and fall. Kristine et al.,2018 in his study proves that 
80% of respondents from police, firefighters and rescue dispatchers record 
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traumatic events at work and 10 to 15% were diagnosed with post-traumatic stress 
disorder. 

The importance and the need for the operation of these fire units is 
indicative of the numbers and types of interventions, position of VMFB in the 
IRS, public opinion, members of the professional fire units of FRC, Kelemen, 
Kacikova, Drotarova, Bodor, 2016; Krizovsky, Drotarova, Bli8tanova, 2016). If 
VMEB are to fully complement and, in the above cases, replace the tasks and 
functions of FRC, they must have high-quality technology, human resources and 
members of these units must be adequately prepared for each type of intervention. 
At present, however, the legislation of the Slovak Republic does not distinguish 
the basic training of VMFB members according to individual categories. The law 
should distinguish the basic preparation of members by category. It is necessary 
to distinguish between regularly intervening categories Al, A, whose work is 
often a significant help but also a_ substitute for the intervention of 
professional fire-fighters, from categories B and C as early as in the basic 
training. In the future, it is essential to improve and innovate these areas. 
(Drotarova, Kavan, 2018) 
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HIGHER EXPENDITURE — HIGHER LEVEL OF SECURITY? 
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ABSTRACT 

The European Union is considered to be a global player within the international community 
from multiple angles. There are a number of areas in which the Union is able to fulfil its 
ambitions and achieve its successes because its instruments (political, economic, social, 
cultural, etc.) are attractive and relatively effective; however, there are also areas where 
ambitions are not yet fulfilled. In the security and defence spheres, it remains a reality that the 
EU is fairly successful in deploying the elements of soft power within of international crisis 
management, but in the area of traditional military force, hard power, is unable to be a global 
power. The question is also its ability to provide its own security and defence without the 
capabilities of the North Atlantic Alliance, especially without the forces and capabilities of the 
United States. For that reason, especially in order to increase its own security, it is necessary 
to invest more than hitherto in building own military forces, capabilities and capacities. 


Key words: European Union, security, defence, military expenditures, forces, capacities, 
capabilities. 


Introduction 


The European Union (EU) is considered to be a global player within the 
international community from multiple angles. Economic integration has been 
created by a community of states that have reached political and monetary 
integration where conflict between states 1s excluded (Lasicova — USiak, 2012, p. 
204). There are a number of areas in which the Union is able to fulfil its ambitions 
and achieve its successes because its instruments (political, economic, social, 
cultural, etc.) are attractive and relatively effective, but there are also areas where 
ambitions are not yet fulfilled. In the security and defence spheres, it remains a 
reality that the EU is fairly successful in deploying the so- soft power in the 
context of international crisis management, but in the area of traditional military 
force, hard power, is not yet capable of being a global power. It is also a question 
of its ability to provide its own security and defence without using the capabilities 
of the North Atlantic Alliance (NATO), notably without the strengths and 
capabilities of the United States of America. Therefore, in order to increase the 
level of European security, this state of affairs necessarily requires the need to 
increase military spending in the Member States of the Union and to invest more 
than hitherto in building military capabilities and capacities within the EU. 
Europe, according to Lasicova and USiak (2012, p. 220), necessarily needs further 
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improvement of collective defence capabilities and capacities to be able to act 
even when NATO as a whole refuses to engage. 

Supporters of the EU's vision as a global power point to many uncertainties 
in the future development of the human society, in particular dynamic multi- 
vector global trends, which could have a significant impact on the concretization, 
consensus and implementation of the EU Common Foreign and Security Policy 
and the Common Security and Defence Policy. The gradual worsening of the 
global and continental security environment, the growth of military and non- 
military security threats can be a significant impetus for a shift in thinking within 
the EU, in particular in seeking to improve, streamline and build those instruments 
that are effective and increase its level of security (Kazansky, 2013). 

The overwhelming majority of security experts agree that the global 
economic and financial crisis, by reducing defence spending, has significantly 
affected the level of military capabilities and capacities of the EU Member States 
armed forces and has weakened its military power for at least a certain time. At 
present, however, it is necessary for EU Member States to use positive economic 
growth and to step up efforts to build truly modern, deployable and interoperable 
forces capable of operating across the range of military operations, both within 
and outside the EU. Not using the current favourable economic development to 
strengthen military capabilities and capacities would be a way back, once again 
only the traditional power centres would be strengthened and the access to 
security and its elements would be fragmented. A negative vision of the 
development of EU military capabilities and capacities would be a big problem, 
the EU has no alternative, its position is extremely important. 


1 European security and defence in the light of current developments 


The emergence of new security threats and their proliferation following the 
fundamental changes in the global security environment after the end of the Cold 
War and the disintegration of the bipolar organization of the world have made the 
demands of having sufficient military capabilities and capacities as well as 
capabilities to respond to current or emerging security threats. "Reducing 
geographical distances" in a period of deepening globalization greatly increases 
the possibility of spreading threats such as international terrorism, transnational 
organized crime, the use of weapons of mass destruction, illegal migration or the 
latest cyber-terrorism also from remote areas of the world. They can negatively 
affect not only security, but also the political, economic and social environment 
of the EU. 

In the past, prosperity, maintaining and raising the standard of living of 
citizens has never been so much dependent on the level of security of citizens and 
the state, as is the case in the current, globalized and continuously changing world. 
Increasing the uncertainty and the unpredictability of the security environment 
will add to this addiction in the future. It is therefore indispensable, in the 
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individual interest at national level and in the collective interest at European level, 
to reassess, in the area of security and defence, the crisis and post-crisis measures 
taken to mitigate the adverse economic situation and at the time set negative trends 
in the area of reducing spending on defence under the effects of the global 
economic and financial crisis. Critical, in relation to the fulfilment of the tasks of 
the European Security and Defence Policy, is in particular the military forces, 
capabilities and capacities of the EU Member States, their lack and, unfortunately, 
a negative view of their improvement in the future without a substantial increase 
in military expenditures for their gradual build-up. 


2 Trends in military spending during crisis and post-crisis period within the 
EU 


However, in relation to the above, it is necessary to draw attention to two 
very important and interdependent facts. Firstly, EU military capabilities and 
capacities cannot be built, as already indicated above, without allocating sufficient 
funding to individual Member States of the Union. Secondly, without building up 
adequate military capabilities and capacities, responding to the growth of new 
security threats and major changes in the global and continental security 
environment, the EU will never become a fully-fledged and respected global actor 
in the field of defence and security. And so an essential condition for the effective 
implementation of the Common Security and Defence Policy is not only the 
construction of modern, deployable and interoperable national armed forces in the 
individual EU Member States, but also the building of European rapid reaction 
forces capable of fully covering land, sea and air operations, and promptly and 
adequately respond to crises and conflicts not only in Europe, but anywhere in the 
world. However, it is, as mentioned above, also the question of amount of military 
spending allocation. 

Due to globalization, most European countries have been more or less 
affected by the global economic and financial crisis, the consequences of which 
many countries have felt to this day. Decreasing the rate of economic growth, 
rising unemployment rates, increasing budget deficits, worsening balance of 
payments, and other negative impacts of the crisis have prompted all governments 
to adopt more robust or moderate economic but also political, legislative and 
organizational measures to mitigate the consequences of the crisis. One of the first 
steps taken by most countries was the effort to consolidate public finances by 
introducing financial restrictive measures in relation to the state budget. From the 
economic point of view, the reasons were unambiguous - the reduced economic 
activity meant a reduction of the state budget revenues. 

Budget mathematics is inexorable in such cases. Losses on the revenue side 
bring losses on the expenditure side. Planned and pre-approved budgets appeared 
unsustainable for the reasons mentioned above, and they had to make budget cuts 
if individual states did not want to raise their debt under the responsible fiscal 
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policy and have to compensate for income outages through other loans. For these 
reasons, in almost all European countries, cuts have taken place especially in those 
areas that were not considered as priorities in the individual countries at that time. 
In the vast majority of countries, therefore, the first victim of the saving became 
military expenditure (Graph 1). 
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Graph 1 
Overview of military spending in the EU in 2007 to 2013 (billion EUR) 
Source: European Defence Agency, 2018 


Military expenditure in the EU Member States declined in the crisis and 
post-crisis period not only in terms of their nominal value (Graph 1), but 
excluding 2009 also in terms of their share of gross domestic product (Graph 2). 
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Graph 2 
Overview of military expenditure in the EU in 2007 to 2013 (% of GDP) 
Source: European Defence Agency, 2018 
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3 Current trends in military spending within the EU 


The EU is currently on a wave of favourable economic developments, 
which is reflected in the growth of the European economy, expansion of the 
European economy, and future prospects in the area of labour market and social 
conditions are very favourable, too. The Gross Domestic Product of the Union 
should also increase this year, as expected by the European Commission, from 
EUR 2 063 624 trillion in 2013 to EUR 2 324 293 in 2017 (Eurostat, 2018) over 
the next five years. 

A characteristic feature of a strong economy is that it continuously removes 
its shortcomings, especially when it is doing it. This should be the strategy both 
at the level of the EU as a whole and in the individual Member States of the Union, 
now that Europe's economy is growing at the fastest pace in the last decade. 
Nonetheless, macroeconomic imbalances are emerging in some EU countries. 

Eleven EU countries are still addressing to a certain extent the 
consequences of the global economic and financial crisis, and in particular the 
debt and credit crunch, and are experiencing certain macroeconomic imbalances 
that are vulnerable to economic shocks. However, the European Commission 
notes that these imbalances are eliminated through ongoing reforms and economic 
recovery, and Europe is therefore stronger (Financial Report, 2018). 

This trend is also positive in the area of military expenditure. The individual 
Member States of the Union seem to have abandoned the policy of cuts and, after 
years of decreasing military budgets, have begun to invest in the development of 
their armed forces (Graph 3). 


Graph 3 
Overview of military spending in the EU between 2013 and 2017 (billion EUR) 
Source: European Defence Agency, 2018 
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Although Europe has almost no positive prospects in the near future at the 
beginning of the second decade of the century, it now looks different and the 
International Monetary Fund even called the European economy a "world trade 
engine". Optimism is also shared by traders across regions. European Commission 
data show that the Economic Sentiment Indicator (ESI) has reached the highest 
level since 2007 in the EU countries. The southern European countries, which 
were deeply in the debt crisis in 2012, recorded turnover in 2017 to better. 

However, the current situation does not mean that there are no 
complications in the EU countries in 2019 and the following. Economic experts 
point out that most of the euro area countries are experiencing labour market 
growth, but they do not pay much on wages, and they are essential to sustaining 
consumption that is the engine of economic growth. But the greatest concern 
about future developments is the security and political situation. Uncertainty, 
coupled with the success of right-wing populists across Europe, jeopardizes 
investors and jeopardizes the continuation of favourable economic conditions 
(Finweb, 2018). 

This uncertainty, coupled with caution, leads to a rise in military spending 
in the EU Member States, in terms of their share of gross domestic product (GDP) 
in the Member States, on the ground. While in other countries of the world, they 
seem to be very clear about the need to strengthen their security and defence, and 
the proportion of military expenditure relative to GDP is rising in them, but it is 
not yet in the EU countries (Graph 4). 


Graph 4 
Overview of military expenditure in the EU between 2013 and 2017 (% of GDP) 
Source: European Defence Agency, 2018 
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Security experts also point out that Europe has experienced unprecedented 
peace periods on our continent. However, due to growing instability in Europe's 
neighbourhood, but also at global level, new security threats, in particular 
asymmetrical, resulting from uneven economic, social, technological, 
demographic and environmental developments are emerging and pose important 
challenges to European security. Citizens of the Union, also on the basis of events 
from other years, are increasingly interested in its security and defence, and its 
own. If the political leaders want to meet their expectations, security and defence 
must play a much more important role in the future of the European project. At 
the same time, they must realize that safety is not free and that it is necessary to 
invest in it, because it is still true that those who do not invest in their armed forces 
must eventually invest in foreign, occupational forces in times of crisis. 


Conclusion 


It is more than necessary that all EU Member States apply the trends in 
ensuring a higher level of security and in building up military forces, capabilities 
and capacities; and finally, in order to make more efficient use of limited available 
resources, apart from reforms in the armed forces, they have the courage to reform 
the civilian departments of defence ministries, reduce the number of 
nondeployable civilian personnel not supporting the armed forces in their tasks, 
and reduce the bureaucracy that many civil servants hide. At present, all EU 
countries are in a very unstable, changing and unpredictable world, and no 
European country has all the necessary forces, means and capacities available to 
defend itself. While the EU, particularly the Eurozone countries, the recessionary 
debt and the credit crunch are still worried, Member States should nevertheless 
make the most of the positive economic trends of other years and encourage 
investment in military personnel, infrastructure, modernization as well as 
development and research, and simultaneously, deepen mutual security and 
defence cooperation in order to ensure a higher level of security. 
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ABSTRACT 

Crisis management in the Slovak Republic is administered centrally and it is a very well 
organized institution. However, there is a complication with inaccurate legislation that 
sometimes does not reflect the current situation accurately. Nevertheless, the organization of 
crisis management in the Slovak Republic is completely functional and well organized. It works 
on a hierarchical principle. The Government of the Slovak Republic and the Security Council 
of the Slovak Republic are administrative authorities at the highest level. At lowel levels 
individual ministries are involved, they set up their own crisis teams and the representatives 
participate in activities led by the Security Council of the Slovak Republic. Nominees of 
relevant ministries and the ministers who are members of the Security Council participate 
directly and proceede the work of the Security Council, act professionally in operations 
managed by the Security Council of the Slovak Republic. The Ministry of Interior has its specific 
position, it ensures both, the operations of the Central Crisis Staff and also manages the crisis 
management methodically on regional, provincial and municipal levels. Apart from several 
legislative issues, the ministry conduct the process very well. 


Key words: Crisis management, Crisis management bodies, Security Council of the Slovak 
Republic 


Introduction 


Organizationally, the crisis management in the Slovak Republic operates 
very well at all levels. Even though there is a great deal of legislative chaos in this 
field of management, the crisis management system 1s still able to function and 
can cope with legislative inaccuracies. One of the most significant problems is the 
inconsistency of the current legislation and the current status of territorial 
divisions of state administration that are primarily responsible for dealing with 
crisis management at all levels. According to the current legislation, the Regional 
Office is also mentioned as a component of crisis management body (Act No. 
387/2002 Coll.). However, the regional offices do not exist any more, they were 
canceled in 2007 (Act No. 254/2007 Coll.). At the same time, the Regional 
Security Council is also mentioned as one of crisis management bodies in the 
legislation in force. This situation here is even more complicated and unclear. 
According to official data from the Department of Interior listed on its website, 
the Regional Security Council is currently nonfunctional. Yet, this piece of 
information is misleading. The security councils actually work, this is confirmed 
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on the website of Government Office of the Slovak Republic, where the 
information about their activities is listed. But their seat has changed, and after 
the abolision of regional authorities they work at district office levels within 
county’s headquarters. Considering provincial offices, the situation is even more 
complex. At their levels the safety councils should follow the current legislation 
(Act No. 387/2002 Coll.). Nonetheless, this was true by the year of 2013 when 
the provincial offices operated completely and they included one or two divisions 
that were under their supervision at that time. Since then the state administration 
body has undergone fundamental reorganization process. The provincial 
authorities were cancelled by the reform adopted in 2013 and new district 
authorities were introduced under the principle that each specific district will have 
its own district office. This also influenced the structure of security councils that 
have been changed as well. So called provincial security councils were 
transformed into district security councils. However, this change has not yet been 
enshrined in valid legislation (Act No. 180/2013 Coll.). 


1 Participation of Ministries within the Security Council Operations of the 
Slovak Republic 


The Government of the Slovak Republic and the Security Council of the 
Slovak Republic are the two highest authorities dealing with crisis management 
in the Slovak Republic at top levels (Constitutional Act No. 227/2002 Zz). Both 
bodies are mentioned jointly because the Security Council consists only of those 
elected members of the government whose membership in the Security Council 
is irreplaceable while performing their duties. Under the current legislation all 
ministers, excluding the Prime Minister, are obliged to become the members of 
the Security Council of the Slovak Republic. The Minister of Defense, the 
Minister of Interior, the Minister of Finance, and the Minister of Foreign Affairs 
belong to them. But it is also possible for other ministers to become the members 
of the Security Council of the Slovak Republic (KUTIK, 2006). At present, the 
Minister of Transport, the Minister of Construction and Regional Development, 
the Minister of Justice and the Ministress of Health are included. The 
administration period of the members of the Security Council in duty is always 
consistent with the administration period of Cabinet Members. In general, the 
Security Council is always chaired by the Prime Minister. In this context, it is 
quite remarkable that not a member of one of the Force Ministries as usual 
became the Vice-Chairman of the Security Council of the Slovak Republic, but 
the Minister of Finance filled the post of the deputy. Although the situation is 
unusual, it is in accordance with valid legislation. According to the legislation in 
force, the Vice-Chairman of the Security Council of the Slovak Republic must 
hold the post of the Deputy Prime Minister of the Government of the Slovak 
Republic at the same time (Statute of the Security Council, 2015, Article 3). At 
present, none of the ministers of any force departments is holding both posts at 
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the same time. Out of all members of the Security Council of the Slovak Republic, 
only the Minister of Finance is also the Deputy Prime Minister of the Slovak 
Republic. But the question remains about what would happen if none of the 
members of the Security Council were embodied at the Deputy Prime Minister 
Office at the same time. The current legislation does not deal with this inquiry. 
The whole situation is so paradoxical that there is even a misleading piece of 
information on the website of the Ministry of Interior saying that the Minister of 
Interior is also the Vice-Chairman of the Security Council. Although it is 
inaccurate it is not completely illogical. After all, the Ministry of Interior manages 
the operations of Central Crisis Staff of the Slovak Republic and the crisis teams 
at lower state administration levels. The Crisis Staff is the executive body of crisis 
management. Their performance is not permanent, they act only temporarily. 
They start acting in case of imminent danger or after the crisis threat is declared. 
The Central Crisis Team of the Slovak Republic has its special position in the 
process of crisis management. The team members are appointed by the 
Government of the Slovak Republic directly and have their particular role. The 
Minister of Interior of the Slovak Republic is the head of the central crisis staff 
management (Act No. 387/2002 Coll.). The Minister of Foreign Affairs of the 
Slovak Republic and the Minister of Defense of the Slovak Republic are both 
Vice-Chairperson of the central crisis staff management team. Representatives of 
all ministries together with those of the Nuclear Regulatory Authority of the 
Slovak Republic, the Administration of State Material Reserves of the Slovak 
Republic, the National Security Authority, the Slovak Information Service, the 
Chief of the General Staff of the Slovak Armed Forces, the President of National 
Bank of Slovakia, the President of the Slovak Red Cross, the President of the 
Police Force, the President of the Fire and Rescue Corps of the Ministry of Interior 
of the Slovak Republic and the Director General of the Crisis Management and 
Civil Protection Department of the Ministry of Interior of the Slovak Republic are 
all members of the Central Crisis Staff. In case of crisis or emergencies, also the 
members of Central Flood Commission become team members of the central 
crisis staff management. (Resolution of the Government of the Slovak Republic 
No. 186/2008). The membership in the Central Crisis Staff is designated by the 
Prime Minister of the Slovak Republic. While accomplishing their job 
performance, the members of Central Crisis Staff can be accredited by other 
officials in duty delegated by the heads of government body representatives and 
other administrative bodies. The Central Crisis Staff is also the co-ordinating body 
of the Slovak Government when solving the crisis situation in peacetime (JANAS, 
2012). 

Despite the undeniable importance of the Central Crisis Staff, it is the 
Security Council of the Slovak Republic that holds the highest administrative 
authority. The Security Council cooperates closely with the National Council of 
the Slovak Republic for Defense and Security, with the relevant ministries, with 
central state administration bodies and other state bodies during the creation and 
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implementation of the security system of the Slovak Republic. The Security 
Council uses the findings, analyzes and information acquired from ministries, 
other central state administration authorities, local governments and higher 
territorial units. If required, the Security Council may invite further experts to 
attend their meetings (Security Council Statute, 2015, Art. 6). Being the highest 
authority, the Security Council of the Slovak Republic itself works as the advisory 
unit towards the Government of the Slovak Republic at peacetime. It deals with 
creation and implementation of security system of the Slovak Republic (Security 
Strategy of the Slovak Republic, 2005). It also ensures compliance with 
international obligations in the field of security, evaluates the security situation in 
the Slovak Republic and worldwide. Adidtionally, it participates at preparations 
for governmental proposals considering measures to preserve the safety of the 
Slovak Republic, it prevents crisis and emergencies, and suggests proposals for 
resolving posssible emerging crisis situations (Rules of Procedure of the Security 
Council of the Slovak Republic, 2017). The State Security Council fulfills their 
duties in time of peace or war and even in the state of war emergency (Act No. 
110/2004 Coll.). It acts from the seat of the state defense management at wartime 
or during the state of war emergency (Act No. 319/2002 Coll.). In case the 
government fails to act in wartime or in the state of war emergency, the Council 
of Security of the Slovak Republic can assume the constitutional powers of the 
government temporarily to the extent defined by the law (KUTIK, 2006). 
According to its statute, the Security Council of the Slovak Republic is a 
permanent advisory, initiative and coordinating body of the Government of the 
Slovak Republic considering the state security (Resolution of the Government of 
the Slovak Republic No. 1177/2004). Some of principal targets of the Security 
Council conclude participation, creation and implementation of reliable security 
system of the Slovak Republic. It ensures the coordination of measures for 
practical implementation of tasks in the sphere of security of the Slovak Republic 
and meets the international obligations, preparations for governmental proposals 
and preservation of state security and also issues proposals to avoid crisis and 
emergencies (JANAS, 2015, pp. 13-14). 

The Security Council establishes committees to fulfill the requirements and 
to be able to deal with usual tasks. Having been considered in the Security 
Council, the committees are submitted to the Government of the Slovak Republic 
for approval upon the proposal of the Vice-Chairperson of the Security Council 
(Act No. 110/2004 Coll.). Four committees were working within the Security 
Council permanently on a long-term basis. This had included the Foreign Policy 
Committee, the Defense Planning Committee, the Civil Emergency Planning 
Committee, and the Intelligence Coordination Committee (Constitutional Act No. 
227/2002 Coll.). After 2015, the Committee on Energy Security and the 
Committee on Cyber Security were added due to legislative changes. Generally 
speaking, the committees follow the rules of procedure given by the committees 
and take into account the international obligations of the Slovak Republic. From 
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our point of view, it is very interesting to monitor how the committee membership 
is being proceeded. In this study we are interested in observing by whom will the 
chairmen of the committees be proposed, who will become the member of the 
committee and which ministries will be involved in creating the committees. The 
chairmen and the members of the committees are appointed and recalled by the 
Chairman of the Security Council after being approved in the Security Council. 
Then the chairperson of the committee appoints the deputies. The Intelligence 
Coordination Committee is one exception as it has its precisely defined structure. 
Nevertheless, it is quite interesting to monitor the activities of some security 
council committees being affected by current legislative chaos. 

The Civil Emergency Planning Committee shall care out its duties in the 
preparation and coordination of civil emergency planning measures. The 
Committee shall be composed of the Chairman and the committee members. The 
appointment of the Chairman and his dismissal shall be approved by the Security 
Council in agreement with the Minister of Interior of the Slovak Republic. The 
appointed members of the committee are the representatives of the Ministry of 
Foreign Affairs and European Affairs of the Slovak Republic, the Ministry of 
Defense of the Slovak Republic, the Ministry of Interior of the Slovak Republic, 
the Ministry of Economy of the Slovak Republic, the Ministry of Finance of the 
Slovak Republic, the Ministry of Transport, Construction and Regional 
Development of the Slovak Republic, the Ministry of Agriculture and Rural 
Development, the Ministry of Health of the Slovak Republic, the Ministry of 
Justice of the Slovak Republic, the Ministry of Education, Science, Research and 
Sport of the Slovak Republic, the Ministry of Environment of the Slovak 
Republic, the Ministry of Labor, Social Affairs and Family of the Slovak 
Republic, the Government Office of the Slovak Republic, the Administration of 
State Material Reserves of the Slovak Republic, the National Bank of Slovakia 
and the Association of Towns and Municipalities of Slovakia (Rules of Procedure 
of the Security Council Committee of the Slovak Republic for Civil Emergency 
Planning, 2017, Art. 2-5.). The Rules of Procedure of the Security Council 
Committee of the Slovak Republic for Civil Emergency Planning were approved 
by Government Resolution No. 311/2017 of 28 June 2017. The members of the 
committee, all secretary assistants, the members of working teams, operation staff 
and other invited profesionals are obliged to comply with relevant laws and 
separate regulations within the framework of the scheme (Act No. 215/2004 
Coll.). The security clearance of the members of the committee is required in the 
extent of fulfilling their duties enacted by law reaching the level "Secret" (Act 
No. 110/2004 Coll.). The mentioned provisions do not apply to a member of the 
committee representing the Association of Towns and Municipalities of Slovakia. 
This person has access to classified information to assigned level of protection 
that corresponds to the degree of his security clearance (the Rules of Procedure of 
the Security Council Committee of the Slovak Republic for Civil Emergency 
Planning, 2017, Article 8). 
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The Security Council Committee of the Slovak Republic for Intelligence 
Services Coordination was established as a permanent working body of the 
Security Council. The Council coordinates the measurement and regulation 
planning aiming at proceeding operations of state authorities and special services 
performing their tasks following specific regulations (Act No. 46/1993 Coll.). In 
particular, the committee is involved in the coordination of intelligence services 
and discusses the proposals made in connection to the Security Council. It also 
pursues expert opinions on intelligence services coordination and considers 
proposals for generally binding legislation on intelligence services coordination 
submitted to the Security Council to negotiate. However, the committee does not 
carry out reporting duties independently and cannot substitute the bodies set up 
to control the intelligence services procedures of the Slovak Republic (Security 
Council Rules of Procedure of the Slovak Republic for the Coordination of 
Intelligence Services, 2004, Article 2). The committee has its chairman, a vice- 
chairman and eight more members. The Chairman of the committee is the 
Chairman of the Security Council as well. The Vice-Chairman of the committee 
is also the Vice-Chairman of the Security Council. The membership of the 
committee is composed by the Minister of Foreign Affairs and European Affairs 
of the Slovak Republic, the Minister of Defense of the Slovak Republic, the 
Minister of Interior of the Slovak Republic, the Director of Slovak Information 
Services, the Military Intelligence Director, the President of Police Force, the 
Director of National Security Authority Services (Rules of Procedure of the 
Security Council Committee of the Slovak Republic for the Coordination of 
Intelligence Services, 2004, Art. 4 2004, article 4). The Rules of Procedure of the 
Security Council Committee of the Slovak Republic for Intelligence Services 
Coordination was approved at the meeting of Slovak Government on December 
8, 2004. Seeing that the Rules of Procedure is an outdated document at present, 
the dilemma is how can an important institution such as the Security Council 1s, 
follow these completely out of date rules and govern using ineffective laws. As 
a mater of fact, this is the only institution whose members are being nominated 
directly by ministers and their membership is irreplaceable. Another point is that 
there are some absurd rules such as the membership of the Military Intelligence 
Director and the Director of the Military Intelligence Services. Actually, these 
two posts do not exist any more as they had been merged into one military 
intelligence institution (Act No. 319/2012 Zz). 

Upon the initiative of the Security Council, the Defense Planning 
Committee holds discussions and makes recommendations regarding polical, 
military, strategic and evaluation documentation in the field of defense planning 
at both national and international levels (Constitutional Act No. 227/2002 Coll.). 
When dealing with measure planning and coordination, focusing on maintaining 
the security defence of the Slovak Republic, the committee follows the documents 
applicable to fulfilling their duties in the field of defense planning. In particular, 
it should use the defense strategy which was adopted long time ago in 2005 
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(Kutik, Kralik, 2015, p. 117). At present it is out of date. Some of important tasks 
the committee is executing are the coordination of defense planning carried out 
by ministries and other central government bodies as well as the coordination of 
international defense planning cooperation with NATO and its Member States in 
particular. It also processes laws and other generally binding defense planning 
legal acts that are submitted to the Security Council. It implements expert opinions 
on defense planning and submits the material to their security council. (Defense 
Strategy of the Slovak Republic, 2005.) The committee shall be composed of the 
chairman, vice-chairman and other members. The Chairman of the Committee is 
approved or recalled by the Security Council in agreement with the Minister of 
Defense of the Slovak Republic. Other committee members are chosen by the 
Security Council and they are appointed by the relevant ministry, the head of 
central state administration or the governor of the National Bank in agreement 
with the representative of the Ministry of Foreign Affairs and European Affairs 
of the Slovak Republic, the Ministry of Defense of the Slovak Republic, the 
Ministry of Interior of the Slovak Republic, the Ministry of Economy of the 
Slovak Republic, the Ministry of Finance of the Slovak Republic, the Ministry of 
Interior, the Ministry of Transport, Construction and Regional Development of 
the Slovak Republic, the Ministry of Agriculture and Rural Development of the 
Slovak Republic, the Ministry of Health of the Slovak Republic, the National 
Security Authority, the Administration of State Material Reserves of the Slovak 
Republic and the National Bank of Slovakia. The Rules of Procedure of the 
Security Council of the Slovak Republic for defense planning was approved by 
Government Resolution on June 30, 2016 (Rules of Procedure of the Security 
Council of the Slovak Republic for Defense Planning, 2016, Art. 3). 

The Foreign Policy Committee is the fourth permanent acting body within 
the Security Council of the Slovak Republic. It deals with internal planning 
coordination focusing on foreign and security policy measures of our state (the 
Rules of Procedure of the Security Council Committee of the Slovak Republic for 
Foreign Policy, 2005, Article 1). The Foreign Policy Committee is involved in 
foreign and security policy coordination of the state that is executed by ministries 
and other state administration bodies. The committee comments source materials 
submitted to the Security Council related to foreign and security policy of the state 
and focuses on task fulfillment. The Foreign Policy Committee issues expert 
opinions regarding foreign and security policy processes and submits them to the 
Security Council. It also considers proposals for generally binding legislation and 
international treaties relating the foreign and security policy of the state. (The 
Rules of Procedure of the Security Council Committee of the Slovak Republic for 
Foreign Policy, 2005, Art. 2). The Chairman presides the Foreign Policy 
Committee and the committee has twelve members. The Chairman of the 
committee is appointed and dismissed in agreement with the Minister of Foreign 
Affairs of the Slovak Republic after being approved by the Security Council. The 
members of the committee are assigned representatives of the Ministry of Foreign 
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Affairs and European Affairs of the Slovak Republic, the Ministry of Defense of 
the Slovak Republic, the Ministry of Interior of the Slovak Republic, the Ministry 
of Economy of the Slovak Republic, the Ministry of Finance of the Slovak 
Republic, the Ministry of Transport, the Construction and Regional Development 
of the Slovak Republic, the Administration of State Material Reserves of the 
Slovak Republic, the National Security Office, the Office of the President of the 
Slovak Republic, the Slovak Information Service and the National Bank of 
Slovakia. (Rules of Procedure of the Security Council Committee of the Slovak 
Republic for Foreign Policy, 2005, Art. 3). Once again, the Rules of Procedure is 
outdated. It was adopted by the government on January 12, 2005. It is out-of-date 
and has lots of inaccuracies, even the names of ministries are incorrect. 

The Energy Security Committee deals with security assessment in the 
Slovak Republic and worldwide in energy sector. The committe also makes 
preparations, implements expert opinions and proposals given to the Security 
Council considering measures for reducing and eliminating risks in the field of 
energy security. It is involved in shaping the energy security policy of the Slovak 
Republic and drawing up conceptual documents as well. It cooperates with 
ministries and other central administration bodies in creating measurement 
planning focused on international energy security coordination and cooperation. 
Moreover, it discusses the proposals submitted to the Security Council applying 
to energy security and reviews the proposals for generally binding energy security 
legislation submitted to the Security Council for inspection and it is also involved 
in energy security management. (The Rules of Procedure for the Security Council 
committee of the Slovak Republic on Energy Security, 2016). The Chairman of 
the Energy Security Committee is appointed or dismissed upon the proposal of 
the Minister of Economy of the Slovak Republic having been approved by the 
Security Council. The members of the Committee on Energy Security are 
assigned representatives of the Ministry of Economy of the Slovak Republic, the 
Ministry of Foreign Affairs and European Affairs of the Slovak Republic, the 
Ministry of Interior of the Slovak Republic, the Government Office of the Slovak 
Republic, the Nuclear Regulatory Authority of the Slovak Republic, the 
Administration of State Material Reserves of the Slovak Republic, Regulatory 
Office for Network Industries. Also a representative of energy enterprise sector 
may become a member of the Energy Security Committee appointed by the 
Security Council. The Rules of Procedure of the Security Council Committee of 
the Slovak Republic on Energy Security was adopted by the Government 
Resolution on January 13, 2016 (Rules of Procedure of the Security Council 
Committee of the Slovak Republic for Energy Security, 2016). 

The Cyber Security Committe coordinates the measurement planning 
aimed at maintaining the cyberspace security of the Slovak Republic. In the field 
of cyber security, it deals with security evaluation in the Slovak Republic and 
worldwide. Its role is to prepare proposals for the Security Council procedure to 
reduce or eliminate cyber risks and threats. It participates in shaping the policy of 
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the Slovak Republic in the field of cyber security, as well as drawing up 
conceptual documentation. Current status of cyber security is evaluated with 
emphasis on crutial information and communication infrastructure. (The Rules of 
Procedure of the Security Council Committee of the Slovak Republic for Cyber 
Security, 2015). The proposals submitted to the Security Council for cyber 
security tasks fullfilment are discussed. Expert opinions on cyber security are 
developed and submitted to the Security Council to negotiate. Proposals for 
generally binding legislation and international cyber security agreements are 
assessed and submitted to the Security Council. The Committee is involved in the 
report processing within cyber security sphere. The appointment and approval of 
the Chairperson of the Cyber Security Committee and its appeal shall be made on 
a proposal by the Director of the National Security Authority. The membership of 
the Committee is composed of appointed representatives of the Ministry of 
Foreign Affairs and European Affairs of the Slovak Republic, the Ministry of 
Defense of the Slovak Republic, the Ministry of Interior of the Slovak Republic, 
the Ministry of Economy of the Slovak Republic, the Ministry of Finance of the 
Slovak Republic, the Ministry of Transport, Construction and Regional 
Development of the Slovak Republic, the Ministry of Education, Science, 
Research and Sports of the Slovak Republic, the Ministry of Health of the Slovak 
Republic, the Ministry of Environment of the Slovak Republic, the Government 
Office of the Slovak Republic, the Nuclear Regulatory Authority of the Slovak 
Republic, the National Security Authority, the Slovak Information Service and 
the National Bank of Slovakia. A representative whose subject of activity is the 
protection of cyberspace may become a member of Cyber Security Committee 
appointed by the Chairperson in agreement with the Security Council. The Rules 
of Procedure of the Committee of the Security Council of the Slovak Republic on 
Cyber Security was adopted on December 16, 2015 (Rules of Procedure of the 
Security Council Committee of the Slovak Republic for Cyber Security, 2015). 


Conclusion 


At top level, the crisis management in the Slovak Republic is served by the 
Government of the Slovak Republic and the Security Council of the Slovak 
Republic. The function of Security Council of the Slovak Republic is of 
significant importance, involving participation of particular ministries. Some 
ministers are associated in holding sessions directly within the framework of 
Security Council of the Slovak Republic or they participate in intelligence 
inspection committee meetings. All ministries and relevant central state 
administration bodies nominate their members to participate in other committees 
inside the Security Council of the Slovak Republic and elect their chairmen. It is 
common that only the representatives of the Ministry of Interior and the Ministry 
of Foreign Affairs and European Affairs are present in all committe sessions. 
Thanks to excellent coordination at ministerial levels the crisis management 
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works very well. This is so due to the fact that the Ministry of Interior plays an 
important role and contributes substantially in arrangements of several crutial 
spheres of crisis management methodically. Unfortunately, outdated legislation 
that does not reflect current legislative changes and causes limitations especially 
concerning changes in territorial division of state administration affects the 
effectiveness of crisis management operations. The trouble is that it will be 
invevitable to synchronize the existing legislation with reality in the most resent 
months. By this means, one of the last complications will be resolved in otherwise 
well functioning, efficient system. 
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SPREADING OF DISINFORMATION AS A PART OF HYBRID 
THREATS: SKRIPAL CASE 


Boris Kolman! 


ABSTRACT 

The article deals with an issue of spreading disinformations that are used as a tool for hybrid 
threats. The theoretical part of the work deals with concepts such as disinformation or hybrid 
warfare. The research part analyses an articles of selected media in informing about the 
international case Skripal. The research sample is made up of media that are often reffered as 
disinforming. The aim of the paper is to analyze the content of articles of selected media in 
order to assess the quality of the information and determine whether the media dissinform about 
the case. If the analyzed media will proceed likewise, results can be applied to a wider range 
of media. 


Key words: disinformation, hybrid threats, Skripal case 


1 Theoretical part 
1.1 Hybrid threats 


There are many ways of defining hybrid threats. According to guide which 
is an address for high schools ,,a hybrid war is a kind of conflict in which the state 
uses not only military but also unconventional tools - the spread of disinformation, 
propaganda, hacker attacks or unrecognized activities of soldiers“ (Smidl, 2017, 
s. 14). Hybrid threats are the most modern way of warfare aimed to destabilize 
social systems and reduce the confidence of the population in the establishment 
of the state. Draft of the Security Strategy of the Slovak Republic from 2017 states 
that armed conflict in Europe, has not only the form of direct military conflict 
between states but also a hybrid method of conducting combat operations. A 
hybrid threat is a set of coercive and subversive activities, conventional and 
unconventional, military and non-military methods and tools used in a 
coordinated way to achieve specific policy goals without a formal declaration of 
war and below the usual response threshold. It may include influencing, centrally 
controlled news and information activity, an activity of non-state actors, including 
paramilitary groups, or deployment of the armed forces state actors without 
marking. Such hybrid activities can begin earlier than openly declared military 
operations. Such hybrid activities can begin earlier than state actor openly 
declared military operations. They polarize society, bring uncertainty and thus 
undermine legitimacy, credibility, a capacity of state institutions and democratic 
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constitutional order and has a negative impact on the realization of the security 
interests of the Slovak Republic. Hybrid activities can also be aimed to weakening 
public support for meeting international commitments or crippling the response 
of the international community (Navrh Bezpecnostna stratégia Slovenske} 
republiky, 2017). This document deals with hybrid threats, especially in relation 
to the situation in the south and east of Ukraine. However, it is necessary to point 
out that due to ambiguous and unclear situation in this region, the final version of 
this document has still not been adopted. This is mainly related to the fact that the 
proposed security strategy consider the Russian Federation in regards to security 
threats. 

The often accompanying phenomenon of hybrid threats is the inability to 
identify real actors of conflict. According to Eugenio Cusumano ,, Hybrid Wars 
can be conducted by both states and a variety of non-state actors [with or without 
state sponsorship]. These multi-modal activities can be conducted by separate 
units, or even by the same unit, but are generally operationally and tactically 
directed and coordinated within the main battlespace to achieve synergistic 
effects in the physical and psychological dimensions of conflict‘ (Cusumano - 
Corbe, 2018, s. 62). Hybrid conflict can begin without the official declaration of 
war and does not follow the typical practices that are known from history. It can 
quickly destabilize the prosperous state and bring its population to civil war. 
Despite the fact that the concept of hybrid warfare is relatively new, but many 
practices of hybrid warfare are not new. Many military conflicts from the past 
involved similar practices. These procedures are still in use. They are only 
modernized within a comprehensive approach. According to the Financial Times, 
Western intelligence services are most concerned over the scale of the Russian 
disinformation campaign. The Kremlin's control over the media has been always 
significant. By influence from media, it is possible to influence the perceived 
opinion, which consequently influences the behavior of political elites. One of the 
clear successes in this area, which has reached the Kremlin, is that in some EU 
countries gained favor from political elites (Bacl8In, 2015). One of the examples 
is Italy, where the newly elected government, headed by the Eurosceptic Five- 
Star Movement, sympathizes with the Russian Federation. In recent years, it is a 
relatively common phenomenon that Eurosceptic movements across the EU enjoy 
support in media that sympathize with Kremlin's policy. But prove a direct link 
between the pro-Kremlin media and the Kremlin is not always possible. 
Nevertheless, the spread of disinformations is becoming a growing threat to the 
EU. 


1.2 Disinformation 
Disinformation is a concept derived from the Russian Dezinformatstya. The 


term is associated with the former secret service of the former Soviet Union - the 
KGB. It was used for counterfeiting and other techniques to discredit 
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governments, individuals and politicians. For disinformation can be considered 
more or less deliberately created distorted or erroneous information which wants 
to mislead the addressee. Disinformations also leads to incorrect conclusions or 
decisions (Watson, 2015). According to Oxford Dictionary, ,,disinformation is 
False information which is intended to mislead, especially propaganda issued by 
a government organization to a rival power or the media“ (Definition of 
disinformation in English, 2018). 

The draft of the Security Strategy of the Slovak Republic from 2017, deals 
with the issue of disinformation but does not explain this term. The document 
states that "the decline in the security of the Slovak Republic is affected by the 
decline of public confidence in the EU and the NATO Member States to these 
organizations. Centrifugal trends and the spread of political currents against the 
existence and values that the EU and NATO pose have the potential to weaken or 
disrupt their functioning, reverse the integration process and thus damage the 
security interests of the Slovak Republic. An important factor in deepening this 
problem is the propaganda and disinformation of external and internal actors" 
(Navrh Bezpecnostna stratégia Slovenske} republiky, 2017). Ambiguous 
definition of this term can have serious safety consequences. The absence of 
defining uniform terminology causes considerable difficulties in many areas. 
Since Slovak institutions dedicated to the issue of misinformation does not work 
with a single concept, the problem arises when one institution considers some 
article for disinformation, another institution may consider the same article only 
for inaccuracy. For this reason, it is necessary to unify the terminology in order to 
improve cooperation within the state as well as international cooperation. 


2 Skripal case 


Sergei Skripal is a former Russian double agent working for Russian and 
British secret services. In December 2004, he was arrested by the Russian Federal 
Security Service (FSB) and then convicted and imprisoned for treason. However, 
in 2010, due to the exchange of agents between the Russian Federation and the 
United Kingdom, he was released (Sergei Skripal: Who is..., 2018). On March 4, 
2018, he and his daughter Julia were poisoned in the English city Salisbury, where 
Skripal settled. Substances that poisoned Skripal and his daughter British 
investigators identified as one of the types of nerve gas A-232, also known as 
Novichok. This nerve gas was develope in the 1970s in the former Soviet Union. 
Based on these facts, the UK responded by expelling 23 Russian diplomats from 
the country. Following the example of the UK, another 16 EU countries expelled 
Russian diplomats (Stewart, Walker, Borger, 2018). The Slovak Republic has not 
resigned to such a step but has called its ambassador from Russia for 
a consultation. On March 17, 2018, the Russian TV station Rossiya 24 reported 
that Britain, Sweden, the Czech Republic or Slovakia are the most likely source 
of the chemical substance which poisoned Sergei Skripal and his daughter Julia. 
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It announced Russian Foreign Ministry spokesman Marija Zacharov. According 
to Zacharov, the countries that have been named, since the end of the 1990s have 
been carrying out ,,intensive research into novelty substances“. This claim 
subsequently rejected all concerned countries. Spokesman of Ministry of Foreign 
and European Affairs of the Slovak Republic Peter Susko said that ,, we condemn 
the attack on Skripal and we categorically reject the Slovak Republic's having 
anything to do with it. We are refusing that Slovakia being in any way connected 
with chemical weapons (...) and using them“ (Slovensko méze byt zdrojom..., 
2018) 

In terms of investigation of the Skripal case, the British investigators 
suspect about three agents of the Russian military intelligence agency GRU. The 
first one is Alexander Mishkin who holds the Hero of Russia, which he received 
in 2014. It is known that in 2013 during the Maidan he functioned in Ukraine. The 
second suspect is Anatoly Chepiga, the holder of the highest Russian honors, who 
allegedly fought in conflicts in Chechnya and Ukraine. The third suspect is the 
agent of the Russian military intelligence agency GRU Sergei Fedotov. The 
allegations of the investigators suspect men are fundamentally rejecting, although 
they have confirmed that they actually visited Salisbury in March, but as tourists. 
They stated this in an interview, which was broadcast on Russian television RT 
(Mendick, Luhn, 2018). The official conclusion of Sergei Skripal's investigation 
of the poisoning case is not available to date. The investigation is still ongoing 
and therefore all the allegations against Russia are hypothetical. For that reason, 
it is not possible to conclude any conclusions, since the fault of the Russian side 
is not officially substantiated, and the British accusations towards the Kremlin are 
the result of an incomplete investigation 


3 Research part 
3.1 Methodology 


The subject of the research are articles published on Slovak disinformation 
websites. Slovak state institutions does not have any lists or procedures that would 
identify this media spectrum. Due to that fact, the selection of the case study drew 
from a list of disinformation websites published by the social networking site 
Twitter (Sevéikova, 2018). The selection of that social network was also chose 
for the impartiality and independence of this media in relation to the Slovak 
Republic. The selected media for research are hlavnespravy.sk and 
parlamentnelistky.sk. These media have been selected because of their high 
impact on readership, as they are among the most popular in this media spectrum 
and their articles are often shared on social networks. As a method of research of 
this paper is content analysis. This is a quantitative research method used to work 
with large amounts of text. The monitoring period is defined from 4th March, 
2018 to 4th June, 2018. The research is realized on 93 articles within the period. 
In terms of the content analysis of the articles, it took three quantification criteria 
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that served to assess the quality of the information. First the subject of interest of 
the analyses was whether the information in the article was true, the objectivity of 
the contributions was also examined, and the last one, whether the article 
contained the author's name. The aim of the research is to assess the quality of the 
information published by the selected media and subsequently to determine how 
it informs the case. Since we have included only articles in the research that made 
it clear that deals with Skripal case. Research has been carried out on 52 articles 
in the case of the site hlavnespravy.sk. In the case of parliamentnelisty.sk, 41 
articles were analyzed. 


3.2 Truthfulness 


The truthfulness of information is considered as the most important atribute 
in assessing the quality of information. The articles were divided into true, false, 
and articles whose truth or false can not be confirmed. In verifying an 
informations helped a list of disinformation theories that are associated with the 
Skripal case. This list is published on euvsdisinfo.eu, which focuses on the 
detection of disinformations, and runs by the European External Action Service 
East Stratcom Task Force (Disinformation Cases, 2019). 


Table 1: Truthfulness of informations 


Media True False Can not be 
confirmed 

Hlavnespravy.sk 29% 34% 37% 

Parlamentnelisty.sk | 26% 30% 44% 


Source: Own processing 


From the 52 analyzed articles on website hlavnespravy.sk, 17 contained 
information that had been identified as false, which represents 34% of articles. In 
15 articles, and therefore in 29% of cases, they contained purely true claims. The 
rest of the articles was not possible to assess whether they are true or not, because 
they were not based on verified facts but on hypotheses and opinions of authors. 
From the 41 articles on the website parlamentnelisty.sk analyses consider as true 
and based on facts 10, which represents 26% of articles. In 12 cases, which is 30% 
of the articles contained false claims. Up to 44% of the articles were based on 
unfounded opinions, which means that 41 of articles 18 cannot be confirmed. This 
result can be justified by the fact that parliamentnelisty.sk also acts as a platform 
for various politicians and personalities who are actively involved in public 
affairs, where they predominate only their subjective opinions. This fact 
subsequently leads to the assumption that the examined medium will be biased. 


3.3 Objectivity 
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This category evaluated whether the articles meet the criteria for reporting 
objectivity. The analysis divided the articles into objective and non-objective. 


Table 2: Objectivity of articles 


Medium Objective Non-objective 
Hlavnespravy.sk 20% 80% 
Parlamentnelisty.sk 28% 72% 


Source: Own processing 


In the case of hlavnespravy.sk, only 10 articles from 52 could be considered 
as objective. Up to 80% of the articles are biased. This means that in 42 articles if 
something was mentioned, it is supplemented by the subjective opinion of the 
author and is disproved without any substantive argument. From the 41 posts of 
parliamentnelisty.sk, 11 articles were objective and _ opinion-balanced, 
representing a value of 28%. The rest 30 articles, expressed as 72%, were 
unobjective and tilted to one side of the conflict. This result was expected, since 
parlamentnelisty.sk serve as a platform where politicians express their opinions. 
3.4 Reffered authors 


In this category is evaluated whether are referred authors of articles. This 
category divides the articles in with references with author and without references. 


Table 3: Reffered authors in articles 


Medium With author Without author 
Hlavnespravy.sk 23% 771% 
Parlamentnelisty.sk 48% 52% 


Source: Own processing 


On the web parlamentnelisty.sk it was more difficult to find the editorial 
office. Only in 12 cases (23%) out of a total of 52 articles was referential on 
authors. Up to 40 articles, representing 77% of the cases, were published without 
referential on the author. Mostly referred to Russian websites such as Sputnik. 
Initially, the number of articles referring the author was higher, only 68% of 
articles wrote Eugen Rusnak, which proved to be a pseudonym Jevgenina 
Palceva, who maintains contacts with employees of the Russian media group 
Rossiya Sevodnya funded by Kremlin. Since these articles were published by the 
pseudonym, the analysis considers them as articles published without an author. 
In the case of parlamentnelisty.sk, the number of articles with the author's 
reference is significantly higher. Specifically, 1t was 20 papers which represent 
48% of articles. In the rest of cases, was referred only the abbreviation of the 
author. But there a wasn't explanation to these abbreviations according which it 
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would be possible to identify the author of the text. Therefore, 21 articles (52%) 
are considered as articles without the author. 


Conclusion 


In the research of two disinformation media were analyze articles on the 
topic ,,Poisoning of agent Skripal*. Both websites were tendentious and largely 
were in favor of the Russian Federation, despite the fact, that investigation is still 
ongoing. The analysis shows that a large part of the texts is not based on facts, the 
articles are not objective, usually, lean on one side, or create conspiracy theories. 
Information about the evidence that could create an unfavorable impression on 
Russian Federation, were often censored. In many cases were from authors 
published various hypotheses, which can not be confirmed or refuted. For 
example Lubos Blaha's statement for parlamentnelisty.sk, according to who 
», Lhe West is worried that Russia and Chill will create a new power balance in 
the world, which will weaken the influence of the United States and their Western 
allies “ (Blaha, 2018). However, in most cases, the authors of texts appeared 
anonymous and lacked a reference to information sources. The fact that articles 
are often biased and not based on verified information may lead to the concluions 
that they are trying to use manipulative techniques. This can be confirmed by the 
fact that in the case of the website the articles were published under the 
pseudonym of a man who has proven contacts with a Russian Kremlin funded 
media group. Based on the definitions mentioned in the theoretical part of the 
work, it can be stated that the Skripal case fulfills the attributes of hybrid threats. 
Whether the Russian GRU agents were in the territory of Great Britain under a 
false identity. Therefore is fulfilled the principle of deployment of the armed 
forces state actors without marking. Disinforming by tendentious media about 
Skripal case fills another attribute of hybrid threats, which is centrally controlled 
news and information activity. 
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USING THE SWOT ANALYSIS OF THE EXTERNAL 
SECURITY OF THE SLOVAK REPUBLIC AS A BASIS FOR 
DEFENSE PLANNING 


Jaroslav Kompan! 


ABSTRACT 

T he article deals with the possible use of the strategic analytical tool represented by the SWOT 
analysis for evaluation of the external security of the Slovak Republic (SR) in the context of 
defence planning. The article defines the security of the Slovak republic, summarizes the 
security interests of the Slovak republic in accordance with the draft of the new security strategy 
of the Slovak republic. It also describes the possible use of the SWOT analysis for the external 
security evaluation and proposes the methodology of the SWOT analysis of the external security 
of the Slovak republic as a basis for defence planning. 


Key words: security environment, security interest, SWOT analysis, security threat, 
opportunity, strength, weakness. 


Introduction 


The Slovak Republic (SR) as well as other European states must respond 
flexibly to the development of the security environment. Although SR is a valid 
and reliable member of the Euro-Atlantic Integration Structures, it is still 
primarily responsible for its own security. On the other hand, global threats and 
challenges, as well as the development of the security environment, call for very 
close international cooperation among the member states of the European Union 
(EU) and the North Atlantic Treaty Organization (NATO). The SR undertakes in 
all strategic documents that its membership in the above-mentioned structures is 
its highest priority. At the same time, the membership of the Slovak Republic in 
NATO and the EU represents an international guarantee of defence, the 
achievement of goals in shaping the security environment and an effective 
instrument for the promotion of security interests. Last but not least, allied co- 
operation provides the SR with an adequate response to current and future global, 
regional and local security threats. 

In view of the above, it is necessary to rely on the often-stated basic 
premise, also mentioned in the draft of the new Slovak Security Strategy, that the 
security environment in which the SR has its security interests has deteriorated 
(Security strategy of the Slovak republic - Draft, 2017). There are also 
unpredictable fluctuations in the security environment, which are caused by 
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tightly linked internal and external factors. Globalization, information revolution, 
disruption of the continuum of trust and the status quo in international relations 
and changes in the spheres of influence go hand in hand with the emergence of 
crisis situations that require dynamic reaction (Kompan, 2018). Therefore, 
defensive planning should consider the whole range of interrelated factors and use 
conclusions with all available strategic analytical tools, including SWOT analysis. 


1 Contemporary external security environment of the Slovak republic 


The Slovak Republic is a sovereign democratic state, fully integrated in the 
Euro-Atlantic area, promoting and protecting the values of freedom, peace and 
democracy. An important part of an effectively functioning defence system of the 
Slovak Republic is the support of the state defence (Brezula, 2017). The Slovak 
Republic exercises state power in order to preserve the peace and security of the 
state, in particular to defend its sovereignty, territorial integrity, the integrity of 
the borders and the democratic order, protect the life and health of inhabitants, 
fundamental rights and freedoms, public and private property and environment 
and fulfil the obligations arising from membership to collective security 
organizations and international treaties (Constitutional Act no. 227/2002 Para 1). 
With regard to the development of the security environment and on the basis of 
the draft of the new Security Strategy of SR, we can clearly define the following 
security interests of SR (Security strategy of the Slovak republic - Draft, 2017): 

e respect for fundamental principles and standards of international law, 

e strengthening the security and stability of the Euro-Atlantic area, 

e strengthening security and stability in the wider neighborhood of the EU and 
NATO, 

e increasing the capacity to promote the security interests of the state in the 
international environment, 

e maintaining security and guaranteeing state defence, 

e increasing the state's resilience to security threats, 

e development of economic, material and environmental prerequisites of state 
security and stability. 

It is clear from the stated security interests of the SR that their enforcement is not 

only the interest of the Slovak Republic, but other states will have similar security 

interests. That is why it is necessary to find a consensus in their enforcement so 

that their promotion is not a source of potential conflict in the future. Security 

interests stem not only from the need to secure the basic values of society but must 

also reflect the security environment in which the SR is located. 

The Security Environment (SE) reflects the spatial dimension of security 
where security actors operate at a specific time and with specific security interests. 
A security environment is the environment in which a referential social subject 
asserts its security interests in interacting with sources (carriers) of security threats 
(Zidek — Cibakova, 2009). 
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For the purposes of this article, we consider SE as the real part of the world 
that we will use to conduct a SWOT analysis. The external security environment 
consists of a set of reference objects (states, organizations, institutions, interest 
groups and others), their interrelationships and activities that are relevant to 
security. Development in an external security environment can be affected by the 
reference object only to the extent of its power potential and its prestige in the 
international security and political system (Hofreiter, 2006). It follows from this 
definition that the external security environment of the SR will include entities 
that influence the enforcement of its security interests. When defining the external 
security environment, we must consider its dynamics and its unpredictability over 
a longer period of time. Among the main attributes we can include its volatility, 
uncertainty and complexity, as documented by the current developments in crisis 
situations that arise without warning and the response of the international 
community may not be immediate or adequate (Kompan, 2018). It 1s always 
necessary to take also into consideration the geographical location as well as the 
impact on the security interests of the SR, because the mutual interaction of 
security actors on a given territory creates a security situation to which the SR 
must be able to respond adequately. Currently, the most important factors 
influencing the external security of the SR can be the crisis in Ukraine, which has 
brought new approaches to conflict management and problems in North Africa 
and the Middle East that triggered migration to the EU (Hrn¢éiar — Majchut, 2017). 

On the basis of the above-mentioned facts, it is appropriate to use all 
strategic analytical tools so that the basic security and defence documents of the 
SR are processed based on the results of these analyses and the same rules applies 
even for the defence planning. The continuity of the enforcement of the Slovak 
security interests and the dynamic reflection of the external and internal security 
environment of the SR will be ensured by the quality of the elaboration of long- 
term strategies (military, defence, security, etc.) and efficient use of resources in 
defence planning. 


2 Possible use of the SWOT analysis for the SR external security assessment 


SWOT analysis is a strategic analytical tool that finds its application in the 
civil sector but also in the Ministry of defence of the SR. This analysis is one of 
the primary tools which should be used to synthesize knowledge from the analysis 
of the SR internal and external security environment. After evaluating the 
findings, it is recommended that these conclusions will be used to formulate long- 
term strategies (e.g., security strategy, defence strategy, development concept, 
etc.). In essence, the most important sense of SWOT analysis of the security 
environment is to decide on the future, to ensure security interests are being 
promoted in a security environment with respect to security threats and effective 
defence resource planning. SWOT analysis assembles and classifies the internal 
strong (assisting) and weak (destructive) aspects of the state (internal security 
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environment) and its external opportunities and threats (external security 

environment) by importance. 

It is appropriate to divide the SWOT analysis into the following phases 

(Grasseova, 2010): 

1. Preparation for SWOT analysis - it is necessary to clearly identify what is the 
purpose of SWOT analysis in this initial phase. Next, it is necessary to define 
the areas to be analysed. These areas can be determined on the basis of the 
functional structures of the state and assembled by an analytical group. At the 
same time, the methodology and time and material plan of work are 
determined by this analytical group. 

2. Identification and evaluation of the strengths and weaknesses (internal 
analysis) - this particular phase begins with the analysis of inputs of different 
character, where strengths and weaknesses are defined using different 
methods (brainstorming, controlled discussion, etc.). The end of the phase is 
to process the list of strengths and weaknesses and to define the order of 
importance (e.g. pairwise comparison). 

3. Identification and Assessment of the Opportunities and Threats (External 
Analysis) - as in the previous phase, it is necessary to perform an input analysis 
using methods similar to internal analysis, with the difference that threats and 
opportunities must be defined in advance. The phase is completed by 
processing the list of threats and opportunities in order. Threat evaluation is 
done by determining the level of risk based on its impact and probability of 
occurrence. The assessment of opportunities is determined by the level of their 
contribution (impact) and the probability of their occurrence. 

4. SWOT matrix processing - the last step that summarizes the results of the 
entire process. A SWOT matrix is developed, which includes identified 
strengths and weaknesses of high importance and benefits and risks based on 
their level. It is recommended to use the matrix according to the purpose for 
which it was processed, in particular to generate strategies and their 
alternatives. 

In essence, SWOT analysis is a conceptual basis for systematic analysis. It 
focuses on the characteristics of the key factors that affect the strategic position 
of the state. 


3 Security strategies based on SWOT analysis 


SWOT analysis provides a basis for strategy to satisfy needs and to ensure 
close alignment between the SR's internal capabilities, its strengths and 
weaknesses and its external environment, its opportunities and threats (Kotler — 
Keller, 2007). The list of security interests declared by the constitutional actors of 
the SR becomes the basis for this analysis. 

The task of internal environment analysis is primarily to identify the most 
important strengths and weaknesses of the SR in terms of security interests. We 
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can consider the strengths of what the SR can look for, its characteristics, its 
components, resources, conditions, advantages that support problem solving, the 
promotion of security interests. On the other hand, we include among weaknesses 
everything that can prevent within the SR to assert the security interests, all the 
forces acting against them from within. Determination of the main strengths and 
weaknesses is followed by the evaluation of individual items, as they are rarely 
equally important. Some weaknesses may be negligible, and less effort is needed 
to eliminate them. The main effort is to identify weaknesses that are clearly 
critical to SR. A later strategy should be based on strengths that create a 
competitive advantage over other security actors in the security environment. Of 
course, if the analysis reveals that the SR does not have stronger strengths, the 
future strategy must focus at least on reversing those weak factors that are critical 
for SR and strongly prevent it from promoting security interests (Sakal, 2007). 
The strengths of the SR mean the advantages, which are factors that significantly 
influence the enforcement of security interests of the SR. These strengths need to 
be consistently identified and subsequently used as efficiently as possible, in 
managing the SR's security and defence. The best features are those that are 
specific to the SR only and are difficult to imitate in some way, thus creating a 
competitive advantage over other security actors. This could be, in the case of the 
SR for example, constant increase of the defence budget and modernization of the 
Armed forces, deep integration within Euro-Atlantic structures, natural resources, 
a favourable geopolitical position, or use of Euro currency. On the contrary, 
weaknesses of the Slovak Republic are identified as critical factors, which must 
be eliminated as they prevent the promotion of security interests and disrupt the 
international status (competitive advantage) of the Slovak Republic. For SR, there 
can be inflexible state administration systems, insufficient cyber protection, 
incomplete reorganization and modernization of the Armed forces, insufficient 
protection against propaganda and false information and fake news. Individual 
weaknesses and strengths do not have the same weight, so it is important that each 
factor is evaluated in terms of importance and influence. 

An effort to identify opportunities and threats, such as the effects of the 
external environment in relation to the security interests of the SR, is also at the 
forefront in analysing the external environment of the SR. Opportunities are 
basically other options through which the SR can make more efficient use of 
available resources and promote its security interests. If SR is able to identify 
them correctly and in a timely manner, it will gain immediate competitive 
advantage over other security actors. Such a correct identification is also a 
determining factor in the behaviour of SR in the security environment. 
Opportunities (competitive advantages) have an impact in forming a new strategy. 
It is necessary to constantly monitor the security environment and take advantage 
of the opportunities it offers, in making strategies. Of course, the SR has to focus 
on monitoring opportunities that best meet its capabilities. Possible opportunities 
that offer a competitive advantage for the SR are deeper integration into Euro- 
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Atlantic structures, joining the EU's ,,core“, developing bilateral relations with 
geostrategic actors, contributing to peace support operations, executing training 
missions in provision of NATO partner countries, and thereby contributing to 
increasing security and stability in the states of the wider European neighborhood, 
increasing the financing of official development assistance and thus contributing 
to the strengthening of global security. Individual opportunities should be 
constantly monitored and assessed by the SR in terms of their attractiveness and 
probability of success in promoting SR security interests. 

An external security environment also includes security threats and security 
risks where the risk determines the level of likelihood of transformation of the 
danger to threat that has the ability to destructively affect the security interests of 
the Slovak Republic. Threat represents the circumstances of the crisis situation 
when the security environment object must take protective measures against 
influence of the threat or must at least mitigate the threat. This approach is also 
applied in the draft of the Military Strategy of the Slovak Republic from 2017 
(TvaruSka, 2018). If, in view of the threats, there is no defensive action from the 
Slovak Republic, security threats can cause serious problems. These problem or 
crisis situation must be overcome to satisfy the achievement of the desired level 
of security of the Slovak Republic, thus creating conditions for the promotion of 
security interests and the optimal functions of the SR. Security threats are, in 
essence, all things outside the SR that can threaten or totally prevent the 
achievement of the objective and the promotion of the security interests of the 
Slovak Republic. In defining what threatens the security of the Slovak Republic, 
we are once again reaching the complexity of security. The fact is that what a state 
perceives as a threat does not seem to be dangerous to others. Nevertheless, there 
are some objective facts, and it is beyond question that phenomena such as armed 
conflict, terrorism or the global economic crisis that pose a danger to all security 
actors. The individual threats, which are also defined in the draft SR's new security 
strategy are armed conflict, strategic propaganda including disinformation 
activities, foreign intelligence activities, cyber-attacks, proliferation of weapons 
of mass destruction, illegal uncontrollable migration from failing states and 
terrorism. Security threats, respectively safety risks are also needed in the SWOT 
analysis but based on their severity and probability of occurrence. 

It is necessary to perform the synthesis of the results of the internal and 
external SR analysis, in the final phase of the SWOT analysis. The combination 
and intersection of individual factors finally creates a security strategy that puts 
security interests in line with the security environment. On the basis of the 
synthesis matrix, it is possible to generate 4 primary strategies of evaluation of 
the SR external security (Grasseova, 2010): 

e The Strengths-Opportunities Strategy (Exploitation) - taking advantage of the 
strength within exploitation of the opportunity is the most attractive strategic 
alternative. It can be used by when relative position of SR is ideal with 
predominant strengths over the weak. SR is able to use its strengths to enforce 
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its security interests, which are offered by external security environment. 
However, SR must monitor its weaknesses and avoid risks. 

e The Weaknesses-Opportunities Strategy (Search) - overcoming weaknesses 
by taking advantage of opportunities, a cautious approach. It is suitable for SR 
when weaknesses prevail. However, SR must use alternative opportunities to 
eliminate them. Taking advantage of all opportunities hinders existing 
weaknesses. 

e The Strength-Threats Strategy (Confrontation) - Use of a strength to avert the 
threat, a demonstration of strength. It is based on the use of strengths and 
avoidance, additionally to limit the impact of external environment threats. A 
well-chosen strategy and the state's preparedness to act on threats can be as 
aggressive as the Strengths-Opportunities strategy. 

e The Weaknesses-Threats Strategy (Avoidance) - minimizing weaknesses and 
avoiding threats by concessions and compromises. It is a highly defensive 
strategy, based on reduction and elimination of the weaknesses and avoiding 
risks. The uncertain and usually risk position of the SR often leads to the use 
of defensive strategies. 

The SWOT matrix is a synthesis of the results of the SWOT analysis, which 
consists in comparing (external) opportunities and risks with the (internal) 
strengths and weaknesses of the SR. This synthesis is the completion of analytical 
work in the context of the external and internal security environment of the SR. 
This synthesis is critical for creating strategies to promote security interests and 
to direct the development of the security environment in provision of elimination 
the potential security threats (Zidek — Cibakova, 2009). 


Conclusion 


Changes in the global security environment that occurred after the end of 
the Cold War also affected international position of the SR. The military conflict 
suddenly did not remain the only security threat. Orientation in the international 
environment is more difficult, globalization, technological revolution and the 
securitization of new areas that have not yet been perceived as security threats 
have increased the erosion of the power monopoly of the state. As a result, security 
environments become a complex system with non-linear dynamics (Zidek — 
Cibakova, 2009). This means that there are many threats, but also opportunities, 
with regard to the promotion of security interests, which are unexpected and even 
unprofitable. This means that SR must consider many factors (economic, 
environmental, demographic, etc.) during its strategic and defence planning. 

Among the advantages of using SWOT analysis in assessing state security 
is especially speed and relative simplicity, so it is possible to perform a SWOT 
analysis in a relatively short time. However, it is necessary to ensure that as many 
experts as possible from different departments are involved in its realization. It is 
clear that state security can be achieved by constantly influencing the security 
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environment. The SWOT analysis outcome strategies and the development 
scenarios tailored from it will provide the SR with a time and prognostic 
competitive advantage over other security actors and will increase probability of 
enforcement of security interest of the SR. An ideal strategy is then one that can 
neutralize the threats expected from the outside, allows for future opportunities, 
profits from strengths and eliminates or neutralizes weaknesses. 


Bibliography: 


Security strategy of the Slovak republic LP/2017/627. Draft 2017. Retrieved: 
https://www.slov-lex.sk/legislativne-procesy/SK/ dokumenty/LP2017-627. 
BREZULA, J. 2017. Prvky obrannej infraStruktury a ich vedenie v ustrednej 
evidencil. In: Zbornik konferencie Narodna a medzinarodna bezpecnost 2017. 
Liptovsky Mikula’: Akadémia ozbrojenych sil gen. M. R. Stefanika, 2017, 
ISBN-978-80-8040-55 1-9, pp. 32-37. 

GRASSEOVA, M. — et. al. 2010. Analyza podniku v rukou manaZera: 33 
nejpouzivanéjSich metod strategického fizeni. 1. vydani. Brno: Computer Press, 
2010. 336 pp. ISBN 978-80-251-2621-9. 

HOFREITER, L. 2006. Securitologia. Liptovsky MikulaS: Akadémia 
ozbrojenych sil gen. M. R. Stefanika, 2006. 138 pp. ISBN 978-80-8040-3 10-2. 
KOMPAN, J. 2018. VonkajSia bezpecnost Slovenske] republiky v kontexte 
novej bezpecnostne]j stratégie. IN: New Approaches to the National Security: 
13th PhD Conference proceedings. Brno: University of Defence in Brno, 2018. 
ISBN 978-80-7582-037-2. pp. 86-91. 

KOTLER, P. - KELLER, L.K. 2007. Marketing management. Praha: Grada 
Publishing 2007. 792 pp. ISBN 978-80-247-1359-5. 

MAJCHUT, I., HRNCIAR, M. 2017. Measures and activities of the Slovak 
Republic to reverse the current external security threats. In: Decisions in 
Situations of Endangerment. Interdisciplinarity of the decision making proces. 
Wroclaw: General Tadeusz Kosciuszko Military Academy of Land Forces 
(MALF), Wroclaw, 2017, ISBN 978 — 83 — 65422 — 55-2, pp. 146-155. 
SAKAL, P. — et. al. 2007. Strategicky manaZment v praxi manaZéra. Trnava: SP 
SYNERGIA. 2007. 703 pp. ISBN 978-80-89291-04-5 

TVARUSKA, P. 2018. MoZnosti vyuZitia scendrov v tedrii bezpeénostnych 
Studii. In: Vojenské reflexie. Vol. 13 No 2/2018. Liptovsky MikulaS: Akadémia 
ozbrojenych sil general M.R. Stefanika, 2018. ISSN 1336-9202, pp. 21-33. 
Constitutional Act no. 227/2002 on state security in times of war, state of war, 
state of emergency and state of emergency as amended by Act no. 181/2006. 
ZIDEK, R. — CIBAKOVA, S. 2009. Bezpeénost statu. Liptovsky Mikula: 
Akadémia ozbrojenych sil generala M. R. Stefanika. 2009. 108 pp. ISBN 978- 
80-8040-375-1. 


66 


US POLICY OF BRINKMANSHIP AGAINST IRAN* 


Dominika Kosarova! 


ABSTRACT 

After Trump’s withdrawal from multilateral nuclear deal known as the Joint Comprehensive 
Plan of Action, the relationship between the USA and Iran has been facing new challenges. The 
US president has opted for a dangerous policy of brinkmanship based on renewed sanctions, 
verbal threats and manifestation of force to deter Iran from pursuing nuclear weapons program 
and push it back to the negotiation table (as Trump claims). This article deals with Trump’s 
policy towards Iran that is on a risky collision course and may eventually escalate into an open 
military confrontation. The ultimate aim is to outline scenarios of such a hypothetical military 
conflict between the two states and its potential consequences. It concludes that such a conflict 
would have tremendous implications not only for regional stability and order, but it could also 
endanger the US security and its position in the contemporary world order. 


Key words: Trump, Iran, US-Iran confrontation, Joint Comprehensive Plan of Action, 
brinkmanship 


Introduction 


The relations between the United States and Iran have been tense since the 
1979 Iranian revolution toppled the pro-American Shah Mohammad Reza 
Pahlavi and established Islamic regime with Ayatollah Khomeini as the supreme 
leader followed by the hostage crisis at the US embassy in Tehran. Moreover, 
after the disclosure of Tehran’s secret nuclear program, G. W. Bush 
administration included Iran into the so-called Axis of Evil. Since then, there has 
been a significant diplomatic effort combined with nuclear-related sanctions to 
bring Iran to the negotiation table. The turning point occurred under Obama 
administration when the multilateral deal known as the Joint Comprehensive Plan 
of Action (JCPOA) was signed between Iran, five permanent members of the UN 
Security Council, Germany, and the EU representative. The deal was claimed to 
ensure peace and reduce tensions in the Middle East. However, less than three 
years later, the US president Donald Trump announced withdrawal from the deal 
and re-imposition of sanctions. Afterwards, the rhetoric between the US and Iran 
has achieved confrontational dynamic and both states occurred on a collision 
course which culminated so far by the demonstration of force in the Persian Gulf. 


* This study was prepared within the framework of VEGA project no. 1/0149/19 "Security 
Aspects of Failed States" 
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This article reflects the situation by the end of December 2018. It is focused 
on Trump’s pressure campaign against Iran consisting of renewed sanctions and 
deterrence with the ultimate goal, according to him, to negotiate a new “better” 
deal. The first part of the article is focused on the rhetoric of the Trump 
administration against Iran which has become increasingly threatening and 
confrontational. Trump’s pressure campaign may be regarded as a policy of 
brinkmanship and it has increased the risk of potential military confrontation 
between the two states. The second part of this article provides a reflection on 
such a hypothetical situation with the ultimate aim at determining potential 
consequences of the American military campaign against Iran. 


1 The Trump administration on [ran 


In general, there are three ways how to cope with a state striving for nuclear 
weapons capabilities: a) Impose sanctions and wait/hope for the state to capitulate 
itself. b) Negotiate a deal by making concessions or by means of deterrence. c) 
War. (Parsi, 2018) As far as Iran is concerned, the UN imposed nuclear-related 
sanctions in 2006 and since then these had been repeatedly tightened. Although 
sanctions did influence the economic situation in the country, they seemed not to 
affect Iran’s nuclear ambitions. Despite expectations, Tehran was still able to 
increase its nuclear capabilities in terms of know-how, stockpiles of low-enriched 
uranium and number of centrifuges. Hence, despite the sanctions, the possibility 
of Iran going nuclear was increasing. Therefore, Obama decided to make a 
concession and offer a deal to avoid Iran becoming another nuclear power. To get 
Tehran to the negotiation table, he offered to allow it the enrichment of uranium 
limited to only 3.67% and supervised by inspectors from the International Atomic 
Energy Agency. (Parsi, 2018) As Trita Parsi highlights, this concession and not 
sanctions paved a way to sign the deal with Iran. 

Another turning point occurred during the Trump administration. Trump 
criticized the nuclear deal already as a presidential candidate, when he called it 
“the worst deal ever” and pledged to negotiate a better one. Finally, in May 2018, 
he withdrew from the agreement. He claimed that it would not disable Iran from 
pursuing nuclear ambitions, and he criticized that the deal did not cover one 
particular area: Iran’s meddling in Iraq, Lebanon, Syria, Afghanistan and Yemen 
and its support for militias and insurgents across the Middle East, including 
groups such as Hamas or Hezbollah, which are branded by the US as terrorist 
organizations. In this regard, Trump calls Iran “the world’s leading state sponsor 
of terrorism”’. (Nasr, 2018, p. 108) He claimed that lifting sanctions would enable 
Tehran to strengthen its support for terrorist and other malign activities. 

In May 2018, the Trump administration defined twelve areas where Iran should 
make progress if it wanted to improve relations with the US. The reproaches 
included Iran’s strive for nuclear weapons, support for terrorism, threat to regional 
security as well as for its own citizens given the brutality of the regime against 


68 


women, ethnic and religious minorities. (Pompeo, 2018) This is comparable to 
the pre-Iraqi rhetoric of the then president G. W. Bush. He tried to legitimize the 
invasion to Iraq by claiming that Saddam Hussein was seeking weapons of mass 
destruction, that he maintained links to al-Qaeda and posed a threat to 
international security by its aggressive foreign policy as well as to Iraqi citizens 
by excessive abuse of human rights. Despite Trump’s critic of the Iraqi invasion, 
his narrative against Iran is very similar to what G. W. Bush claimed about Iraq 
when he was preparing for war. Moreover, Trump has adopted the Bush rhetoric 
also when he calls Iran a rough state: a state that violates international norms by 
pursuing a nuclear weapons program, abuses human rights and fundamental 
freedoms and threatens the security of American citizens, US allies and the rest 
of the world. (Pompeo, 2018, p. 60) In line with this perception, the Secretary of 
Defence James Mattis branded Iran as “the single most enduring threat to 
stability and peace in the Middle East’. (Nasr, 2018, p. 108) Similarly, General 
Joseph Votel, commander of US forces in the Middle East told: “We do consider 
Iran to be the most destabilizing actor across the region.” (Hennigan, 2018) 

Since the US withdrawal from the nuclear deal, Trump imposed two sets 
of sanctions on Iran, the first one in August and the second one in November 2018, 
while the latter one concerned also Iran’s oil industry. Along with the sanctions, 
Trump employs a confrontational rhetoric (especially on Twitter) to deter Iran 
from pursuing nuclear program and push it to negotiate a new deal. He wants Iran 
to know, that “he will not tolerate any attempt to bully the United States and he 
will punch back hard if the US security is threatened”. (Pompeo, 2018, p. 67) In 
this context, the US stresses its military superiority over Iran. Pompeo (2018, p. 
67-68) adds: “We do not seek war. But we must make painfully clear that 
escalation is a losing proposition for Iran; the Islamic Republic cannot match the 
United States’ military prowess, and we are not afraid to let Iran’s leaders know 
it.” Since the US withdrawal from the deal, the confrontational rhetoric and 
threats between the two states have escalated into so called “war of words”. It 
culminated in July 2018, when Iranian president Hassan Rouhani in reaction to 
perceived American provocations declared: “Mr. Trump, do not play with the 
lion’s tail, this will only lead to regret. America must understand that peace with 
Iran is the mother of all peace and war with Iran is the mother of all wars.” 
(Hennigan, 2018) That same day, on July 22, Trump tweeted: “Never, ever 
threaten the United States again or you will suffer consequences the likes of which 
few throughout history have ever suffered before.” 

President Rouhani also declared that if the US had continued to provoke 
Iran and renewed sanctions on its oil export, Tehran would have disrupted oil 
shipments in the Strait of Hormuz. (Afrasiabi, Entessar, 2018) This, according to 
Hennigan (2018), would “almost certainly trigger war”. The Strait of Hormuz 
and the Persian Gulf have strategic significance for both actors. Both claim that 
they are committed to ensuring security in the region and for their Gulf allies. The 
significance of the Gulf was well demonstrated in December 2018 when a US 
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aircraft carrier John C. Stennis entered the Gulf and the following day, Iran 
launched a military exercise in the same area. (Rahim, 2018) From both sides, it 
may be perceived as a manifestation of force and willingness to secure their vital 
interests in the Persian Gulf. 

The US policy based on sanctions, verbal threats and demonstration of force 
may be described as a policy of brinkmanship: “a practice of pressing a 
dangerous situation to the limit of safety and peace in order to win an advantage 
from a threatening foe“. (Collins Dictionary, 2018) According to this logic, the 
US president appears to escalate the pressure on Tehran to negotiate a “better 
deal”. A very similar strategy has been used by Trump against another “rough” 
state, North Korea. As Pompeo points out, a combination of aggressive pressure 
campaign with “President’s clear and unequivocal statements that the United 
States will defend its vital interests with force if necessary, created the conditions 
for talks that culminated in President Trump’s summit with Chairman Kim Jong 
Un”. (Pompeo, 2018, p. 61) He may be trying the same pattern when it comes to 
Iran. 

However, Trita Parsi claims that Trump’s interest in negotiations may be 

only a pretence to prepare the ground for a military assault on Iran. (Parsi, 2018) 
The report published by the National Iranian American Council suggests that 
Trump may, in fact, want to provoke Iran to abandon the deal. This would create 
a pretence for a preventive strike to halt Iran’s nuclear ambitions and replicate the 
war in Iraq. (Sengupta, 2018) Either Trump’s interest to negotiate a new deal is 
real or not, one point is clear, the US balances on the brink of a new war in the 
Middle East. This unstable situation could easily spiral out of control and even a 
slight miscalculation and provocation might bring disastrous consequences and 
end up in open confrontation. 
Yet still, the official line claims that Trump has renewed sanctions to get Iran to 
the table. However, as the sanctions appeared to be ineffective before, and Iran 
seems not willing to revise the treaty, stemming from the abovementioned logic, 
there appears to be only the third option left for the US to deal with Iran’s nuclear 
ambitions: war. 

There have been several calls for a military strike against Iran among 
conservatives on the US political scene. In the past, Trump’s closest collaborators 
publicly called for a military campaign against Iran and for regime change. 
(Sengupta, 2018) The secretary of State Mike Pompeo and Trump’s National 
Security Adviser John Bolton belong to anti-Iran hardliners and they had both 
called for airstrikes against Iran’s nuclear facilities before they joined Trump’s 
Cabinet. (Beauchamp, 2018) John Bolton, the defender of 2003 invasion to Iraq, 
declared: “To stop Iran’s bomb, bomb Iran...only military action [...] can 
accomplish what is required.” (Sengupta, 2018) He has been long supporting the 
toppling of Iranian regime, as did also the republican senator Tom Cotton, 
according to whom only regime change in Iran could ensure peace in the Middle 
East. (Sherman, 2018, p. 195) And finally, Brian Hood, the US State 
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Department’s special envoy for Iran, confirms that the military option remains on 
the table: “We have been very clear with the Iranian regime that we will not 
hesitate to use military force when our interests are threatened.” (Bet, 2018) 
This attitude is strongly shared by Israel and Saudi Arabia, the US close 
allies in the Middle East. According to Israeli Prime Minister Benjamin 
Netanyahu, negotiations only give Iran more time to fulfil its nuclear potential. 
Instead, he is a strong supporter of a preventive military strike against Iran’s 
nuclear facilities. (Sherman, 2018, p. 194) However, the support for military strike 
against Iran is not shared with some of the key US allies in Europe and it is 
questionable if the US would enjoy sufficient support from the international 
community for a military strike and if such a strike would fulfil its intention. 


2 Consequences of a hypothetical military campaign 


In general, there are two scenarios how a military action against Iran might 
look like: surgical airstrikes on nuclear facilities or a massive military campaign. 

The abovementioned senator Tom Cotton called for a military assault on 
Iran’s nuclear infrastructure which he compared to the four-day bombing of Iraq 
in 1998 in response to Saddam’s non-compliance with the UN Security Council 
resolutions. (Winer, 2015) Mike Pompeo already pointed out to Iran’s non- 
compliance with the UN Security Council resolution 2231 when Tehran tested a 
medium range ballistic missile capable of delivering multiple warheads. (Tatum, 
Starr, Conte, 2018) However, even if such surgical airstrikes against Iran’s 
nuclear facilities were undertaken, their efficiency would remain questionable. In 
fact, there is a strong opinion that it might only delay Iran from obtaining a nuclear 
weapon by 3 or 5 years but not stop its nuclear ambitions. (Sherman, 2018, p. 189, 
Beauchamp, 2018) Moreover, such an attack may serve Tehran even as an excuse 
to accelerate its nuclear efforts. In addition, the US may face a retaliation from 
Tehran against the US forces deployed in the region, the US military bases in 
Bahrain, Kuwait, Qatar or Syria, eventually Tehran may strike against Israel, the 
US ally. (Probyn, Greene, 2018) Hence, a restricted air campaign against nuclear 
infrastructure seems inefficient, even counterproductive as it could only 
encourage Iran to accelerate its nuclear efforts. 

Another option is a massive military campaign against Iran. However, if 
such a campaign occurred, it could have tremendous consequences not only for 
the US security, but it would further exacerbate regional instability and endanger 
the prevailing regional order. Iran, despite its problems, currently represents an 
anchor of stability in the otherwise highly fragile Middle East. A war on its own 
territory would provoke serious implications on non-state as well as on state level. 
First of all, several analysts claim that the US war with Iran would provoke 
sectarian violence, especially between Shias and Sunnis. (Hennigan, 2018) Iran 
has a majority Shia population and represents a pillar of the Shia crescent 
spreading from Bahrain through Iran, Iraq, Syria to Lebanon. There is an ongoing 
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conflict between Shias and Sunnis and the Shia-dominated crescent with Iran as 
its pillar is perceived as a threat by Iran’s regional rivals, predominantly Sunni 
Saudi Arabia. Invasion to Iran might thus reinforce ambitions of Middle Eastern 
Sunnis to conquer the Shia crescent. 

Yet, on the other hand, an external threat to a Muslim country may increase 
Muslim solidarity across the world. This perception is reinforced by the fact, that 
Iran is a theocratic state. In 1979, it put in practice the ideas of Muslim 
fundamentalists who were calling for a society purified of Western influence and 
governed by the tenets of Islam. Iran proved that these ideas were feasible, and 
the revolution served as a source of inspiration for many Sunni fundamentalist 
groups including al-Qaeda. Therefore, we may expect that a threat to a state 
governed by Islamic law would be perceived as a direct threat to Muslim identity 
and it would not get along without a response from the Muslim world, Shia as 
well as Sunni. 

The US invasion might also lead to the proclamation of armed jihad against 
the invader. A similar situation occurred when Soviets occupied Afghanistan or 
when Americans invaded Iraq in 2003. In both cases, so called “mujahideens” 
from all over the world came to join jihad against occupation troops to protect the 
Muslim land. According to Quran, jihad might be proclaimed only in defence and 
it is a duty of every Muslim (Shia as well as Sunni) if it is proclaimed by a pious 
ruler. Yet, when bin Laden proclaimed jihad against the US, his words were 
strong enough to attract jihadists from all over the world, despite the fact, that he 
was not a pious ruler entitled to declare jihad. Hence, if Ayatollah Khamenei, the 
supreme leader of the Islamic theocracy, called for a jihad against the US, it could 
attract a significant number of fighters from abroad. Moreover, many Muslims 
have been for long frustrated with the Western and especially US meddling in the 
Middle East, therefore, the US invasion to Iran might only convince them in their 
perception of who is a friend and foe and reinforce the “us versus them” 
dichotomy, where “us” means Muslims and “them” are Americans. Hence, 
external threat may temporarily help to overcome sectarian divisions and the 
Sunni-Shia rift. 

A perceived threat to the Muslim identity and calls for jihad may ultimately 
lead to further radicalization, eventually a new wave of anti-American Islamic 
extremism and terrorism. The US-Iran confrontation may thus evolve into a 
conflict combining interstate and asymmetric warfare. Indeed, many Islamic 
extremist and terrorist groups emerged in response to the external threat to 
Muslims (including the so-called Islamic state that emerged in reaction to the US 
invasion to Iraq). Iran thus might become another battlefield of Muslim 
fundamentalists against the West. At the same time, American objects in the 
Middle East (military bases, embassies, soldiers, citizens) might face an increased 
threat of terrorist attacks perpetrated by Iran-backed militias. The threat of 
terrorism would increase also on the US territory, where attacks might be executed 
by lone wolves frustrated by the US foreign policy in the Middle East. 


72 


There are already certain tendencies form the part of Iran to present this 
confrontation as a conflict between the Muslim world and the USA. Iran’s 
president Rouhani has addressed all Muslim countries at the 32" international 
conference on Islamic unity in Tehran in November 2018. In his speech, he called 
for solidarity and unity among Muslim countries to counter and defeat the US: “/f 
we unite, we can undoubtedly score a victory against the Zionist and the 
Americans.” The president also pointed out that “the unity cannot be achieved 
through words but requires a collective action”’. (Bet, 2018) 

Moreover, Iran maintains good relations also with a number of non-Muslim 
states, such as Russia. Bilateral relations have become even closer since the US 
withdrawal from the nuclear deal and re-imposition of sanctions. For Russia, Iran 
is an important ally in terms of its geographic location, energy resources and 
network of allies. The two countries maintain strong ties between their 
intelligence and military communities as a result of their cooperation in the Syrian 
civil war. In addition, both of them feel threatened by the US efforts to contain 
them. There is also a possibility of Iran signing a defence pact with Russia to 
strengthen their military and intelligence cooperation further and enable Russian 
access to Iran’s military bases. (Nasr, 2018, p. 117) As Nasr points out “in the 
end, US policy may end up empowering Russia without diminishing Iran’s 
influence”’. In the event of the US-Iran war, we may expect Russia not to stay 
aside and instead support Iran. Hence, if the US invades Iran, conflict may spiral 
out into a broader war including a coalition of Muslim states and close allies of 
Iran fighting against the US. 

On the other hand, it remains questionable who would support the US if 
they intervened. The US closest allies in Europe criticize the American 
withdrawal from the deal and Trump policy on Iran and they are not interested 
in increasing tensions in the Persian Gulf. (Bremmer, 2018) The US will have to 
rely especially on its allies in the Middle East, most of all on Saudi Arabia. Saudi 
Arabia as a regional major rival of Iran will probably not respond to Iran’s calls 
on Muslim solidarity. However, even if Muslim states that maintain close 
relations with the US did not respond to Iran’s appeal, the same cannot be said 
about their population. We may expect that Muslims from all over the world 
would join sub-state actors fighting Americans in Iran (and elsewhere) regardless 
of the official policy of their state of origin. (After all, the 9/11 attacks were 
perpetrated mostly by Saudis despite the fact, that Saudi Arabia is America’s close 
ally.) We may also expect some states to remain neutral and thus avoid a 
schizophrenic situation, where they would have to choose between fighting their 
ally or their fellow Muslims. The question remains, whether the US threat would 
be of such extent that it would help Muslims to overcome the Sunni/Shia rift or, 
on the contrary, the predominantly Sunni Saudi Arabia and other states will take 
advantage from the situation to conquer their Shia rival, Iran. If Iran’s relative 
power was weakened and the threat of the Shia crescent was eliminated, Saudi 
Arabia would strengthen its own position in the region as well as further reinforce 
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relations with the US, its major oil customer. Regional order would disintegrate 
and it would be extremely difficult to handle Iran’s post-conflict reconstruction 
and stabilization of the already unstable Middle East. 

Last but not least, any military strike on Iran would endanger the US efforts 
of non-proliferation in general and denuclearization of North Korea, in particular, 
as Kim Jong Un has recently started to discuss with Trump the possibility of 
denuclearizing the Korean peninsula. The 2015 nuclear deal with Iran aimed at 
preventing Iran from obtaining nuclear weapons, but if the US stroke against Iran 
despite its willingness to comply with the deal, it would send a negative signal to 
North Korea that the US is not a reliable partner and any agreement may not 
prevent US from attacking North Korea. It could further strengthen its ambition 
not to give up its nuclear weapons program and maintain deterrence capabilities 
against the US. 

Therefore, either the war would help Muslims to overcome their internal 
rifts and unite against an external threat or Sunnis would take the advantage to 
weaken Shias; both scenarios will have tremendous consequences for regional 
stability and US security. In the case of Muslim unity, Washington will have to 
face a broader coalition of Muslim countries, but in any case, it would almost 
certainly have to deal with an increasing threat of terrorist attacks and weakened 
credibility. It is not probable that such an intervention would find support in the 
UN Security Council due to increasing ties of Iran with Russia and China, while 
the European permanent members prefer diplomatic efforts in dealing with Iran. 
The question remains whether the Americans would be willing to replicate the 
Iraqi scenario with all its dangerous consequences including international 
condemnation. 

Regardless of the military result, legitimacy of the US intervention would 
be questioned, especially if Iran continues to comply with the nuclear deal. Hence, 
the US position in the world and its credibility would be necessarily weakened. 
Therefore, we may expect that if the US invaded Iran, this war could bring about 
not only a new regional but also a new world order. Not to mention that a war in 
the Persian Gulf would inevitably affect the price of oil and the global economy. 
And even if the US won militarily, without a feasible political solution, there is 
no prospect for a durable peace. However, would the US be able to bring a stable 
political solution to a country whose population toppled the pro-American shah 
and instead opted for a theocratic rule based on Islamic tenets? 


Conclusion 


Trump’s policy of brinkmanship against Iran based on renewed sanctions 
and deterrence puts at stake stability and peace in the Middle East, which has been 
already suffering a lot in the past years. The US-Iran tensions risk to escalate into 
an open conflict that could spread into a broader region and change the prevailing 
regional order. Trump may be trying to push Iran to revise the deal by the same 
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method as he used against Kim Jong Un, however, Iran is in a different situation 
than the internationally isolated North Korea. A war with Iran could expand into 
a war with a wide coalition of Muslim countries and Iran’s allies including Russia. 
On the other hand, this war would probably not find support among the traditional 
US allies in Europe and UN Security Council. Trump would have to rely 
especially on the Middle Eastern allies that would probably rather appease their 
strategic partner than listen to Iran’s calls to protect the Muslim identity. 

And even if the US won militarily and tried to change the regime in Iran 
into a more US-friendly one, we may expect a scenario similar to the post-conflict 
Iraq and the emergence of a new fragile state in the Middle East with all the 
dangerous implications to the regional stability including lawlessness and 
sectarian violence. In addition, the US withdrawal from the nuclear deal has 
already damaged the US reputation and military strikes against Iran (especially if 
Tehran continues to comply with the deal) would further worsen its credibility 
and status of the world power. A nuclear-related military campaign may be, after 
all, counterproductive and ultimately it may accelerate nuclear efforts of states 
such as North Korea and reduce their willingness to negotiate with a country that 
does not respect its own deals. 

Although Trump claims that the diplomatic solution is prior to military 
one, he continues to remind that the US will not hesitate to use force if necessary. 
Both countries are on a risky collision course, where a slight provocation might 
end up in the use of force with tremendous global consequences. Trump’s policy 
of brinkmanship is a risky game that puts at stake the Middle Eastern as well as 
world order. Military solution for Iran should not be on the table because just as 
Iran’s president Rouhani told, military conflict with Iran could escalate into the 
“mother of all wars” that could eventually open a new chapter of the modern 
history. 
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APPLICATION OF CYBER SECURITY PRINCIPLES IN THE 
UNIVERSITY ENVIRONMENT 


Peter LoSonczi! 


ABSTRACT 

The paper deals with the needs resulting from the Act on Cyber Security on cyber security and 
other standards for information security. Higher education is a specific area of the public sector 
that is not governed by this Act, but as a public authority should meet security standards in the 
field of information security at a sufficient level. The Cyber Security Act and Standards for 
Public Administration Information Systems are a good starting point for addressing the security 
of information in a higher education environment. 


Key words: cyber security, information system of public administration, public authorities, risk 
Introduction 


The division of our society creates diverse units that interact with the 
environment. It is the same with a community of colleges. It has its own world of 
functioning but it does not deal without any interaction with the outside world. 
This paper aims to point to the course of some of these changes affecting the 
security of information processed in the university environment. These changes 
are continually taking place in different areas, from technological, through 
legislative, social, systemic to human, with the dynamics of these microworlds 
bringing about the emergence and extinction of the various risks and the resulting 
threats. 


1 Understanding the information systems of the university as a link to 
information systems of public administration 
1.1 The term ‘public authority‘ 


The relatively complicated heading of this subchapter aims to point to the 
complexity of the baseline for this information processing area. Given that in 
Slovak legislation the term ‘public authority‘ is not precisely defined, we choose 
from the Resolution of the Constitutional Court (hereinafter only referred to as 
CC) of the Czech and Slovak Federal Republic of June 9, 1992 file no. I. of the 
CC 191/92 the following: 


' Peter LoSonczi, Ing., PhD., MBA, MSc., vice-rector for informatics and development, 
University of Security Management in KoSice, Kuku¢inova 17, 04001, KoSice, Slovakia, 
peter.losonczi@vsbm.sk 


Td 


‘Public authority is a power that decides authoritatively about the rights 
and obligations of entities, whether directly or vicariously. An entity whose rights 
or obligations are decided by a public authority is not in equal position with that 
authority, and the content of the decision of that body is independent of the will 
of the entity. ‘ 

‘Public authority is exercised by the state in particular through legislative, 
executive and judicial authorities and under certain conditions it can also be 
exercised by other subjects. The criterion whether another body acts as a public 
authority is the fact that the particular body decides on the rights and duties of 
another persons and these decisions are enforceable by the state authoritie, 
whether the state can interfere with those rights and obligations.’ 

We can also find the term in several laws purposefully defined, for ex. in 
Act no. 431/2002 Coll. on Accounting in § 20a, sec. 2, let. c): “For the purposes 
of this Act, a public authority is a state administration body or a territorial self- 
government body, including organization established by it and managed 
organizations, state enterprises and commercial companies in which the public 
authority has the rights under § 22 sec. 3.’ 

In addition, the public authority of schools also defines the e-government portal 
www.slovensko.sk as follows: 

» Are schools public authorities? 

‘Schools are public authorities. Act no. 596/2003 Coll. on State 
Administration in Education and School Self-Government entrusts and distributes 
in the area of state administration in education among several persons, including 
the school head.’ (Slovensko.sk, 2018) 

From the context of these partial definitions of this term, we can state that 
even a university, irrespective of the founder, has a delegated right of exercise of 
public authority by the law on universities in its primary role. This statement is 
underlined by the fact that the establishment of a public (state) higher education 
institution is implemented by the adoption of the law and the establishment of 
a private higher education institution is implemented by the state approval 
resulting from the resolution of the Government of the Slovak Republic. 

These facts are also confirmed by the expert interpretation on the issue of 
electronic boxes of public authorities, which was, in 2017 at the request of the 
President of the Slovak Rector’s Conference Prof. Ing. Rudolf Kropil, CSc., 
prepared by the Deputy Prime Minister Office for Investment and Informatization 
of the Slovak Republic and it states: ‘Higher education institutions (whether state 
or private) can be included in a sub-group of public authorities designated as 
educational institutions.’ 


1.2 The term ‘Public Administration Information System’ 


The term ‘public administration information system’ is directly related to 
the relevant Act no. 275/2006 Coll. on Public Administration Information System 
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which in § 3 defines the so-called ‘obliged persons’ governed by this Act and the 
related follow-up guidelines. In this paragraph section 3 letter a) we find the 
‘ministries‘ themselves among the obliged persons. We can assume that in the 
conveyed meaning, the information system of a higher education institution is 
also understood as a public administration information system. However, this 
presumption rebuts certain facts, for example, that in the inter-ministerial 
commenting procedure of Act no. 275/2006 Coll. there is a proposal of citizens 
with disabilities of the SR to include higher education institutions among the 
obliged persons mentioned in § 3 sec. 3 of this Act. This proposal was evaluated 
as ‘unacceptable‘ with a comment: ‘7his is beyond the scope of draft law‘, with 
an important note in the comment ‘Inclusion of schools and higher education 
institutions among the obliged persons according to § 3 sec. 3 is not proposed by 
the Ministry of Education, Science, Research and Sport of the SR.’ (Government 
Office of the SR, 2018) 

Act no. 131/2002 Coll. on Higher Education Institutions defines the 
Register of Students (generally known as the Academic Information System) as 
a non-public information system of a university . The Act also looks on other 
information systems operated in the university environment, however, the 
information systems with which the universities have direct interaction through 
these systems and are under the administration of the Ministry of Education, 
Science, Research and Sport of the SR are already legally categorized as public 
administration information systems. According to the Act, these are: 

e the Register of Study Departments and the Register of Study Programs, 
¢ the Central Register of Students, 

¢ the Central Register of the Publication Activity, 

¢ the Central Register of Artistic Activity, 

e the Register of Higher Education Institutions. 

After summarizing the above facts, we can state that higher education 
institutions, given their position and their statutory tasks, are public authorities, 
but information systems they operate are not public information systems. 

Due to the direct interaction with the public administration information 
systems, we consider it useful if the information systems operated in the university 
environment meet the requirements imposed on the public administration 
information systems according to Act no. 275/2006 Coll., in particular Decree no. 
55/2014 Coll. of the Ministry of Finance of the SR on Standards for Public 
Administration Information Systems. 


2 The Cyber Security Act 
2.1 the Cyber Security Act and Higher Education Institutions 


Cyber Security Act no. 69/2018, Coll. by its relation to higher education 


institutions copies the principles mentioned in the previous chapter, thus thinking 
about the interaction of information systems of higher education institution and 
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information systems of public administration and their categorization. The Act as 
such in its introductory part § 1 let. a) says that ‘the Act regulates the 
organization, scope and responsibilities of public authorities in the field of cyber 
security, but it does not focus on higher education institutions anymore. 

Based on the definitions of the so called “basic service‘ and ‘digital service‘ 
and taking into account the current lists of these subjects, which can be viewed 
on the website of the National Security Authority of the SR, we can state that no 
college or SANET association fulfills the requirements of this categorization and 
is on the list. From an official point of view this Act intervenes in the activities of 
higher education institutions only marginally and as a tool for monitoring the 
trend in the area of information protection in the cyberspace. From this point of 
view, however, it is useful for higher education institutions to follow some parts 
of this Act, mainly on the basis of § 10 sec. 1., which states: 

‘In order to ensure the continuity and management of risks associated with 
network security and information systems that are not basic service and the cyber 
security incident resolution process, another governmental authority and central 
authority, within its scope of responsibility, is liable for ensuring cyber security 
by adopting and maintaining appropriate security measures pursuant to § 20. ‘ 


In the translation, this wording gives the education sector the task to ensure 
cyber security in its sector within the scope of the measures stated in § 20. At the 
same time, this paragraph in sec. 2 refers to the provision of interoperation and 
information obtained from their own activities that are necessary to ensure cyber 
security. 

The aforementioned security measures referred to in § 20 concern in particular 
the following areas: 
a) organization of information security, 
b) asset, threat and risk management, 
c) personal security, 
d) management of supply services, acquisition, development and 
maintenance of information systems, 
e) technical vulnerability of systems and equipment, 
f) management of network security and information systems, 
g) operation management, 
h) access control, 
1) cryptographic measures, 
j) cyber security incident solution, 
k) monitoring, testing of security and security audits, 
1) physical security and environmental safety, 
m) management of process continuity. 
This paragraph also states that security measures must include at least : 
a) detection of cyber security systems, 
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b) evidence of cyber security systems, 
c) solution procedures and cyber security incident solution, 
d) identification of the contact person for receiving and recording reports, 
e) connection to a communication system for reporting and managing cyber 
security incidents and a central early warning system. 
(Act no. 69/2018 Coll. on Cyber Security) 


These measures are desirable to implement and operate in order to ensure 
the overall security of higher education information systems in view of the 
universities’ large-scale information system, the number of users, the diversity of 
ongoing operations, the constant change and modulation of these information 
systems and in relation to the joint academic information network SANET. From 
practical experience, we know that some of the above-mentioned measures, which 
have been in operation of higher education institutions for years, have been 
successful in capturing and eliminating incidents. In this respect, there is also the 
primary responsibility of the academic community of the Slovak Republic for 
a secure cyber environment in relation to foreign partner academic networks. 

Under cyber security enhancement tools we understand the establishment 
of anational and governmental CSIRT unit (‘Computer Security Incident 
Response Team‘) and the establishment of a mechanism for setting up such other 
units within the competence of other central authorities of the Slovak Republic. 
At present, in the list of CSIRT units we only register the two, whose existence 
and scope are defined by the Act itself. However, it is expected that additional 
such units will be established and will cope with cyber threats more effectively. 
On the sites of the listed CSIRT units, the public will find the possibility to send 
incidents reports as well as regular warnings of these units about current threats 
originating in Slovakia or distributed from international CSIRT/CERT networks 
as well(Computer Emergency Response Team — the original name registered in 
the US as a trademark in 1988). 

For the sake of completeness, it should be noted that the CSIRT.sk unit 
operated in Slovakia prior to the adoption of this Act as an organizational 
component of the Ministry of Finance of the SR, but without direct support in the 
law. The unit acted as an aid instrument for public administration information 
systems and all other interested parties, including the academic community. Until 
recently, the unit was also a contact of the Slovak Republic abroad. Under the 
authority of the Ministry of Finance of the SR and under the intensive cooperation 
of the academic community under the guidance of Prof. Daniel Olejar was also 
prepared the Act on Information Security. The draft law did not come to its 
adoption and part of its content structure is contained in the new Cyber Security 
Act. 
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2.2 Support for Education from the point of view of the Cyber Security Act 


Increasing awareness in information, resp. cyber security also includes the 
spread of general awareness and education in this area. The Act itself touches this 
in two paragraphs, namely in § 5 where it defines the tasks of the office, namely 
in sec. 2 let. w) it refers to the task ‘to publish knowledge standards and, in 
cooperation with the Ministry of Education, Science, Research and Sport of the 
SR, to implement and ensure the building of security awareness‘. Another point 
to mention education is § 7 which talks about the National Cyber Security 
Strategy, defining its content to include, amont other things, ‘the identification of 
educational programs, security-awareness raising programs and _ training 
programs.‘ 

On the website of the National Security Office of the SR in the section of 
the National Cyber Security Strategy, we find a recommendation on two key 
documents, namely: 

e the Cyber Security Concept of the Slovak Republic for the years 2015- 

2020. 


e Action Plan for the implementation of the Cyber Security Concept of the 
Slovak Republic for the years 2015-2020. 


They state that ‘education in cyber or information is not generally an 
integral part of the education system in the SR‘. It outlines the role of the Action 
Plan to identify the specific needs for each level of education and to define 
a vocational education system in this field for higher education. The Action Plan 
defines for the Ministry of Education, Science, Research and Sport of the SR, in 
the later cooperation with the National Security Authority of the SR, the Ministry 
of Defense of the SR, the Slovak Information Service, the Ministry of Interior and 
the National Agency for Network and Electronic Services, the following tasks: 


e to map the current state of education in cyber security (until 06/2016), 

e based on the results of the mapping process, to develop a proposal to 
innovate and provide training in cyber security (until 03/2017), 

e to introduce an innovative system of cyber security education (until 
09/2018). (Kovacova, L.- Vackova, M. 2015a) 


Conclusion 
The Cyber Security Act supports the security activities of the academic 
community and formally offers tools to address common cyber security within 


Slovakia. Obligations resulting from it does not directly affect higher education 
institutions, but there is still asocial role of universities and international 
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responsibility, which requires universities to be an example to apply the principles 
described in this Act. 

Without sufficient awareness of the risks in cyber world, however, 
behavioral decisions and unseen threats can negatively impact the security of the 
critical infrastructure and can cause physical damage in the real world. (Lehto, 
2015) 
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CONTEMPORARY SECURITY CHALLENGES AND THE 
REPUBLIC OF CROATIA 


Marijana Musladin! 


ABSTRACT 

As part of the Euro-Atlantic integration the Republic of Croatia plays an important role in 
globalization, regional, political and economic integration, democratization of international 
relations, as well as the world of contemporary security challenges - international terrorism, 
illegal migration, state failure, organized crime, environmental challenges, failures in resource 
supply, cyber issues, etc. In that sence, the Republic of Croatia shares security capability, but 
also regional and global security risks. For example, the war in Ukraine, the energy crisis, the 
migration crisis, terrorism, the tense situation in the Balkans (especially in B & H and Kosovo) 
are factors that affect the future of the region and the Republic of Croatia as its component. 
Although the Euro-Atlantic process in the region strengthens and expands stability and security 
zone, the mentioned problems as well as complex religious and ethnic structures in the 
neighborhood of the Republic of Croatia continue to be a major security and political 
challenges for Euro-Atlantic integration and for the security of the Republic of Croatia. This 
Paper gives an overview of the contemporary security challenges for the Republic of Croatia 
with special emphasis on illegal migration. 


Key words: contemporary security challenges, Republic of Croatia, regional security 
environment. 


1 Contemporary security threats and the Republic of Croatia 


According to Kure¢i¢ (2001) geographical position of Croatia is significant 
because it occupies a unique position in a contact area between the central 
danubian basin and the central Mediterranean. On the one hand, this is a huge 
advantage for Croatia, but on the other hand, given the transit position, Croatia is 
surrounded by new security challenges. 

As part of the Euro-Atlantic integration (NATO and EU) the Republic of 
Croatia is committed to national security policy and the functioning of the armed 
forces within the framework of a new security paradigm that emphasizes 
cooperation and action at the international level. In that sence, Croatia shares 
security capability, but also regional and global security risks. Security systems 
of European states are faced with emerging new threats and Croatia is an integral 
part of that security environment. Based on the above, the key objective of this 
paper is to expose the contemporary security threats for Republic of Croatia with 
an emphasis on illegal migration. 


' Marijana Musladin, PhD, Assistant Professor, University of Dubrovnik, Mass Communication 
Department, Branitelja Dubrovnika 41, 20000 Dubrovnik, Croatia, 
marijana.musladin@unidu.hr 
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The national security environment can be jeopardized by internal and 
external threats. Generally, countries have a variety of internal threats to national 
security, and they are usually related to political instability, economic and 
financial crisis, corruption, minority problems. On the other hand external threats 
to security mainly relate to international terrorism, cyber-crime, organized crime 
and ilegal migration. However, in contemporary security conditions we can talk 
about the interdependence of internal and external security. In that sense (Drent, 
Dinnissen, van Ginkel, Hogeboom and Homan, 2015, pg.5) argue that the 
spillover effects of instability and conflicts elsewhere in the world are increasingly 
affecting European nations. There is a direct link, for example, between human 
trafficking, drug trafficking and other forms of organised crime and volatile 
countries and regions, particularly in the Middle East and Africa. 

A generally accepted list (Baranovsky, 2010; Erwin, Magnuson, Parsons, 
and Tadjdeh 2012; mi5.gov. uk., 2013, Knezovi¢ and Klepo, 2017) of new 
challenges does not exist, but the following almost certainly belong to it: 
international terrorism, proliferation of weapons of mass destruction, cyber 
threats, environmental challenges, climate change, illegal migration; transnational 
crime; maritime piracy, financial and economic manipulation, failures in resource 
supply (especially energy), etc. In addition, contemporary security threats are 
transnational, multidimensional and high in its range (Knezovic¢ and Klepo, 2017). 

There are certain processes within Croatian surroundings which pose 
security risks and may have the potential to grow into direct threats towards 
Croatian security and stability. For example, the war in Ukraine, the energy crisis, 
the migration crisis, terrorism, the tense situation in the Balkans (especially in B 
& H and Kosovo) are factors that affect the future of the region and the Republic 
of Croatia as its component. Unresolved issues of border demarcation with 
particular neighbouring states” also have negative impacts on the effective control 
of state borders and security system of the Republic of Croatia. 

According to Croatian national security strategy that had been bublished in 
2017, the main security threats, risks, and challenges for the Republic of Croatia 
are: unresolved issues of border demarcation, geopolitical confrontations, transit 
of the members of terrorist organisations across the Croatian territory, illegal 
migrations, public sector corruption, transnational organised crime, negative 
demographic structure, environment violation, climate changes, social inequality, 
financial indebtedness of citizens and structural unemployment, explosive and 
unexploded ordnance remnant from the Homeland War, natural and man-made 
accidents and disasters, etc. (www.soa.hr, 2017) 


* For example BiH, Montenegro, Serbia, Slovenia. See more in: Pavli¢, V. (2017): Overview 
of Croatia’s Border Disputes with BiH, Montenegro, Serbia, Slovenia, Liberland . Avialable 
on: https://www.total-croatia-news.com/politics/16084-overview-of-croatia-s-border-disputes- 
with-bij-montenegro-serbia-slovenia-liberland (28.1.2019.) 
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Referring to the NATO Alliance report, Smiljanié (2017, pg.112) point out 
the main threats (Challenges) of the Republic of Croatia related to its national 
security. 

- Clash of geopolitical interests of the outer states in the Western Balkans, 
with a potential spill-over of conflict over the borders 

- Negative security trends in the neighbourhood (potential for violent 
extremism/radicalism, organized crime, illegal/uncontrolled migrations, 
possible terrorism) 

- Political and societal tensions in the neighbourhood (Serbia, Bosnia and 
Herzegovina): weak states, unfinished processes of political and economic 
transition 
In 2017 Croatian Security Intelligence Agency (SOA) published a security 

report about Croatia and the neighborhood. The report says, inter alia, that an 
instability belt around Europe, where there are numerous crises, continues to 
generate security challenges in the form of massive uncontrolled migrations, as 
well as threats of terrorism, extremism, proliferation of mass destruction and 
regional armed conflicts in Syria, Iraq, Libya, Yemen and Ukraine. 

At the same time, the consequences of the crisis are also reflected in the rise of 
organized crime and smuggling of people, weapons and goods, hybrid warfare 
and radicalization through social networks. 

When it comes to the threat of terrorism, the Report states that the Republic 
of Croatia is not among the priority targets of Islamist terrorist groups. However, 
as with any other European country, the possibility of a terrorist attack on Croatian 
teritory can not be ruled out. In SOA's report for the first time about terrorist 
attacks on Croatia, it is mentioned that they are 'not excluded’. The report was also 
confirmed by the doubts in the earlier evidence that there are a large number of 
jihadists in the Croatian neighborhood, some of whom have gone to fight for ISIL. 

In the context of the neighborhood, it is clarified that the Croatian south- 
east neighborhood continues to be characterized by instability. These countries 
are also confronted with the rise of religious and national extremism, with 
particular emphasis on the strengthening of radical Islamism.? 

The report further states that in 2016 no successful terrorist attacks in the 
south-east neighborhood have been conducted, but police-security actions in 
several countries have prevented several planned attacks (SOA Public Report, 
2017). 


> It is officially confirmed that there are more than ten thousand Salafis followers gathered in 
dozens of so-called parades and several enclaves in the states from the former Yugoslavia and 
Albania, some of which openly support the terrorist attacks, and that a thousand have joined 
ISIL. There are about five thousand Salafites in Bosnia and Herzegovina (SOA Public Report, 
2017). 
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From this brief review of the most important Croatian security documents, 
it is clear that the biggest security challenges for republic Croatia are so-called 
soft security challenges. Below in the text the emphasis is on illegal migrations. 


2 Illegal migration and Republic of Croatia 


There is no clear or universally accepted definition of illegal migration. The 
International Organization for Migration (IOM) defines it as “movement that 
takes place outside the regulatory norms of the sending, transit and receiving 
country” (IOM, 2011). 

A simplified definition is provided by an English dictionary according to 
which illegal immigrant is someone who lives or works in another country when 
they do not have the legal right to do so (dictionary.cambridge.org., 2019). 
According to Vespe, Natale and Pappalardo (2017) the phenomenon of irregular 
migration refers to both the movement of people in an undocumented fashion, or 
irregular migration flows, and the number of migrants whose status may at any 
point be undocumented, or irregular migrant stocks. 

Mass migrations towards Europe pose a social, developmental, economic, 
political, cultural, health, integration and security challenge for European states 
and societies. When it comes to the (international) illegal migration, which is the 
focus of this research, they take place contrary to the regulations of countries of 
origin, transit and destination, and in that sense represent an international security 
problem. In relation to transit and destination countries, unlawfulness is reflected 
in non-fulfillment of conditions for entry, stay or work in those countries 
(residence and work permits). Nikaé and Bozi¢ (2016, pg.198) argue that illegal 
migration can be organized, semi-organized and not organized. Organized illegal 
migration are the most dangerous because behind them there are organized 
criminal groups with the support of corrupt border police officers, customs and 
others. In that sense, it is about smuggling migrants. 

Without entering into the reasons of illegal migration (refugees or 
economic migrants) it is evident from different definitions that it is always a 
violation of some laws, whether it is a country of eviction, transit country or a 
country of immigration. Collins (2007, pg.118) argue how illegal migration 
jeopardizing the security of state borders and thus pose a threat to national 
sovereignty (political security), negatively affect the structure of society and its 
economic well-being (social security). Illegal migrants are sometimes described 
as economic migrants seeking asylum to take advantage of state social benefits 
(economic security). Finally, the arrival of migrants from the same ethnic or 
religious group can be considered a cause of change in the racial structure of the 
state and the weakening of its cultural identity. 

Illegal immigration today is perhaps the most prominent contemporary 
security challenge. Europe and the rest of the world faces one of the largest 
migration crises of today. Long-term instability in the Middle East, the bloody 
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wars that led to that area caused large masses population trends towards Western 
Europe. In the largest contemporary immigration wave from the Middle East, 
Croatia is a transit country towards Western Europe, which does not mean that it 
is isolated from illegal migrations. On the contrary, because of the so-called 
Balkan route‘, the Republic of Croatia faces the problem of illegal crossings of its 
borders. 

Towards the end of the nineties of the 20th century Croatian territory has 
become a significant transit space for a very large number of irregular immigrants 
who have moved towards Western European countries and other EU countries 
(Barigevic, 2013, pg.113). As the consequence of such transit movements, the EU 
institutions have been heavily engaged in establishing migration control 
mechanisms in Croatia before the immigrants reach their territory. EU has 
Developed the visa system, border control and protection instruments refugees 
who include asylum seekers' entry and admission policies, evaluation procedures 
requirements and policies for the care of persons with protection status etc. 
(Baricevic, 2013, pg. 113) 

The situation and the movement of illegal migrations in Croatia is based on 
the illegal crossings of the state border of the Republic of Croatia, the number of 
tents who illegally resided in the republic of Croatia, as well as the number of 
aliens without the possession of travel documents, and the number of foreigners 
who illegally work in the republic of Croatia. 

The most important documents that are relevant for the illegal migration 
topics and the Republic of Croatia are: Law on International and Temporary 
Protection which has been in force since January 2018°, The Aliens act® - 
consolidated text of the law effective from May 2018, Law on State Border 
Control - the consolidated text of the law, in force since March 2016 and the 
Schengen Borders Code from 2006.’ 


4 The use of the Balkan route as a way for migrants to move around Europe to seek asylum 
began in 2012, when the EU eased its visa restrictions on Albania, Bosnia and Herzegovina, 
Montenegro, Serbia and the former Yugoslav Republic of Macedonia 
http://www.infomigrants.net/en/post/2546/the-balkan-route-explained, 20.1.2019. 

> Prior to that, the Aslum Act was in force until 2015. https://www.zakon.hr/z/3 14/Zakon-o- 
azilu 

® According to the Aliens Act, An alien is a person who is not a Croatian citizen and has a 
citizenship of a member state of the EEA, the Swiss Confederation, a third country national or 
of a non-national. https://narodne-novine.nn.hr/clanci/sluzbeni/2017_07 69 _1605.html. 

7 Tn 2017, the Council adopted a Decree amending the Schengen Borders Code with a view to 
tightening up controls at external borders through reviews of relevant databases. Available on: 
https://www.consilium.europa.eu/en/press/press-releases/2017/03/07/regulation-reinforce- 
checks-external-borders/ (25.1.2019) According to the revised Schengen Borders Code, 
Member States are obliged to carry out a systematic control of all persons, including those who 
are entitled to free movement in accordance with EU law by checking relevant databases - when 
crossing external borders. Among the databases to be verified are the Schengen Information 
System (SIS) and Interpol's Stored and Lost Travel Documentation (SLTD) database. The team 
member checks will also enable them to determine whether they are a threat to public order, 
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According to the Law on International and Temporary Protection, a third- 
country national or a non-national citizen who intends to submit an application 
for international protection becomes an applicant for international protection in 
Croatia. 


Table 1: Statistical Indicators of Claimants for International Protection on 
Citizenship and Gender for the period 01.01.-30.09.2018. 


Zemlja podrietla M Z UKUPNO 
AFGANISTAN 140| 69 | 209 
ALBANIJA 1 1 
ALZIR 60 |2 | 62 
AZERBAJDZAN a 2 
BANGLADES 1 1 
BEZ DRZAVLJANSTVA 2 |2° A 
BJELORUSIJA Wo 
BOSNA IHERCEGOVINA | 4 4 
DR KONGO 2 |2 |4 
EGIPAT 1 /1 J2 
FILIPINI 1 |1 
GANA 1 1 
INDIJA 13 |1 |14 
Irak 49 |22 | 71 
IRAN 70 | 43 | 113 
JEMEN 2 /|1 )3 
KAMERUN 1 1 
KINA 6 /1 |7 
KIRGISTAN 1 1 
KOSOVO 10 |3 | 13 
KUBA 2 |2 |4 
LIBIJA 17 |1 | 18 
MAKEDONIJA 3/2 |5 
MAROKO 19 |1 | 20 
MOLDAVIJA 1 1 


internal security or public health. This obligation shall apply to all external borders, both on 
entry and exit. (www.consilium.europa.eu, 2018) 
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NEPAL 1 1 
NEPOZNATOG 1 1 
DRZAVLJANSTVA 

NIGERIJA 3 3 
PAKISTAN 25 ps) 
PALESTINA 7 |1 [8 
PANAMA 1 1 
RUSKA FEDERACIJA ae Sek: 
SAD 1 1 
SIERA LEONE 1 |3 |4 
SIRIJA 101| 55 | 156 
SOMALIJA 1 1 
SRBIJA 3 3 
TUNIS 8 |6 | 14 
TURSKA 47 | 15 | 62 


UKUPNO Gls 723 8o7 


Source: http://stari.mup.hr/UserDocsImages/Publikacije/2018/19-10-Statisticki- 
pokazatelji-trazitelja-medunarodne-zastite-30-09.pdf , accessed 20 January 2019 


The table above shows that the largest number of international protection 
seekers are from the Middle East. In the first nine months of 2018, out of a total 
of 852 applicants, most of them were from Afghanistan (209), Syria (156), Iran 
(113). 


Table 2: Illegal crossings of the state border by citizenship in 2016/2017. 
Nezakoniti 

prelasci 

drzavne Mjesto zatjecanja 

granice 

(osobe) 


v 


Drzavljanstvo 


granicniju 
blizini 
granice 


Afganistan 
Albanija 
Alzir 
Banglades 
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BiH 
Irak 
Iran 
Kosovo 
Maroko 
Nigerija 
Pakistan 
Sirija 
Srbija 
Tunis 


Turska = oe ai 
Ostale 561 
UKUPNO i a 3.149 31 = 


Source: 
http://stari.mup.hr/UserDocsImages/statistika/2018/Statisticki%o20pregled_2017. 
pdf , accessed 20 January 2019. 
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As far as illegal migrations are concerned, no official report has been 
published for 2018, but in October 2018 the Croatian portal (www.tportal.hr, 
2018) published a statement by the director of the Ministry of the Interior, saying 
that in 2017 was discovered 4,808 illegal migrants, an increase of 6.9 percent 
compared to 2016. The statement further states that by September 30 2018, this 
increase compared to 2017 is as much as 31 percent. The largest number of illegal 
migrants are citizens of Afghanistan, of which 965 in the last year and 20 percent 
of all illegal migrants crossing the Croatian border. Secondly, they are citizens of 
Kosovo and then citizens of Turkey. The most common forms of illegal crossings 
are walking over land borders, avoiding border controls, hiding in motor vehicles 
or in freight wagons. 

At a press conference in December 2018 Croatian Police Directorate has 

revealed that 7,500 illegal migrants were captured in the first 11 months of 2018 
in the territory of Croatia. 979 of them sought international protection from 
Croatia, others were returned to countries from where they entered illegally. It 
was 66 percent higher than last year, and 547 smugglers were arrested, twice as 
much as last year (viyesti.hrt.hr, 2018). 
The aim of this paper was to point the position of the Republic of Croatia in the 
context of contemporary security threats. Based on the study of the most important 
security documents of the Republic of Croatia, the key security challenges of the 
Republic of Croatia are the so-called "soft security" threats. 

Based on available data on illegal migrations in the republic of Croatia in 
the last three years, there is a noticeable increase in illegal migrants on the 
Croatian territory. 
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Closure of the EU's external borders also implies the retention of migrants 
in transit countries, in this case in the Republic of Croatia. In such situation 
remains a danger for migrants who create additional risks for life and health 
because they are forced to seek alternative ways of smuggling, to use uncertain 
transitions, to enter into conflicts with the army and the police, and to face many 
other challenges on their way to Western Europe. As long as there are such cases, 
illegal migration will be a challenge for the security of the Republic of Croatia. 
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OPPORTUNITIES OF THE CZECH REPUBLIC FOR THE 
USE OF PERMANENT STRUCTURED COOPERATION OF 
THE EUROPEAN UNION — PESCO* 


Antonin Novotny ! 


ABSTRACT 

The aim of the article is to describe the possibilities of the Czech Republic to participate in the 
project of the Permanent Structured Cooperation of the European Union - PESCO. The overall 
objective of this project is to strengthen the EU's strategic autonomy, in particular in the area 
of military capability development and increased deployability and interoperability for EU 
operations and missions. The launch of a project supported by the Czech Republic is a 
significant qualitative shift towards the European Defence Union. 


Key words: European Union; PESCO; military capability; interoperability; mission and 
operation. 


Introduction 


The possibilities of international cooperation within NATO and the EU 
should be considered as a preferred option within the framework of national 
defence planning, including the use of the Smart Defence, Pooling and Sharing 
initiatives, the Connected Forces Initiative, FNC, PESCO, EDF and other options 
(projects, programs and acquisitions) NATO and EU agencies. Multi-national, 
bilateral and regional initiatives should consider the lifecycle of the capabilities 
they need to develop, including R & D and training, with a view to achieving 
saving costs, increasing interoperability and rationalizing requirements (MoD. 
Medium-term development plan 2018-2020). 

The fundamental changes in the security environment in Europe over the 
last few years have led the European Union (EU) member countries to 
fundamentally change their approach to security and defence cooperation. The 
key issue in this area has been the political prioritization of the defence theme. 
The European Union is the political and economic community bringing together 
28 European countries (EU Member States) with over 500 million inhabitants. By 
adopting the EU's Global Strategy for Foreign and Security Policy (EU, Global 
Strategy for the European Union’s Foreign and Security Policy) in June 2016, the 
EU is striving to achieve strategic autonomy. An integral part of this autonomy is 
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the area of defence and security. Deeper defence cooperation is a prerequisite for 
increased interoperability, efficiency, effectiveness and confidence. A 
sustainable, innovative and competitive EU defence industry is the basis for the 
EU's strategic autonomy and credible Common Security and Defence Policy 
(CSDP). The EU Council's implementation of the EUGS for Defence and Security 
from a military perspective was dealt with on 14 November 2016 by the EU 
Council in the format of Foreign Ministers and adopted the Conclusions (EU 
Council conclusions on implementing the EU Global Strategy, 2016) in which the 
High Representative/Vice-President was instructed to review the Permanent 
Structured Cooperation (PESCO). 

Subsequent discussion of this issue at the highest level led to significant 
progress, and on 11 December 2017 an ambitious and inclusive cooperation was 
reached at the meeting of Foreign Ministers and the adoption of a Council decision 
on the establishment of PESCO (CFSP 2017/2315). This step has therefore made 
activation of Article 42, paragraph 6 and 46 of the Treaty on European Union 
(Consolidated Version of the Treaty on EU, 2012). The commitments in this area 
are further based on Protocol 10 to the EU Treaty. 


1 Characteristics of PESCO 
1.1 Objectives and legal basis 


Launching of permanent structured cooperation on security and defence is 
a significant qualitative shift towards to the European Defence Union. By 
activating PESCO, the EU has acquired a new tool to fully change and deepen 
Member States' security and defence cooperation. But if this happens, it will only 
depend on the member countries themselves, including the Czech Republic, and 
their responsible approach to fulfilling their obligations. 

The general aim of PESCO is to strengthen the strategic autonomy of the 
EU. Specifically, it is about deepening cooperation in the area of military 
capability development and enhancing deployability and interoperability of forces 
for CSDP missions and operations. Specific commitments to develop defence 
capabilities and improve their operational capability adopted by a total of 25 
countries (except Great Britain, Denmark and Malta) are binding on participating 
countries. Concrete steps are and will be projects that should contribute to meeting 
these commitments. 

The participating EU Member States undertake to jointly increase and 
harmonize the level of defence capabilities of their armed forces in order better to 
meet the objectives of the Capability Development Plan (European Defence 
Agency, CDP, 2018). In practice, this means a commitment to doing more and 
more in the area of security and defence. The added value is then to create a 
binding and quantifiable framework for cooperation. 
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1.2 Management structure and funding 


The first level of governance is the general level of all countries 
participating in the PESCO within the Council. To discuss PESCO-related topics, 
the Council of Europe's Foreign Ministers and Defence Ministers format will be 
used. The second level of management will be the level of individual projects. 
Only those EU countries involved in the project will decide on the management 
of individual projects. 

The PESCO Secretariat is composed of representatives of the European 
External Action Service and the European Defence Agency (EDA). The 
administrative costs associated with the implementation of PESCO will be 
covered by the EU budget, and the expenditure related to the implementation of 
the individual projects will be primarily reimbursed by the participating countries. 
Financial support from the EU budget is only possible for individual projects if 
the conditions of individual projects such as the European defence industrial 
development programme (EDIDP) are met. 

Other elements of security and defence cooperation, in particular 
Coordinated Annual Defence Review (CARD) and the European Defence Fund 
(EDF), are also to assist in meeting PESCO's objectives and commitments. EDF 
is defined as supporting the development of cooperative programs, supporting 
joint research and development activities, and supporting all phases of the life 
cycle of military material. An important area is also to support projects with cross- 
border cooperation for SMEs, which do not exceed 3000 employees. The 
European Parliament proposes to earmark € 13 billion for the period 2021-2027, 
with € 4.1 billion for research and € 8.9 billion for capacity building (EDF, 2017). 

Under EDF, the support for defence science and research is already under 
way in the form of a preparatory action; in December 2017, a general approach to 
the European defence industrial development programme was also agreed at EU 
Council level. For the first time in EU history, EU budget funding will be 
earmarked for defence capabilities development, including additional bonuses for 
PESCO projects. The EDIDP was approved in July 2018. 
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Fig. 1 PESCO, CARD and EDF are more than just separate processes 
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The project or missing military capability identified in CARD can be developed 
within the PESCO framework and co-financed by the EDF 
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1.3 Evaluation of the fulfilment of PESCO 


The fulfilment of the individual commitments will be different at different 
times and will be divided into two phases - from 2018 to 2020 and then from 2021 
to 2025. After each stage, the fulfilment of commitments will be evaluated, the 
so-called Strategic Review. PESCO provides a legally binding framework for 
fulfilling individual commitments. The High Representative of the Union for 
Foreign Affairs and Security Policy will each year submit to the Council an annual 
report on the implementation of PESCO, including the fulfilment of commitments 
by individual countries as set out in their National Implementation Plans (NIPs). 
Participation by EU states in PESCO, which fails to honour commitments, can be 
stopped. At present, the participation and conditions of third countries, i.e. non- 
EU countries in this project, are also addressed. 


1.4 PESCO commitments 


PESCO commitments can be divided into five areas: 
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- Increasing defence budgets at fair value: including a commitment to 
gradually increase investment defence spending to reach 20% of total defence 
spending on defence investments, increase the share of Defence Research and 
Development spending to 2% of total spending; 

- Deepening cooperation in the process of defining military needs - 
harmonization of military needs and specialization; 

- Enhance the usability, interoperability, flexibility and deployability of the 
armed forces; 

- Capacity building: Collaboration in the area of CDP and CARD 
deficiencies to support the development of EU strategic autonomy and the 
strengthening of the European Defence Technological and Industrial Base 
(EDTIB), as a priority to consider a European collaborative approach to capacity 
development, participation in at least one PESCO project; 

- Participation in EDA projects in the area of capability development. 

All commitments are developed by individual countries within the National 
Implementation Plans. These plans allow each country to specify the above- 
mentioned general commitments according to their capacities. 


1.5 PESCO Projects 


PESCO projects should contribute to meeting the above-mentioned 
commitments. In the first phase, the EDA-supported countries for capacity 
development projects and the EUMS in the field of operational capacity projects 
prioritized the proposed projects and decided that 17 projects should be launched. 
In addition to the acceptance of the commitments, participation in PESCO 1s also 
conditional on the participation of at least one PESCO project. 


PESCO projects can be divided into two groups: 
(a) Projects in the field of defence capabilities development; 
(b) Projects aimed at improving the capabilities of the EU in terms of deploying 
military units in CSDP missions and operations. 


The formal adoption of the lst wave projects took place at the Council 
meeting on 6 March 2018 in Brussels: 
. European Medical Command; 
. European Secure Software defined Radio (ESSOR); 
. Network of Logistic Hubs in Europe and Support to Operations 
. Military Mobility; 
European Union Training Mission Competence Centre (EU TMCC); 
. European Training Certification Centre for European Armies; 
. Energy Operational Function (EOF); 
. Deployable Military Disaster Relief Capability Package; 
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9. Maritime (semi-) Autonomous Systems for Mine Countermeasures (MAS 
MCM); 

10. Harbour & Maritime Surveillance and Protection (HARMSPRO); 

11. Upgrade of Maritime Surveillance; 

12. Cyber Threats and Incident Response Information Sharing Platform; 

13. Cyber Rapid Response Teams and Mutual Assistance in Cyber Security; 

14. Strategic Command and Control (C2) System for CSDP Missions and 
Operations; 

15. Armoured Infantry Fighting Vehicle / Amphibious Assault Vehicle / Light 
Armoured Vehicle; 

16. Indirect Fire Support (Euro Artillery); 

17. EUFOR Crisis Response Operation Core (EUFOR CROC), (EU COUNCIL, 
PESCO projects, 2018) 


In the second wave of projects, following the discussion in the Council of 
the EU in the format of Foreign Ministers in November 2018, another 17 projects 
were approved. At present, 34 projects are approved (EU Council, updated list of 
PESCO projects, 2018). 


2 Position of the Czech Republic 


From the outset, the Czech Republic has supported the activation of an 
ambitious and inclusive PESCO, which will be a real added value in meeting EU 
ambition and strengthening the European pillar of NATO. The Czech Republic 
has already declared participation in three projects in the first wave of PESCO: 

- European Union Training Mission Competence Centre; 
- Military Mobility; 
- European Medical Command. 

It will also have observer status for the next three first wave projects - 
EUFOR Crisis Response Operation Core; Armoured Infantry Fighting 
Vehicle/Amphibious Assault Vehicle/Light Armoured Vehicle and Indirect Fire 
Support Capability. (Czech Delegation to NATO, 2018). 

In the second wave of PESCO (17 projects, adopted on 19 November 2018), the 

Czech Republic declared participation in 1 project (leading nation) 

- Electronic Warfare Capability and Interoperability Programme for Future Joint 

Intelligence, Surveillance and Reconnaissance (JISR) Cooperation and declared 

participation in three projects in the second wave of PESCO: 

- Co basing; 

- Integrated Unmanned Ground; 

- Counter Unmanned Aerial System. (EU Council, updated list of PESCO 

projects, 2018). 

For the successful operation of the Czech Republic in PESCO, it will be 
necessary: 
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- To adopt basic measures in the medium term in the following areas: 

- To increase the level of the defence budget in line with NATO membership 
obligations (2% of GDP in 2024) and, in line with the 2014 Program Statement 
of the Czech Government, allocate at least 20% of defence budget for acquisitions 
and 2% of R & D; 

- To synchronize the Czech defence planning process with the defence plans of 
the PESCO participating countries under CARD. In the framework of the EU- 
NATO dialogue, seek to maximize the coherence of CARD and other EU 
planning tools with the NATO defence planning process; 

- To substantially deepen the international cooperation of the Czech Armed Forces 
with PESCO participating states, including the affiliation of units. The largest 
cooperation area - Germany, Slovakia and other V4 countries, in selected areas as 
well Austria; 

- To revise the Defence acquisition plan in such a way that the Czech Republic is 
able to carry out joint acquisitions with other participating PESCO countries; 

- To create a support system for the Czech defence industry in order to relieve the 
administrative burden of applying for support R & D; 

- To increase the number of Czech officers and experts in PESCO-sponsoring 
institutions, 1.e. EDA and EUMS; 

- To increase the level of involvement in EU military operations and missions. 


The interest of the Czech Republic should be also throw the EDF ensures 
maximum support for the development of the domestic defence industry and R & 
D capacities, thereby creating the conditions for maintaining the capabilities of 
the Czech defence industry. 


These are mainly areas such as: 


- Information and communication technology; 

- Air technology; 

- Technologies for space use; 

- Cosmic applications; 

- Laser technologies and protection against them; 

- Protection against weapons of mass destruction and explosives; 
- Cyber defence; 

- Reconnaissance and observation devices; 

- Command and control; 

- Logistics support; 

- Hand and small arms and ammunition; 

- Medical field healthcare; 

- Strategic transport capability (Security Magazin, 2018). 
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These areas have a partial potential for involving state-owned enterprises 
such as the Czech Military Research Institute. For private companies, which, for 
the most part, do not market complete products but only participate in 
subcontracting, EDF opens up more opportunities. Good governance can also 
avoid duplication between EDF and PESCO. In order to avoid tensions between 
Alliance partners, the EU should also include third parties in grant applications. 


Conclusions 


Over the past decade, most NATO and EU countries have been cutting 
budgets for defence and reduced of the armed forces. One of the measures to 
eliminate the negative consequences of this, has been to increase pressure on 
building common international capabilities, initiatives and programs, concluding 
joint contracts, and developing international cooperation overall. One of these 
initiatives is also PESCO, which is the first tangible result of this effort. The 
initiative can strengthen the strategic autonomy of the EU as well as the European 
pillar of NATO. It also has the potential to greatly reduce the excessive 
diversification of the military systems and military equipment of the individual 
EU countries. The EU's own initiative in securing European defence is now an 
imperative time. The opening of the PESCO implementation is also a chance for 
the Czech economy and the entire Czech defence industry. Right now, much 
better conditions have been created for this than before. It is up to the Czech 
Republic to join the Czech arms industry in the European plans. At present, the 
Czech Ministry of Defence has already offered specific projects in the first wave 
and is also leading nations in the second wave. 

Participation in PESCO does not affect the country sovereignty of the 
participating countries or the specific nature of the security and defence policy of 
some of them. Defence capabilities remain the property of the participating EU 
states that will decide how they want to use these capabilities, for example in the 
EU, NATO or the United Nations. The issue that has not yet been addressed is 
whether the commitment of 2% of GDP for defence spending to which NATO 
member states, which are also EU Member States, is also to be committed by non- 
NATO countries to such an objective. The same is true of the commitment to 
spend 20% of defence spending on investment. In a situation where a total of 22 
EU Member States are also allied members, this would create an imbalance, as 
the current EU recommendation for this initiative only speaks of an unspecified 
increase in defence budgets without specifying specific figures. 
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THE CHEMICAL CORPS TERMINOLOGY FROM THE 
VIEW OF USER-ORIENTED APPROCHES 
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ABSTRACT 

A paper deals with some problematic aspects of accepting, loading and enforcing corrected 
usage of a terminological apparatus into an activity of the chemical corps and subsequently 
into forces’ operational activity. The crucial parts of the article are recommendations that 
result from the description and analysis of basic Alliance and domestic terminology sources. 
The paper tries to point to the fact, that unique and right understanding and subsequent 
interpretation of terms has a significant influence on the quality a speediness of operational 
tasks fulfilment. On an example of an operational term and its translations there is introduced 
a procedure of accepting and mutual binding general terms into the problems of the chemical 
corps scope with wider relationship on the Alliance terminology. 


Key words: CBRN Defence, terminology, terminology norm, AAP-06, chemical corps, Czech 
Armed Forces, Czech Military encyclopedia 


Introduction 


With some degree of exaggeration, it is often said that professional 
terminology is another knowledge of a foreign language. Apart from the fact that, 
after join the Czech Republic (CR) the structures of the North Atlantic Treaty 
Organisation (hereinafter "NATO", Alliance) and the European Union (EU) the 
CR acquires its doctrinal basis from NATO and EU documents and terminology, 
this claim is gained on its rational basis (Otrisal, 2013; Kolektiv, 2002). It is clear 
that for the fulfilment of tasks in foreign operations in the structures of 
multinational task forces of the Alliance and the EU, there must be a unified link 
of understanding of situational (tactical) and factual (specialized) concepts. Based 
on this the interpretation of a precise understanding of the operational task, both 
at the military level and at the professional level will be clear.This link becomes 
the terminologically and definitively correct concept, understanding and 
realization of the meaning of the individual concepts with which military 
professionals come into a contact with the fulfilment of tasks. Recognizing the 
fact that the specific chemical, biological, radiological and nuclear (CBRN) 
defence measures based on Allied Joint Publication AJP-3.8 and AJP-3.14 and 
subsequently by the military regulation VSevojsk-2-1 are a common part of the 
tasks carried out by the Czech Armed Forces (CAF) and are involved in the overall 
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concept of operational activities is relatively insignificant, 1t can even be argued 
that each professional soldier has to be able, to a great extent, due to his position 
and expertise, to communicate correctly in terms of terminology and meaning in 
more than one “foreign” language. 

When translating or interpreting professional terms and texts, some 
confusion may arise not only from the fluctuating standard of the Czech language, 
but also from the different meanings of the lexical units of languages and, 
moreover, from the difficulty of the newly created terminology. Clausewitz, in 
connection with the use of such terminology in the military field, wrote: “Much 
greater is the harmfulness of the magnificent suits of terminology, artificial 
expressions, and figurative statements brought about by the system; it rocks 
everywhere as an unbounded face that has escaped the commander's hands” 
(Clausewitz, 1996). 

Language, as well as weapon systems, is constantly developing.At any 
moment, there are lexical units that are obsolete in the vocabulary, the units that 
are currently in use, and lexical units that are in some way newly created or that 
receive another, new, semantic and pragmatic meaning. This is the result of a 
response to changes in the environment that is constantly changing. When 
translating texts, it is advisable to take into account not only the diachronic and 
synchronous aspects, but also the context and cultural context of the languages 
from which the translation is realized. When translating separate technical terms, 
it can cause problems and a lack of context. In this context, we can talk about "so- 
called degree of translatability" (Table 1). This is much smaller for lower order 
units, and achieving a translation of adequate importance is considerably more 
difficult for these units by comparing the translation of higher order units 
(Chaloupsky, 2012). 


Table 1 Degree of translatability 


Degree =f srovo | sousLovi| VETA TEXT 
translatability 

Big (B) B 
Middle (M) M M 
Small (S) S S S 
Very small (VS) VS VS VS VS 


1 Defining determination of main terms of terminology 


Professional terminology is one of the distinctive features that characterize 
each branch of human activity, including military (Krulik, 2008). Uniform 
terminology enables stakeholders to jointly create, share, transmit and use 
information without shifting of its meaning. Terminology is a means of expression 
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in professional communication and the resulting product in terms of 
terminological support (Zela, 2011). 

A whole range of definition of terminology would certainly be possible to 
find. However, this chapter will list those that most closely match the content of 
this article with its content.The term “terminology”, which is synonymous with 
the term “nomenclature”, is defined as the teachings of terms, thus, of technical 
names, and of how they are created and assembled into systems. This term is more 
often used to denote specific systems of terms, also called nomenclature or 
technical nomenclature.It is well known to the academic and professional public 
that dictionaries of various types are helpful as a professional terminologist, as 
well as in the stylization of professional texts, because they summarize the 
professional names and expressions. Experts and expert committees have 
compiled them from different perspectives and for various purposes.In all 
disciplines, not only general terminology of science and specialization, but also 
whole vocabulary of common language serve to express new knowledge. As 
stated above, the base of terminology is the term (Internet, 2018; Dostal, 2002; 
Petrackova a Kraus, 2000; Travniéek, 1952). 

Dostal referring to several other authors, states that the term is a name that 
is given a meaning that clearly and precisely requires the terms and names used 
in the specialized language and which summarize the terminology of a particular 
branch of human activity. He also states that it is possible to say that the term is a 
name defined by definition and a place in the system of concepts of a given 
discipline. The terms do not exist in isolation in the language itself, but in a 
particular terminology. Terminology is therefore a summary of the terms of a 
given branch of human activity or cognition. He also states that the term, like any 
another word, is a unit of vocabulary, the so-called lexical unit, and its task is to 
name the concepts of a particular field both scientific or practical.He considers it 
to be the basic building material of professional expression, with its excellence of 
accuracy, exactness and uniqueness (Dostal, 2018). 


2 Past and Current State in The Field of the Chemical Corps Terminology 
2.1 Allied Administrative publication AAP-06 


In the field of combined arms terminology falling within the scope of the 
allied administrative publication AAP-06 (NSO, 2017) covered by the 
standardization agreement (hereinafter “STANAG” or “STANAGs”) 3680 (NSO, 
1998), a working group was set up in 2018 to which the CAF Chief of Chemical 
Corps (CCs) delegated the representative of the NBC Defence Institute of the 
University of Defence (UoD). The nomination has been done to the head of the 
CCs department. This publication is continuously formed under the responsibility 
of a standardization group manager, represented by the Director of the 
Department of Development of the Ministry of Defense (MoD), while the 
administrator of the standardization class is the rector-commandant of the UoD. 
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He delegated responsibility for creating and editing the publication to the director 
of the Centre for Security and Military Strategic Studies.The publication is 
essentially a dictionary (glossary) that standardises the terminology: 
a) general with specific military meaning; 
b) aspecialized one to be widely understood throughout NATO; 
c) which is not properly defined in the glossaries that are referenced by the 
NATO terminology program. 

Terminology from the scope of the CCs, resp. CBRN Defence is currently 

represented very sporadically and very inadequate. 


2.2 Military Interpretation Dictionary of Selected Operational Terms 


An important application contribution to implementation and a common 
understanding of terminology become the book called Military Interpretation 
Dictionary of Selected Operational Terms (Sprava doktrin ReVD, 2005). It was 
released in 2004 and has become the basis of the publication AAP-06.The 
dictionary is intended for members of the MoD and for those who will cooperate 
or otherwise participate in activities related to the defence of their homeland. It 
contains the terms most commonly used in the current period, relating to the field 
of security, the construction of the armed forces and their use in contemporary 
operations, and reflects the current development of military theory and 
practice.The current military-political situation, the membership of the CR in 
NATO and the EU have arisen since then. The glossary is designed to define 
concepts related to the current and future activities of the CR MoD, the CAF and 
other components focused on defence, NATO tasks and peacekeeping operations 
under the auspices of the EU and the United Nations. It should contribute to the 
clarification of the basic concepts used in the military.It has the character of an 
aid which is intended especially for elaboration of doctrines, regulations, aids, 
scripts and other related documents, and for other members of the armed forces 
to be used in the fulfilment of service (functional) duties as well as study material. 
The dictionary is based on the doctrines, rules, regulations and tools used in the 
CAF and uses the experience of creating professional terminology dictionaries 
and translations of allied publications containing dictionaries. It has been declared 
that this vocabulary will be a working document and that it will be periodically 
updated in the light of developments in the field of military terminology, the needs 
of all users and their suggestions. 


2.3 Czech Military Encyclopedia 
The Czech Military Encyclopedia (CME) become the application 
superstructure and essentially fulfilled the declaration on the periodical updating 


of data from the Military Explanatory Dictionary of Selected Operational Terms 
in 2010 (Internet, 2010). This encyclopedia is developed in the form of an 
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electronic database using an interactive referral system in the form that is 
generally known from the Internet.Its purpose is to provide information to the 
interested and professional public about the importance of current military terms. 
The CME has been built as an extensive and long-term project that anyone 
interested in the theory and practice of military arts can take part in. The aim of 
the CME project is to present the content of military terms used in the field of 
construction and training of armed forces and in military operational practice in 
the professional and general public. 

Individual contributors access the database as editors who are granted the 
appropriate editing permissions by the administrator.The editor's user interface 
includes a basic application interface that is expanded by controls used to edit 
(adding, editing, and deleting CME terms).The editor can create and assign terms 
to dictionaries. These terms can be edited or removed from the encyclopedia.It 
was stated that each term must be included in at least one dictionary.All editing 
operations are subject to permission to access the dictionary by the CME 
administrator.The editor also has the option of viewing or editing content of 
hidden dictionaries that are not accessible to so-called anonymous users. 


2.4 Allied administrative publication AAP-21B 


The CCs devoted very intensively and systematically to the development 
and implementation of terminology in the field of CBRN Defence and chemical 
support and continues to devote itself to it at various levels in the present. At the 
end of 2000 NATO Allied Administrative Publication AAP-21B (NSA, 2000), 
which was covered by STANAG 2367 (NSA, 2006), was launched in NATO.The 
creation of this publication was completed in 1999. The publication contained a 
terminological dictionary of terms in the field of CBRN Defence in NATO.It was 
processed in two parts, in English and French. This publication was cancelled 
without refund on 31 January 2012, creating an imaginary barrier between the 
continuity of the creation and implementation of terms in the area of CBRN 
Defence and chemical support from the Alliance to the CAF environment. 


2.5 Terminology norm of the Chemical Corps NN 30 0101 


The publication AAP-21 (B) was introduced into the CAF environment in 
the form of NN 30 0101 Terminology norm, which the first “post-revolutionary” 
edition was created in 2001 (released in 2002) and the second in 2009. The 
currently valid 2nd edition from 2009 standard of nomenclature lists of terms from 
the scope of CAF CCs and introduces the nomenclature in the area of CBRN 
Defense and chemical support that is used in STANAGs, allied publications and 
other NATO documents. The terminology norm is based on laws, decrees, Czech 
defense standards and NATO standardization agreements and allied publications. 
The terminology norm is intended to define the terms of the non-binding 
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publication Glossary of Chemical, Biological, Radiological and Nuclear Terms 
and Definitions English and French (AAP-21B), which, as stated above, was 
abolished in 2012. For each word (term) its English equivalent is given. The 
preamble to this military regulation states that when using the terminology norm 
it is necessary to take into account that in some other areas of military, industrial 
and civilian life some of the connections may have a different meaning. It is also 
stated that the standard is mandatory for the creation of internal regulations and 
for professional oral and written contacts in the MoD. 


2.6 Allied Administrative publication AAP-15 


In close connection with the administrative publication AAP-06 and the 
abolished AAP-21(B), the Allied Administrative Publication AAP-15 has been 
established in NATO. This publication is a basic standardization document 
containing abbreviations used in NATO documents and publications. The main 
part consists of abbreviations, their broken form in English and French. The 4 
annexes also contain the auxiliary provisions (criteria, basic aids, forms, 
background materials). The AAP-15 preamble states that: “It is a free translation 
of the NATO Allied publication.” For each abbreviation, both the English and 
French versions of the term are abbreviated as indicated in the original 2015 
edition of AAP-15. In the first place, the English version is always listed, italics 
is the second version of the French version, and the third version is Czech version. 
The darker colouring of the text marks all abbreviations based on the French term 
in the whole line and the capital letter F in the brackets below the abbreviation. If 
abbreviations are given in the term, they are left in their original state and their 
meaning is given in the appropriate place in the publication in an alphabetical 
order. The term written in italics in the Czech name is a translation of the French 
original. 


3 Analysis of the Past and Current State in the Field of Chemical Corps 
Terminology 
3.1 Allied Administrative Publication AAP-06 


The AAP-06 Allied Administrative Publication AAP-06 issued in 2017 is 
a living document to some extent. Due to the dynamics of changes in terminology, 
this is certainly welcome. Within the scope of the CAF CCs, therefore, in the area 
to which members of the CAF CCs contribute and in whose charge the 
professional concepts arise or are debated, the situation is very poorly solved not 
only in relation to the number of terms, but also procedurally and professionally. 

When looking for results at work with the abbreviation “CBRN”, which is 
quite typical and unique for the CBRN Defence area in the whole Alliance, only 
3 results have been found, of which two concern collective protection and one 
individual protection. Terminology dictionaries usually does not work with 
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abbreviations, but is not explicitly mentioned in AAP-06. The preamble only 
states that each item in part 2 contains the first preferred term in English, followed 
by a slash, and the equivalent phrase in French on the same line, followed by lines 
below all synonyms and abbreviations. It also contains definitions, notes, 
examples, cross-references to related terms and data, sources, and dates when the 
record has been agreed within NATO. On the basis of this assertion, it is 
reasonable to assume that the abbreviation CBRN denoting the chemical, 
biological, radiological and nuclear names in all variants of the use of such 
adjectives would be stated to have been, for the sake of its unambiguous 
understanding. 

On the other hand, after searching for expressions combining the words 
"chemical, biological", 15 such connections were found, not only in the 
introduction of the main concept, but also in the part dealing with the explanation. 
The complete combination of the term CBRN, thus chemical, biological, 
radiological and nuclear, was found in 11 cases. It must be added that in most 
cases, however, the combination of the full meaning of these phrases is mistaken, 
for example, there is nothing like chemical, biological, radiological and nuclear 
collective protection, possibly a chemical, biological, radiological and nuclear 
environment. 

It is also noteworthy that, as a rule, the complete breakdown of this term in 
conjunction with the meaning word is considered as a preferred term. This is all 
the more striking that the AAP-15 allied administrative publication, which is a 
glossary of established and commonly used abbreviations, introduces this 
abbreviation as the standard. Based on this and all of the above, the terminology 
dictionary AAP-06 can be considered as practically unusable, at least for the 
purpose of working with the concepts of the problem of the CAF CCs and falling 
under the categories of CBRN Defence and chemical support. 

The process of adopting, implementing and specifying the meanings of the 
terms to be included in AAP-06 is very complicated and very incompetent from 
the point of view of its own processors and subject to minimal possibility of 
influencing the proposed definitions. Although I am not able to understand the 
Committee's agenda for the terminology of the CAF, or the Alliance in a detail 
way, I believe that the processes should be set up to help at any stage to improve 
the proposed definition or concept and not just to play the role of “controller”. 
This leads only to the blind signing up to the state assessed and accepted 
terminology at the Alliance level. 


3.2 Military Interpretation Dictionary of Selected Operational Terms 
The Military Interpretation Dictionary of Selected Operational Terms, 
which was completed in 2004 and was issued in early 2005, is essentially due to 


its time of origin. To a large extent, he accepted the terms from the at that time 
valid terminology norm of the CCs. Despite the fact that the effort to incorporate 
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some of the terms from the AAP-06 allied publication is obvious, this has not 
always been done successfully. For the current use, the publication is burdened 
with a significant lack of work with the abbreviation “NBC” and its translation 
into the Czech language. At the time this publication originated, the Alliance was 
so called a crossroads, and the substitution of this abbreviation for today's busy 
CBRN abbreviation was only in the beginning, or better, in its course. This is 
probably the reason why the term “radiological” was translated as nuclear in this 
dictionary. This is evidence of the fact that the Alliance has been working with 
this term at that time, but the CCs members involved in its elaboration, assessment 
and correction did not accept it as meaningfully correct. It should be added that at 
that time radiological weapons were not considered part of the category of 
weapons of mass destruction, which was a reflection of the understanding of 
security threats by strategic documents of the Czech Republic, which were due to 
the period of the dictionary's origin. 

Based on the facts mentioned above, it is really sad that the original 
declaration of the creators of the dictionary has not been fulfilled, that is, it has 
never been revised and thus not updated. To what extent suggestions from users 
of the dictionary were made or not, it is very difficult to trace. But it is rather 
possible to assume that today, when electronic dictionaries and Internet work are 
preferred, such incentives and requirements have not been raised. This does not 
mean, however, that a permanent effort was made to revise the dictionary and 
update it from the main elaborator, the Doctrine Department of the Training 
Command - Military Academy and its predecessors. I believe that the responsible 
officers, thus military expertise’s administrators, would welcome such activity, 
and delegate representatives from the academic community and military practice 
to the working team. 


3.3 Czech Military Encyclopedia 


The Czech Military Encyclopedia started in 2010. Shortly after it was 
created, it was up to March 2012 and included 3021 terms. The main work in this 
period was carried out by members of the Doctrine Department of the 
Headquarters of Training - Military Academy in Vyskov. Given that during this 
period there was one systematic place within the department in the management 
of the CCs, we managed to fulfil the encyclopedia with the basic terms from the 
field of expertise of CCs. In March 2012, it contained only 32 terms, but they 
were merely a copy of the meaning of the nomenclature and the Military 
Explanatory Dictionary of selected operational terms. In practice, this meant that 
all the deficiencies described above had been taken over and, in addition, that 
there were two different explanations with the interpretation of a particular literary 
source. Since the CAF CCs has never achieved a meaningful harmonization of the 
Nomenclature Standard and the Military Explanatory Dictionary of selected 
operational terms, the concepts database in this encyclopedia was unusable. Some 
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meanings were very controversial, some were the same, and some were 
misleading. This reality was made visible by the fact that the terms were presented 
in one place. Based on this assertion, I believe that the elaborator of the database 
functionality and the methods of data fulfilment only tested and did not target the 
negotiation and specification of established terms. 

Approximately in middle 2012, work on filling the database was terminated 
with the failure of a successor who would continue and develop a sustained effort 
to remedy a very dismal situation. At present, there are 2449 terms in the 
encyclopedia, from which the databases under the control of the CCs, thus in the 
dictionary called "CBRN, chemical Corps and CBRN Defence", is only 5. 

I propose to start thinking about the desirability of maximizing the use of 
electronic data work. The CME project allows all users to make suggestions or 
discussions to alter or complement the present terminology base. By making a 
distinction between two basic types of users, anonymous (non-enter user), which 
is anyone who browses the encyclopedia and does not have permission to interfere 
with the creation of the encyclopedia, it can not register without the admin 
password. On the other hand he can send a message the user, the editor, and the 
administrator, will allow the effective fulfilment, management, control and 
editing of data coming across the representatives of the professional community 
of CAF CCs. It should also be noted that the editor (a user with the "editor" 
privilege) creates and classifies glossary terms, edits them, including the contents 
of hidden dictionaries with access permission by the CVE Administrator. The 
Administrator (the user with the role of Administrator) is a System Administrator 
and registers new logged-in users, handles requests sent via the an interactive 
“Send Message” form. A Contributor (a user with a "contributor" allowance) 
granted by the CME Administrator can actively contribute to the discussion and 
view hidden dictionaries by registering with the assigned password. 

I propose that the work that is being carried out in the area of defense 
standardization within the framework of the CAF CCs within the Center of 
Special Purpose of the 314th Center of Warning and Reporting of Weapons of 
Mass Destruction has always been formally connected with the creation of a 
printed version of the nomenclature version from 2018. They should be used as a 
basis for filling in a database of data dictionary called “CBRN, Chemical Corps 
and CBRN Defence” at the same time. The individual roles described in the above 
paragraph could be assigned "ad hoc" or very clearly and thoughtfully, for 
example in connection with the professional activity of the Defense 
Standardization Group of the 314th Center of Warning and Reporting of Weapons 
of Mass Destruction. The editor could then be a member of the CCs Department 
of the NBC Defence Institute of the UoD, which would coordinate the whole 
process and manage the activity of the contributors. 

It is also possible to reverse the process of making terminological norms in 
the coming period to allow the wider professional community to become 
involved. In this case, the role of the editor would be taken over by the Chief of 
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Defensive Standardization Group of the 314th Center of Warning and Reporting 
of Weapons of Mass Destruction. That man which would ensure the linking of the 
creation of the CME database with the Alliance Doctrinal and Terminology Panel 
and contributors would become representatives of the professional community, 
including representatives of the academic community. After the on-line 
discussion to clarify the meanings of the terms and their alignment with NATO 
and EU terminology, the term in its final version would then translate into the 
printed form of the terminology norm, thus into the military regulation. With this 
approach, work on terminology would not be a matter for a narrow group of 
persons, but for a wider circle of representatives of the CAF CCs. 


3.4 Allied administrative publication AAP-21B 


Even though the AAP-21B Alliance Administrative Publication was 
abolished on 31 January 2012, its importance is currently invaluable. It played the 
role of specialized terminology, which was very precisely elaborated within the 
CCs. The concepts agreed in the CCs in the scope of the Alliance's professional 
community have become the basis for the 2009 released Terminology norm. It is 
therefore possible to consider that the removal of the professional terminology 
under the responsibility of the CCs from the alliance publication AAP-06 has been 
carried out with the particular intent, in order to focus the efforts of the 
representatives of the professional public on its field of application. However, 
neither the current or past representatives of the Doctrinal and Terminological 
Panel nor the professional public can agree on the reasons and circumstances for 
which the AAP-21(B) publication was abolished. If the terminology developed 
by the CCs gesture of the cancelled publication AAP-21 (B) is immediately or in 
"packs" but in a relatively short period of time transferred to the AAP-06 widely 
focused publication, I would be convinced that to go about clarifying the 
terminology within the professional community. However, since the process of 
making AAP-06 is lengthy and often takes on old-fashioned terms but with 
misinterpretations and, in addition, procedurally very difficult and problematic to 
change, the Alliance's actions cannot be explained rationally. 


3.5 Terminology norm of the Chemical Corps NN 30 0101 


The Terminology norm of the CCs is a military regulation, which is 
currently being processed in the form of 3rd Edition under the responsibility of 
the NBC Defence Institute of the UoD and the Defensive Standardization Group 
of the Special Purpose Center of the 314th Center of Warning and Reporting of 
Weapons of Mass Destruction. During its elaboration, it was stipulated that the 
authors should fully understand the meaning of terminology as such and 
understand it in accordance with the definition perception introduced in Chapter 
1. In practice, this means that it has been dropped from the explanations that have 
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been common practice in the past. Definitions of terms have been reworked into 
one-sentence communication. The overall concept of creation was set in such a 
way that general terms were deleted, which had no direct connection with the CAF 
CCs and were rather terms falling within general chemical disciplines. The 
philosophy of this thinking was thus guided by the fact that standard elaborators 
cannot appropriate the ability to better define a generic term than is stated in the 
classical literature. Thus, this solution was abandoned by simply describing the 
terminological apparatus, with the reader, if necessary, tracing it in primary 
literary and professional sources. 

All terms that were part of the 2nd edition of the military regulation of the 
Terminology norm of the CCs (signature NN 30 0101), which was released in 
2009, were assessed in the preparatory phase of the standard. In accordance with 
the established concept, it was subsequently prepared a draft of terms that fall into 
the category of general chemical disciplines and after discussion in the processing 
group were removed. In the next phase, all STANAGs and allied publications that 
are standardized in the CCs were reviewed. The terms that emerged and were 
defined were further identified in the allied publication AAP-06. If they were 
already part of this publication, they were only validated from the point of view 
of factual accuracy and taken over, and if they were found to be inconsistent in 
their wording, they were newly defined. 

Since the terminology is intended to define concepts taken from the allied 
publication "CBRN Doctrine and the Lexicon Panel" terminology, the terms used 
by the processor group were considered to be harmonized within the relevant 
panel and were inserted without significant changes after the translation. In the 
process of customization, the rule has also been created that each password is 
given its English equivalent. If more terms are acceptable for one term in Czech 
or English, the preferred term is the first and the other possible terms are followed 
in brackets. 

Throughout the process of standard processing, deficiencies in English 
equivalents have been continually eliminated. A typical example of imperfect 
translations made in the past was the noun "survey", which may be translated as 
“exploration”, but not as a survey of a military understanding of the meaning of 
that term, that is, in our case of radiation and chemical reconnaissance, or “the 
public opinion’. For all the terms that are linked in allied publications with the 
abbreviation “CBRN”, the variation of the translation was carefully considered. 
This approach respected the classic thinking of military chemists and minimized 
the often thoughtless introduction of the abbreviation in allied documents in an 
effort to apply its most versatile application. 


Conclusion 


The problems of acceptance, standardization and implementation of 
terminology from the scope of the CAF CCs has long and it can be said a relatively 
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successful tradition. Nevertheless, it is necessary to state that not all the 
possibilities associated with the use of computer technology and data sharing are 
used in full and for the benefit of the entire professional and user community. 
These solutions, which should lead to the improvement of the current state of 
terminology of the CAF CCs, will be further elaborated in the form of particular 
activities aiming at a unified understanding of the terms both at the Alliance level 
and at the CAF level. It turns out that enforcing perpetually correct and 
professionally accepted terminology is not an easy task either within the CBRN 
Doctrinal and Terminological Panel or within the work of a working group within 
the CAF Committee for Terminology. However, the promotion of the interests of 
the CAF must be based on a clear presentation of the facts and the continuity of 
the work of all the representatives of the relevant Alliance Committees within the 
CAF. 
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THE EUROPEAN UNION AND THE NATION COUNTRIES, 
THEIR ROLE AT PRESENT, CHALLENGES AND 
OPPORTUNITIES FOR THE FURTHER DECADE 


Petr Roznak! 


ABSTRACT 

Several serious circumstances have led to the writing of this essay: since 2015, the migration 
crisis remains, albeit with varying degrees of intensity, international security, as well as debt 
and institutional and personnel crises are worsening not only in the Eurozone. Probably 
organized migratory wave of war, economic and climate immigrants continue to move across 
the permeable borders of the Schengen area and show how the European Union is fragile and 
helpless. German Chancellor Angela Merkel said there was no upper limit for the number of 
people who would be admitted to escape political persecution in their country. Germany leaves 
the Dublin system inconsistently, runs counter to European cohesion and stops differentiating 
between the immigrant and the refugee. Migration is shared by the EU Member States. Between 
"old" and "new" EU countries, scissors are opened. In addition, in some regions of Europe 
(France, Belgium, Germany, Sweden, the United Kingdom, Spain, Greece) there are closed 
communities where the majority law is not valid. Our current socio-political and economic 
existence is based on a traditional understanding of security. However, the third decade of the 
2Ist century sets a political and military conservative mirror that reflects the image of 
prosperity and security from a different perspective than in previous years. Dramatic 
development has led to the mass migration of the peoples of the African and Asian continent 
and to the division of the European Union, especially as regards the permanent mechanism of 
redistribution of asylum seekers. 


Key words: challenges and perspectives, security system, elections, migrants in terms of 
climate, economy and wars, European cohesion, Dublin system, migrant quotas, social and 
security threats, chaotic horizontal management of society, quality of life, Hubris syndrome. 


Introduction 


Most of the theoretical approaches to assessing the role of the security 
system of the European Union and the nation state settle down and do not go 
beyond national and Union primary law. The mechanism of the functioning of the 
Czech Republic's security system is a complex intertwining of both internal and 
external vertical and horizontal relationships, where there are numbers of friction 
areas and non-negligible security risks. The European Union stands at the 
threshold of the new decade of the 21st century facing new challenges and 
perspectives. It is not good enough to know about the (non) functioning of the 
European Union mechanismand keep silent. The Union, in the Treaty establishing 
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a Constitution for Europe in 2000 (in Article I-8 talking about EU symbols) for 
the first time officially mentions that the motto of its activity is "United in 
diversity". The European Union, in synergy with nation states, will either return 
to its activities in order to meet this motto so that its council will go through some 
changes or it will collapse. Elections to the European Parliament 2019 will take 
place from 23 to 26 May 2019 as the 9th in order since 1979. They are expected 
to be the first elections after the Brexit in the remaining 27 member countries and 
the first challenge for Europeans to introduce the fundamental changes. 


1 The European Union and Nation States, Their Role at Present 
1.1 Democracy is a system of equality and openness to the public space 


Fig.1 Democracy - a system of equality and openness to the public space. 
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How is it with the fragility of the balance of European democracy? The 
European Parliament is democratically legitimized, MEPs are elected. However, 
the rights and duties of this Parliament are restricted (Roznak, 2015, p. 91-103). 
The European Council is indirectly democratically legitimized, as the heads of 
government were elected in the elections in the individual EU Member States. It 
is a paradox; the nations whose power was to be broken had to be institutionally 
equipped with power in the Union. In order to start post-national development and 
to create supranational institutions, national governments had to agree. Only the 
governments of the sovereign democratic states had the right to concede or, 
eventually submit the right of sovereignty to collective interest.For this purpose, 
an organ had to be set up where the democratically legitimized representatives of 
nation states meet and where, according to the rules recognized by national 
parliaments, joint decisions could be made. This institution became the European 
Council. At first, the European Parliament - this representative of the European 
people - was powerless, but with every new EU treaty by which national sovereign 
rights were handed over to the Union, the rights and opportunities of the European 
Parliament grew. The European Commission, however, is quite another cup of 
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tea. The Commission is an institution in which democratic legitimacy is 
completely denied. Commissioners areproposed by the Council of the European 
Union, on the basis of suggestions made by the national governments, and then 
appointed by the European Council after the approval of the European Parliament. 
It can be easily deducted that the triad of European Parliament, European Council 
and European Commision produces a black hole in which what we understand as 
democracy, is disappearing. (Menasse, 2014). The problem of EU remains that as 
far as supranational solutions are concerned, EU has very few competencies and 
"Brussels" is not to be blamed for, but those whom we can vote for: national 
governments. This is the real EU drama: national democracy blocks post-national 
development, post-national development destroys democracy (Menasse, 2014) 


1.2 Theory of international relations and their approach to the security of 
the European Union and national states 
1.2.1 Liberally-idealistic approach 


A liberally-idealistic approach to the European security has two 
fundamental methods: collective security and arms control. The advocate and 
promoter of this method is Karen Mingst. The method puts emphasis on collective 
security, collective defence, hard security and arms control. The Realists school 
advocates claim that it is clear that states are characterized by inbred discordance 
and the main feature of their behaviour is a sustained effort to fulfil their national 
interests. Constructivists say that there are no solid, unchanging, natural structures 
in international security relations. The behaviour of states and other security 
policy actors is not predetermined by any laws of a mechanical nature. 
International security relations depend on the actors' interpretation and are 
therefore socially constructed. 

This is why more or less significant changes of the international security 
environment are occurring. Advocates of the critical theory, besides the question: 
"What is security?" pose also two more questions. 1. "Who and against whom 
issecure in the forthcoming international order?" 2. "Whose security should we 
care about?" Radical theory assesses the organization of international security 
relationsas a result of historical development. Great importance isattributed to the 
economic and social context, which at the same time are considered as 
determinants of security relations. 


1.2.2 Realistic school 


The proponents of the realistic school claim that it is clear that states are 
characterized by inborn discordance and the main feature of their behaviour is 
their continued efforts to fulfil their national interests. There is a clear hierarchy 
of interests: 1. Life, 2. Survival, 3. Conservation of territorial integrity and 4. 
Preservation of political sovereignty. However, the most important is the strength 
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and determination of states to use it to achieve their goals. Significant 
representatives of the realistic school include Robert Cooper who says that being 
good may eventually be bad for the people you serve. Moral goals can also be 
achieved by thinking in terms of strength and keeping it instead of concentrating 
on what you think is morally good. The peace may only exist on the basis of a 
balance of power. The advocate of the theory of balance of power and deterrence 
was J. F. Kennedy. The theory was based on three assumptions: |. The rationality 
of those who decide on behalf of the states 2. No politician is willing to use 
weapons that have such a devastating force 3. A war has always an alternative. 

In this theory he also concludes that the war is not inevitable, rationality is 
essential to ensurea security, and finally, there are viable non-military solutions 
to conflict of interest. The weakness of this realistic security school is that it 
strikes hard not only on the liberally-idealistic approach of the European security. 
Why? Their opponents argue that it cannot be proved that international anarchy 
must have exactly the same consequences as the realists claim. Everyone has to 
agree with the view that the realists and the neo-realists describe international 
security relations in too static and cyclical way and overestimate the importance 
of state preferences. 


1.2.3 Constructivist approach 


There are no fixed, unchanging, natural structures in international security 
relations. The behaviour of states and other security policy actors is not 
predetermined by laws of a mechanical nature. International security relations 
depend on the interpretation of individual actors and are therefore socially 
constructed. This is why more or less significant changes to the international 
security environment are happening. Constructivists declare a safety method 
called 2 + 1. Structures enable mitigations of international tension and expand 
space for non-aggressive behaviour. The states usually act as the security policy 
makers. And then there is something like a security culture. 


1.2.4 Critical theory 


Provides guidance on a strategic action towards an alternative security 
arrangement. It is based on the fact that the existing security arrangement is full 
of inequalities and injustice of global dimension. It has, so to say, an alternative 
world vision up its sleeve. It differs by its "critical approach to the security 
studies". And besides the question: "What is a security?" asks two more 
questions:1. "Who and against whom is secure in the forthcoming international 
order? " 2.""Whose security should we care about?" 


1.2.5 Radical theories 
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They assess the arrangement of international security relations as a result 
of historical development. They attribute a great importance to the economic and 
social context, which at the same time is considered as determinant of security 
relations. 


2 Institutional security of the EU Common Foreign and Security Policy 


The EU Treaty (hereinafter EUT) refers to the institutional aspects of the 
CFSP. The European Council is the CFSP Coordinator of the EU. The European 
Council comprises the heads of state or government of the EU member states, 
along with the President of the European Council and the President of the 
European Commission. While the European Council has _ no 
formal legislative power, it is a strategic (and crisis-solving) body that provides 
the union with general political directions and priorities, and acts as a collective 
presidency. The European Commission remains the sole initiator of legislation, 
but the European Council is able to provide an impetus to guide legislative policy. 

In this composition, the European Council gives the Union the necessary 
impetus for its development and defines its general policy orientations and 
priorities; identifies strategic interests, sets targets and defines common guidelines 
for the Common Foreign and Security Policy, including matters relating to 
defence. 

The European Council adopts the necessary decisions (Article 15 (1) and 
Article 26 (1) TEU). Since the Treaty of Lisbon, the Common Foreign and 
Security Policy has been exercised currently by a high representative and the 
member states using national funds. The Commission is also entitled to address 
questions, recommendations and suggestions to the Council of Ministers to 
convene an extraordinary Council meeting within 48 hours. 

The member States and the EU presidency country may also give an 
impetus to call for a summit. The EU's Council is the main player in the CFSP. 
Foreign Ministers have the task of making the necessary decisions, implementing 
the EU CFSP policy, ensuring its "unity, coherence and the effectiveness of the 
procedures". If the Council is to act by a simple majority, it shall act by a majority 
of its members’ votes. Since Ist November 2014, the qualified majority has been 
defined as at least 72% of the members of the Council representing the Member 
States that form at least 65% of the Union's population. If not all the members of 
the Council participate in the vote, the qualified majority is defined as 55% of the 
members of the Council representing the Member States that form 65% of the 
Union's population. The blocking minority must be formed by at least as many 
members of the Council as representing at least 35% of the population of the 
participating Member States and one more member, otherwise a qualified 
majority is deemed to be achieved. Moreover, abstention from voting is not an 
obstacle to the adoption of a Council resolution calling for unanimity. You will 


122 


be surprised at what the provisions of primary EU law after Lisbon Treaty actually 
mean. 

The Council of the EU is the body that adopts common positions and 
actions for which unanimity must be reached. Exceptions may be made only to 
procedural questions and cases where the EU Council decides to apply a qualified 
majority when voting on individual specific items of the joint action. The Council, 
acting by qualified majority, decide when adopting a resolution that defines an 
action or position of the Union on the basis of a decision of the European Council 
on the Union's strategic interests and objectives. It shall adopt a decision defining 
the action or position of the Union on a proposal from the High Representative of 
the Union for foreign affairs and security policy, or if it adopts a decision to 
implement a decision defining an action or position of the Union (Article 31 
TEU). 

The assistant of the Council is the Political and Security Committee, which 
exercises political supervision and strategic management in crisis management 
operations. It is certainly remarkable that the Council may, for the purpose of a 
crisis management operation and for a period of time as it designates, authorize 
the committee to take appropriate decisions on political supervision and strategic 
management of the operation (Article 38 TEU). The EU Treaty also defines the 
position of the European Parliament in the context of the CFSP. The country EU 
presidency should consult the EP on the main aspects and basic alternatives of the 
CFSP. The EP is to be regularly informed by the Commission and the CFSP 
Council, it has the right to question the Council and make recommendations to it, 
once a year it is obliged to hold a discussion on the achievements of the CFSP 
(Article 7 TEU). 

The EU treaty also touched the complicated issues of administrative and 
operational expenditures. These should be covered by the Union budget. It is also 
possible to reverse the process whereby the Council can decide that the costs of 
operational activities will be borne by the Member States. The expenditures that 
are not covered by the Union budget, will be paid by the Member States according 
to the gross national product key unless the Council decides 
unanimouslyotherwise (Article 41 TEU). The EU Common Foreign and Security 
Policy is controversial and problematic. 

Its final form (CFSP of EU) is called in the professional circles as the "gap 
between expectations and outcomes" and as a contradiction ,,between common 
goals and the capabilities of the EU institutions to implement them." The II, pillar 
is referred to as a "disappointing compromise" or as a document that "has created 
as many questions as it has answered" (from a financial and institutional point of 
view, as well as from the links between individual organizations - the WEU, 
NATO and the EU. 

The "Maastricht compromise" is reflected in the three basic features of the CFSP 
EU: 
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1. The pillar construction itself of the so-called Maastricht temple. This has 
confirmed the separation of those external relations resulting from the EU's 
common trade policy and CFSP. Despite repeated calls to maintain the maximum 
consistency of both activities. 

2. The objectives of CFSP set in general (strengthening democracy, 
protection of values, etc.) without further specification and without details which 
concrete measuresand in which way should be taken in the EU CFSP area. 

3. The EU Treaty on CFSP issues offers too much scope for the states that 
do not want to participate in CFSP actions and attitudes. This weakens the overall 
system's performance. The CFSP of the EU is currently "mixed in character" (on 
one hand the foreign policy of the Czech Republic has not been abolished and, on 
the other hand, beyond the framework of intergovernmental activity). The EU 
Treaty has opened a number of issues towards a common foreign and security 
policy. 

There are number of disputes such as whether the CFSP is 
conceivedefficiently enough, how to approve and implement joint EU CFSP 
actions, how to improve communication with the third parties, how to deal with 
the compatibility of EU and NATO membership (USiak, 2018) and, last but not 
the least, the problem of personification and the funding of CFSP EU27. The 
European Union, thanks to the exclusive (shared and complementary) powers 
entrusted to and assigned to its institutions in treaties (primary EU law), affects 
many areas of our lives. 

The EU has the right to adopt and define rules, and the Member States can 
intervene in these areas only with the Union's authorization. The Maastricht 
Treaty is a breakthrough into Member States' cooperation in the two new areas 1. 
Common Foreign and Security Policy and 2. Cooperation in the field of justice 
and home affairs. A new strategy, the so-called Lisbon, is emerging. This strategy 
concerns mainly relations with the new neighbours. The EU Council may decide 
that certain specific activities under the EU CFSP will not be covered by the 
common budget, even in case it does not concern military and/ordefence actions. 
As far as the military and defence expenditures are concerned, the costs will be 
borne by the EU member states according to the GNP (GDP) key. EU Member 
States may decide otherwise by unanimous vote in the EU Council. 

If any state has made use of the provisions of Article 23 of the EU Treaty... 
such state does not have to participate in the financing of the activity in question 
(Article 28 of the EU Treaty ...). 

Among other things, a new model of vote was adopted so called 
"Constructive Abstention". The new voting option allows the EU Member States 
to oppose the specific activity in the EU CFSP area of the European Union, itis 
called the European Neighbourhood Policy. The goal of this "new" policy is to 
improve the competitiveness of the overall EU economy in the world. EU policy, 
starting with Maastricht, focuses on the issue of anti-discrimination, fight against 
fraud, health and safety at work, taxes, intellectual property, financial services, 
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economic and monetary union, coordination of social security systems for 
migrants, culture, multilingualism and audio-visual, economic and social 
cohesion, justice and home affairs, research, company law, gender equality, EU 
budget and enlargement, social protection, common commercial policy, common 
foreign and security policy, common agricultural policy, education and training, 
employment and healthcare. 


3 Common Security and Defence Policy of the EU 


The Common Security and Defence Policy of the European Union of its 
Member States is an integral part of the Common Foreign and Security Policy. It 
provides the Union with an operational capability that relies on both civilian and 
military resources. The Union may use them for missions outside the Union to 
maintain peace, prevent conflicts and strengthen international security in 
accordance with the principles of the United Nations Charter. 

For the implementation of the CSDP, the EU Member States are making 
civilian and military capabilities available to the Union to contribute to the 
achievement of the objectives defined by the Council, while the Member States 
undertake to gradually improve their military capabilities. (Article 42 EU Treaty). 
The EU Common Security and Defence Policy is subject to special rules and 
procedures. It is defined by the European Council and the Council unanimously 
unless the Treaties specify otherwise. The adoption of legislative acts is excluded. 
The Common Foreign and Security Policy shall be conducted in accordance with 
the Treaties by the High Representative of the Union for Foreign Affairs and 
Security Policy and by the EU Member States. 

Until the Treaty of Lisbon was countersigned, foreign policy, security and 
defence policy was fully in the competence of the EU Member States and the 
Member States also retained an independent supervision of this area. After the 
Treaty of Lisbon, this area is moving slowly but surely elsewhere. Lisbon 
underlines that the Member States actively and unconditionallysupport the 
Union's foreign and security policy in a spirit of loyalty and mutual solidarity, and 
respect the Union's activity in this field (Article 24 (3) TEU). 

It seems that the architects of the former Warsaw Pact could not have 
written it better. The EC decided at the Helsinki summit in 1999 to "create a rapid 
deployment force". It consists of up to 60,000 members of the armed forces. This 
"European rapid deployment unit" can be deployed within 60 days, while at the 
same time this activity cannot be vetoed at EU level. The Member State does not 
vote, but if the decision is adopted, it accepts the fact that the decision binds the 
EU as a whole. At the same time, a Member State that has not voted "has an 
obligation to refrain from any action that might conflict with the Union's action." 
(Article 23 of the EU Treaty ...). 

At the same time only a group of states which, in the sum of their votes 
weighted, account for a maximum of 1/3 of the total votes in the Council can 
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abstain from vote. If this limit is exceeded, then the EU's CFSP decision is not 
adopted and maintained for at least one calendar year (this is not a European 
army). The forces of this rapid deployment are subject to national command. For 
the time being, their role is limited to humanitarian and rescue tasks. It is to 
maintain the peace and fulfil other crisis management challenges - with an 
emphasis on the EU. A major breakthrough for the EU's security and defence 
policy is becoming the next summit in Nice in December 2000. It was when it 
was decided to create a new permanent political and military structure within the 
EC, and then the three new bodies emerge: 


1. Political and Security Committee (PSC) 

2. EU Military Committee (EUMC) 

3. EU Military Staff (EUMS) 

That's how the security system finds itself in the rhomboid of political forces. 


4 The security system in the rhomboid of political forces 


CE 


Security system 
of European Union and 
the Member States 


EP EC/HR CFSPEU 

The European Union and the Nation States (NS) security systems are set up 
between the Council of Europe (CE), the European Parliament (EP), the European 
Commission (EC) and NATO.Quite understandably, there are a variety of 
interests, multi-directional political forces and varied pressures among these 
rhomboid vertices of the security system of European Union and the nation 
member states. The force field is determined generally by the primary law of the 
EU and the NS. (Lisbon Treaty, 2008, 508). In the Lisbon Treaty, Title I, Common 
Provisions, Article 3 states that 1. ,,7he Union’s aim is to promote peace, its values 
and the well-being of its people“2. ,,The Union shall offer its citizens an area of 
freedom, security and justice without internal frontiers, in which the free 
movement of persons is ensured in conjunction with appropriate measures with 
respect to external border controls, asylum, immigration and the prevention and 
combating of crime"(Lisbon Treaty, 2008, 25-26).European Council defines the 
general political direction and priorities of the European Union. European 
Councilnominates and appoints with the agreement of the Presidentof the 
European Commission the High Representative of the Union for Foreign Policy 
and Security Policy (HR/VP CFSP EU). The Union's competence in matters of 
common foreign and security policy covers all areas of foreign policy and all 
questions relating to the security of the Union, including the gradual definition of 
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a common defence policy that could lead to common defence. The Member 
Nation States actively and unreservedly support the Union's foreign and security 
policy in a spirit of loyalty and mutual solidarity, and respect the EU's activity in 
this area. (Lisbon Treaty, 2008, 35-39). If we add NATO and especially the US 
requirements to overall situation, it is clear that the political oppressive 
atmosphere in the EU and the national member states' security rhomboid is simply 
a day-to-day accompanying phenomenon of the functioning mechanism of the 
Union. 


5 Challenges and opportunities for further decade 
5.1 More money for defence 


In the sphere of foreign and security policy, the Union has over the last two 
years managed to do more than it had in the past decades of its existence. Although 
the rise in national defence budgets, on which Washington insist within the North 
Atlantic Alliance, causes widespread indignation in many countries, more money 
for European defence is accepted in a more positive way. Preparations for UK 
leaving the EU create room for the introduction of new instruments of the 
Common European Defence. 2019 will be a time when these tools should be fully 
implemented.When European countries invest in purchasing US systems, 
theWhite House is full of praise of these activities.As soon as Brussels opens a 
debate on "strategic autonomy," there are voices drawing attention to the 
duplication of European defence structures and NATO.? 
With an increase in projects and plans in the coming decade there will be more 
and more discussions about how the European defencecan effectively 
complement NATO. 

Brussels plans to allocate up to € 13 billion (equivalent to CZK 338 billion) 
for joint European defence between 2021 and 2027. The question remains, 
however, whether the money will be distributed only among giant arms producers 
or even among smaller companies. It is necessary to increase the defence budget 
due to new security threats be it anIslamic terrorism or a migration crisis. The 
European Commission's proposal was supported by MEPs in the Committee on 
Industry, Research and Energy (ITRE) at the end of November. The European 
Parliamentis to comment yet. 

"European money, in this case it is EUR 13 billion, will go into the 
research, development and production of cutting-edge security and defence 
technologies. They will help Europe to move towards strategic autonomy." 
Billions of investments are part of the so-called European Defence Fund? set up 


* Stockholm International Institute for Peace Research (2016 data), International Institute of 
Strategic Studies (Military Balance of 2017), European Policy Strategy Center 2017. 

3 European Defense Fund: € 5.5 billion per year to strengthen the EU's defense capabilities. 
European Commission. Press Release. Brussels, 7 June 2017 
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by the European Commission (2017). The governments of the Member States are 
to contribute to the fund and then they can borrow from the fond for their joint 
defence programs. The European Defence Fund has two components: 

1. Research. The research component of the fund already yields results. For 
the first time, the EU will offer grants for cooperative research on 
innovative defence technologies and products, funded fully and directly 
from the EU budget.Projects eligible for EU funding will focus on priority 
areas on which the Member States have previously agreed and which could 
typically include electronics, meta-materials, cryptographic software or 
robotics. Funding will be as follows: € 90 million by the end of 2019, € 500 
million annually after 2020.3 

2. Development and Acquisitions. The Fund creates incentives for Member 

States to co-operate on the joint development and acquisition of defence 
material and technology by the means of co-financing from the EU budget 
and practical support from the Commission’s side.For example, the 
Member States can jointly invest in the development of UAVs or satellite 
communications, or mass-purchase helicopters to reduce costs. Only co- 
operative projects will be eligible, and a certain part of the total budget will 
be earmarked for projects with cross-border participation by small and 
medium-sized enterprises. The EU offers co-financing with the following 
means: 
a total of € 500 million for the years 2019 and 2020 within the framework 
of the specialized defence development program at present. A program with 
an estimated annual budget of € 1 billion will come into force in the period 
after 2020 year. The program will allow the Member States leverage 
financing with an expected fivefold multiplier effect. It could therefore 
generate a total investment in defence capabilities of € 5 billion a year in 
the next decade. (Brichaéek, 2016) 


5.2 Reversing the under-funding trend of the Member States' defence 


One of the commission's proposals is - to abolish the ban - and to allow the 
EU budget and investment of development banks to be used for military research. 
The next step by the European Commission to implement a plan to revitalize 
military research within the EU is to end billions of government cuts in defence 
budgets of the individual member countries.* The adoption of this plan and its 
subsequent implementation is intended to show the United States of America that 
the Union is willing to pay for its own defence. The new initiative is part of a 


3 In 2018, the Commission has proposed a specific EU defence research program with an 
estimated budget of € 500 million, making the EU one of the largest investors in the defence 
industry in Europe. 

4 NATO members are currently 22 EU countries, but only Britain, Estonia, Poland and Greece 
fulfil their commitments and allocate at least 2% of their GDP to their defence. 


128 


wider range of proposals for a resumption of defence cooperation in the EU. The 
Members ofthe European Parliament, in this context, have taken a non-binding 
resolution on strengthening military cooperation between the Member States. 

Another important part is the ending of regulations that do not allow the EU 
budget and individual development banks to invest in military research. The set 
up fund enables the governments of the Member States to contribute to it, on the 
one hand, and to borrow from it on the other hand. The funds embedded in it 
should be available in particular for joint defence programs, including, for 
example, the purchase and development of drones, military helicopters or 
warships. The core of the fund thus consists of two basic € -measures. 

The first one, exclusively serves to promote cooperative research in 
innovative defence technologies such as electronics, materials, and encryption 
software and robotics. 

The second, "€ -bag", is dedicated to the joint purchase of military 
equipment to save to the states their costs. According to the Commission, 
countries could reduce costs by, for example, joint investments (e.g. drones or 
bulk helicopter purchases, etc.). The plan is based on effective funding and 
increased cooperation in the defence sector. However, it is not just the countries 
themselves, it is also important to support small and medium-sized enterprises 
that focus on military defense.° However, the already mentioned abolition of the 
prohibition to support military research from the EU budget and development 
bank investments, which governments must agree across the Union, is a must.For 
example, France and Germany are in agreement in that it is time to allow at least 
part of the EU budget to be used for military research. The budget currently 
includes € 150 billion and the Commission could potentially allocate up to € 3.5 
billion between 2021 and 2027 for these purposes. Many countries must therefore 
settle for an out-of-date military technology, including military aircrafts and 
helicopters. What is most disturbing it is the readiness to immediately deploy 
military technology. "Europe must take care not to shift the under-investment into 
ever-greater technological weaknesses. Unless we do something about it, political 
consequences can be followed by the loss of Union influence in foreign policy," 
said Federico Mogherini, called Madame PECI, the High Representative of the 
Union for Foreign Affairs and Security Policy, in Prague in 2017. Vladimir 
Andrassy, Matus Grega and Pavel Neéas in the scientific monograph "Crisis 
management and simulations" plastically depict the requirements for the training 
and preliminary action of the security community. It is necessary to point out that 


> The European Union must become a security provider. The new fund will support cooperative 
defence research and the joint development of defence capabilities. It will bring about 
fundamental changes for the EU's strategic autonomy and the competitiveness of the European 
defence industry - including many small and medium-sized and medium-sized companies, 
which are the supply chain of theEuropean defencesector. “ Elzbieta Bienkowska, 
Commissioner for the Internal Market, Industry, Enterprise small and medium-sized enterprises 
(2017). 
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this must be a continuous process of generalizing the solution of other crisis 
situations by incorporating them into supporting documents, standards and 
regulations. They emphasize the need to use support tools to increase the 
efficiency and feasibility of preparation and readiness in the coming decade. They 
define simulation support tools that provide information sources for risk 
assessment purposes, complement the model of its possible evolution from a 
security environment point of view, define causes that influence the origin, 
course, and crisis process itself. The authors are in agreement as to the need to use 
programmed algorithms and have crisis scenarios ready, which would enable to 
simulate the proposed measures, respectively solutions aimed to prevent the 
negative effects of a crisis on human life and health, as well as on the environment 
or society.Simulation technologies are a current-time requirement and should be 
fully implemented and integrated into the education and training process of the 
armed forces of the Union’s Nation States as an effective tool to support the 
training of crisis managers. In the coming decade of the 21* century, a broad 
spectrum of threats and risks associated with human activity (unwanted 
consequences of crisis events, emergencies, crises, disasters, accidents) requires 
the creation of new and concrete processes, the definition of individual steps, the 
allocation of resources and enhancing the capability of assigning the forces. 
Security 1s becoming a key term in the issue of risk management, defining their 
nature, as well as minimizing risks ‘consequences. Security is a specific state of 
the system in a concrete time and environmental conditions, influenced by many 
external and internal factors. To ensure the basic tasks, it is absolutely necessary 
to create a compact, complex system with defined capabilities to identify risks, 
identify steps to prevent or eliminate them, ensure readiness, command and 
control. Crisis scenarios seem to be an appropriate tool to keep the security 
system functioning. Of course, in order to prove the link between the practical and 
theoretical experiences of their creators, it is necessary to verify them. To verify 
the proposed crisis scenarios, simulation technology appears to be the right tool 
and platform (Andrassy, Grega, Neéas, 2018). 


5.3. Enhancing the security of European citizens, economic and 
political links 


Greater cooperation on defence spending among the EU Member States has 
strong economic and political justification. It is estimated that the lack of 


cooperation among the Member States in the field of defence and security entails 
costs of between EUR 25 and 100 billion a year.° Since 80% of commissions and 


° EPRS, European Parliament, 2013 


130 


more than 90% of research and technological development takes place at national 
level’, an aggregate purchase may save up to 30% of defence spending a year.® 

This fragmentation in terms of defence also leads to unnecessary 
duplication and affects the capability of deploying defensive forces. There are 178 
different weapon systems in the EU, compared to 30 in the United States. We 
have 17 types of major combat tanks, while the US uses only one.’ For some 
helicopter programs, we have more helicopter types in Europe than governments 
are able to buy 

On Friday, June 9, 2017, the Prime Minister of the Czech Republic 
(Bohuslav Sobotka), the President of the European Commission (Jean-Claud 
Junckers) and the Deputy Secretary-General of NATO (Rose Gottemoeller), 
met in Prague. The main topics of the Prague Conference on Defence and 
Security, DESCOP, in which the author participated, were NATO and EU 
cooperation, the Security Union and border protection. The Czech Prime Minister 
emphasizes (fully aware of the fact that his days in the office are counted) and 
assures the EU and NATO leaders that the Czech Republic supports the 
strengthening of European cooperation in the field of security and defence, as well 
as that an increasing cooperation between the North Atlantic Alliance and The 
European Union is a long-term priority. Mutual cooperation is of key importance 
to maintain a stability in neighbouring regions. 

The second area, as emphasized by the Czech Prime Minister, where this 
cooperation is crucial, are hybrid threats. The Alliance remains a fundamental 
pillar of a common Euro-Atlantic defence architecture, and the Czech Republic is 
ready to fulfil its commitments. The closest objective of the Czech Republic is to 
reach a defence budget of 1.4% of GDP by the 2020 year and Czech soldiers will 
continue to participate in the EU and NATO foreign operations. !° 


5.4 Price for the Brexit 

A hard Brexit would not only significantlyslow the Czech economy. 
According to the newly released the Treasury forecast, that analyses the hard 
Brexit scenario for the first time, Britain's leave from the Union without 
agreement would mean a fall in GDP growth of six to eight tenths of a percentage 
point. If Britain were to leave the Union with an agreement, the domestic economy 
would grow by 2.5 percent this year. In case of the hard Brexit the Czech economy 
would grow by about 1.7 to 1.9% 

Hard Brexit would increase the Czech economy growth by about 1.7 to 1.9 
percent, the Ministry estimates. The departure of the United Kingdom without any 
agreement would probably mean introduction of customs duties and other trade 


7 European Defence Agency, 2014 

8 Munich Safety Report, 2017 

? Munich Safety Report, 2017 

'0 Prague Conference on Defence and Security - DESCOP. https://www.vlada.cz/en/european- 
accounts/content/conference-for-protection-and-protection --- descop-154937 / 
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barriers. Exporters, according to representatives of the Czech market, would lose 
this year 30 billion crowns. The economy would suffer most from a weakening of 
the entire euro zone economy.!'The euro-zone economy is on a weak footing as 
it faces perilous uncertainties in 2019, and this will have further impact on the 
Czech economy. 

It is not clear at this time whether the British want to participate in closer 
defence cooperation in the future, but it is not excluded that this could be the case. 
In this respect, the UK leave is perceived by Germany, France, Italy, Spain and 
Belgium as removing the obstacle to implementing deeper defence co-operation. 
The fund is ,,supposed“to save up to € 100 billion a year after the Brexit.We will 
see whether this is the case. For example, the Slovak Prime Minister (Pellegrini) 
said, some time ago, with regard to the Brexit, that ,,Britain must suffer “. Few 
were so explicit, but this is in fact the EU's basic narrative about the Brexit.! 
Ideology, respectively geopolitics have won over the economy. Well, the 
negotiations about the Brexit were led by the French with the German Deputy, 
and the Belgian representing the EP. 

I bet, Jan Zahradil says that if they were Dutch and Danish, the 
negotiations and the outcome would end otherwise (that's why they were not 
there). The British government has never missed the land trap. The whole matter 
with the Irish border is an ideal tool for complications, the Irish government is 
quite willing to play its part. I would not exclude the fact that in the far future the 
United Kingdom will lose the Northern Ireland (which again embolden the Scots). 
That's the price for the Brexit. (Zahradil, 2016). 

Uncontrolled - the so-called Hard Brexit - will be eventually paid by 
everyone. Brexit may becomea trigger for another economic crisis, especially in 
Europe. According to the German and French governments, sharing resources and 
closer cooperation in the field of defence and military research is the only way to 
build and develop adequate military strength within the EU.Perhaps the biggest 
problem remains, however, when governments in this area prefer their national 
manufacturers. That is why there are 19 different types of infantry combat 
vehicles currently in the EU, while only one is used in the United States. However, 
Brussels estimates that the European Defence Fund will still save between € 25 
billion and € 100 billion a year, as a result of planned bulk purchasing. 


"| Report of the Ministry of Finance to Hard Brexit, Monitor dated February 1, 2019. Released 
by the RTA Monitoring Association. 

2 Narrative - Way of submission. The same event, you can portray the story (verbally, in 
writing, ...) in a different way, 1.e.from the different point of view. The narrator of the story may 
emphasize other aspects of the plot than its predecessor. The cause may be, for example, another 
life experience of the interpreter or attempted manipulation with the listener, etc. The 
interpreters who interpret the same story differentlyin different times are predominantly 
politicians. 
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5.6 Vision about the European Union in the following decades of the 21st 
century 
5.6.1 Vision about the EU of 21st Century 


Brussels's elites will stop building a European superstate against the will of 
their citizens, and the growth in European legislation will cease or at least slow 
down for the first time in history. The Member States will be connected by the 
power-supply lines and the energy sources will be diversified so that we do not 
have to worry about the energy security of the continent. 

The single seat of the European Parliament will become a matter of course. 
The Union will be less dogmatic, less centralized and considerably flexible and 
open. A union that unnecessarily inhibit people, but instead allows them to live 
and work as freely as possible. The EU will present a functional mechanism based 
on the "flexible"and/or "multi-speed" model of Europe, where each state will 
choose whether or not to join a particular area of cooperation. The only exception 
will present the internal market of the twenty-seven, which will be the cornerstone 
of the European Union. The eventual entry of the Czech Republic into the 
Eurozone must be approved or refused by the referendum. The Czech 
Government will negotiate a permanent exemption for the Czech Republic as far 
as adoption of EUR is concerned — it should become an option, not an obligation. 
Free trade zones will support Czech exports. Trade with third countries is an area 
where European integration has advanced the furthest, the foreign trade 
agreements are only negotiated at European level. The European Union has an 
excellent instrument called the Free Trade Agreement. This agreement is always 
concluded between the EU and a particular state, and its advantage is to ensure 
fair and favourable conditions for both parties. In the case of an export-oriented 
Czech economy, this is one of our crucial national interests, free trade creates 
opportunities for entrepreneurs and helps create jobs. 

In recent years the European institutions have become a huge, self-involved 
administrative machinery, requiring more and more power and money. The 
European Parliament has its own museum, a budget for unnecessary self- 
promotion, or more than thirty information offices across Europe. The European 
Commission feeds dozens of agencies and projects.Their effect is nil or 
controversial, but their competencies often duplicate or overlap. By simply cutting 
away unnecessary and totally absurd items or projects in the next decade, the 
European Parliament could save a quarter of its annual operating costs. Brussels 
must learn to save on itself and instead invest where it makes sense - for example, 
to break down the various barriers in the internal market, invest money into the 
energy and transport ,,D.O.L. project ,, interfacing the continent or into the science 
or research. MEPs and several thousands of European Parliament employees stop 
moving to Strasbourg every month for four days. One hour of such a meeting 
costs over half a million euros. Such wastage of public funds is no longer 
justifiable. From the original symbol of post-war reconciliation, Strasbourg 
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became synonymous of absurdity and waste of money. In the next decade, the 
"moving circus" will be terminated. The more so as the Member States will decide 
about the seat of the European Parliament and, above all, France will be forced to 
make the necessary changes.Unnecessary regulation of the EU's internal market 
will cease, such as the Working Time Directive, REACH, the Occupational Safety 
and Health Directive, an environmental policy and the forced support of so-called 
renewable resources - in other words, the loss of trillions of crowns annually will 
stop. 


Conclusion 


The European Union rose from the ashes of two world wars in which about 
80 million people died and was inspired by the vision of Czech King Jiri of 
Podébrady for lasting peace on the European continent.For 73 years, Europeans 
have enjoyed peace, that is, for three generations, which is the longest term in the 
whole history of our continent. One of the main strengths of the Union approach 
is the possibility of a combination of soft and hard power. In addition to security 
and defence tools, the European Union (EU) also has diplomacy, economic 
sanctions, development cooperation, and trade. Everything is focused on conflict 
prevention. The European Union further supports peace, inclusive growth, human 
rights, the rule of law, but also the protection of the environment at home country 
and beyond its borders.This integrated approach is a prerequisite for sustainable 
security. It is becoming increasingly clear that the problems of the European 
Union are not caused by some self-interest of national states, because people in 
individual countries do not understand the "great idea of integration." Problems, 
on the contrary, are often caused by an absurd bureaucratic integration at all costs. 
Neither the nation states, the Visegrad countries nor the idea of co-operation of 
Europe states or the idea of integration itself is wrong, but the extremely bad 
implementation and ideology of integration. It reminds in many ways of the 
unsuccessful attempt to implement the moral code of the builder of communism 
in the past times. 

International social Brussels engineers have to be stopped. Cooperation 
does not require integration of everything and even of that a member country does 
not wish. What the country wants or does not want, the people who live in it must 
say. Moreover, the mere vision of the EU as a superpower and the strengthening 
of the illusion of its power, as well as the permanent attempts of the United States 
of open or obscure export of democracy on bayonets, the efforts to advance 
NATO troops and shift the strategic military line of ,,the two worlds“ are not the 
guarantee of security of Europe. The European elites, drunk by their previous 
success, facing the British exit, the tsunami of refugees wandering into the Eden 
of Europe, the problems associated with them in the largest founding countries of 
the EU (former colonial countries), are slowly sobering. Today's security threats 
and the risks of Europe have profound causes, based on often inconsiderate 
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decisions and flagrant compromises of political (non) authorities. This applies 
also to the political (non)elites of the Czech Republic. More is at stake today, it 
goes about war or peace, our security and our civilization. 


Bibliography: 


ANDRASSY, V., GREGA, M., NECAS, P. 2018. Crisis management and 
simulations: scientific monograph. Ostrowiec Swietokrzyski : Wyzsza Szkota 
Biznesu i Przedsiebiorczosci w Ostrowcu Swietokrzyskim, 2018. 202 p. ISBN 
978-83-64557-33-0. 

EPRS, European Parliament, 2013 

European Defence Agency, 2014 

European defence fond: 5,5 billion € yearly to strengthen the EU's defence 
capabilities. European Commission. Press Release. Brussels, 7 June 2017 
Treaty of Lisbon: Consolidated text of the Treaty on European Union and the 
Treaty on the Functioning of the European Union, as amended by the Lisbon 
Treaty. Prague: Department for Information on European Affairs of the Office 
of the Government of the Czech Republic, 2008, 508 pp. ISBN 978-808-7041 - 
383. 

MENASSE, R. 2014. The European system: civic anger and European peace, 
or why the gifted democracy must give way to democracy fought. Prague: 
Novela Bohemica, 2014. 100 pp. ISBN 9788087683293. 

Munich report on safety, 2017 

Prague Conference on Defence and Security - DESCOP. 
https://www.vlada.cz/cz/evropske-zalezitosti/aktualne/prazska-konference-k- 
obrane-a-bezpecnosti--- descop-154937/ 

ROZNAK, P. 2015. The mechanisms of the functioning of the European Union: 
In quorum gratiam?. Ostrava: KEY Publishing, 2015, pp. 91-103. ISBN 978-80- 
7418-237-2. 

Stockholm International Institute for Peace Research (2016 data), International 
Institute of Strategic Studies (Military Balance of 2017), European Centre of 
Political Strategy 2017. 

USIAK, J. 2018. Slovakia's perspective on NATO. In Communist and Post- 
Communist Studies, vol. 51, no. 2, 2018. pp. 125- 137. ISSN 0967-067X. 
https://doi.org/10.1016/).postcomstud. 2018.04.004 

ZAHRADIL, J. 2016. Sceptical European. Prague: Konektor, 2016. ISBN 978- 
80-906628-0-3. 

Report of the Ministry of Finance to Hard Brexit, Monitor dated February 1, 
2019. Released by the RTA Monitoring Association. 


135 


THE OBLIGATION NOT TO RECOGNIZE UNLAWFUL 
SITUATIONS AS A PRECONDITION FOR INTERNATIONAL 
SECURITY. THE CASES OF GEORGIA AND UKRAINE 


Piotr Sieniawski' 


ABSTRACT 

The aim of this article is to examine norms prohibiting states from recognizing situations that 
are contrary to international law. If a situation has been created through violation of 
peremptory norms of international law, such as the prohibition of the threat or use of force in 
international relations, all states are bound not to recognize such an illegal situation. This 
prohibition has also been included in the Draft Articles on State Responsibility for 
Internationally Wrongful Acts. Despite the prohibition, some states do recognize unlawful 
situations in pursuit of their own political or economic interests. The article will also outline 
some examples of situations created in breach of international law on the territories of Georgia 
and Ukraine. 


Key words: Recognition. Non-recognition. Abkhazia. South Ossetia. Crimea. 
Introduction 


The term “recognition” is understood in international law as a unilateral act 
by a subject of international law, by which the subject states that certain legal 
situation exists and that it is ready to respect the legal consequences stemming 
therefrom. (Klafkowski, 1976) Thus, the situation which “may have been in 
dispute will not be put into question.” (Frowein, 1987, p. 341) With regard to the 
recognition of states, two approaches can be distinguished in international law. 
First, the constitutive theory, which was applied mostly in the era of classical 
international law, conditioned legal subjectivity of states by recognition granted 
by other states. As L. Oppenheim notes, “[t]hrough recognition only and 
exclusively a State becomes an International Person and a subject of International 
Law.” (Oppenheim, 1912, p. 117) Oppenheim rejected the thesis that a state may 
become a member of the international community (“Family of Nations’) ipso 
facto through the existence of statehood alone, since “[f]or every State that is not 
already, but wants to be, a member, recognition is necessary.” (Ibidem, op. cit.) 
The second approach is the declaratory theory, in which the existence of a state is 
perceived not only as a factual, but also as a legal issue. Through recognition the 
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states acknowledge the existence of a state; it is therefore “merely an acceptance 
by states of an already existing situation.” (Shaw, 2008, p. 446) The declaratory 
theory emphasizes that “the law must take account of the new situation, despite 
its legality” and also that “[t]he criterion must be effectiveness, not legitimacy.” 
(Crawford, 2006, p. 4) 

C. Berezowski attempted to combine the above approaches and claimed 
that recognition had both constitutive and declaratory effect: There are obligations 
arising under international law for the recognizing state (constitutive aspect); 
whilst for the recognized state recognition is significant because it confirms its 
very existence (declaratory aspect). (Berezowski, 1957) Whereas in classical 
international law recognition was considered a discretionary act, nowadays it is 
rather an act regulated by law. (Antonowicz, 2012) There are, however, situations 
which may not be recognized due to the fact that they have been created in breach 
of peremptory norms of international law (ex injuria jus non oritur). 


1 The obligation not to recognize situations contrary to international law 


The obligation not to recognize situations contrary to international law was 
put into practice by the Stimson Doctrine in relation to forceful territorial changes 
carried out by Japan against China. In 1932, Henry L. Stimson, U.S. Secretary 
of State, notified both the Imperial Japanese Government and the Government of 
the Chinese Republic that “the American Government [...] cannot admit the 
legality of any situation de facto nor does it intend to recognize any treaty or 
agreement entered into between those Governments, or agents thereof, which may 
impair the treaty rights of the United States or its citizens in China, including those 
that relate to the sovereignty, the independence or the territorial and 
administrative integrity of the Republic of China, or to the international policy 
relative to China, commonly known as the open door policy [...].” (The Stimson 
Doctrine, 1932) 

After 1945, the prohibition of the threat or use of force in international 
relations, expressed in Article 2(4) of the UN Charter, has been significant for the 
development of the principle of non-recognition of territorial acquisitions 
resulting from the threat or use of force. This principle was later expressed in the 
Declaration on Principles of International Law concerning Friendly Relations 
and Co-operation among States, which stated that “[t]he territory of a State shall 
not be the object of military occupation resulting from the use of force in 
contravention of the provisions of the Charter. The territory of a State shall not be 
the object of acquisition by another State resulting from the threat or use of force. 
No territorial acquisition resulting from the threat or use of force shall be 
recognized as legal.” (Declaration on Principles..., 1970) 

The principle of non-recognition was later emphasized by the UN General 
Assembly Resolution 3314 (XXIX) (Definition of Aggression): “No territorial 
acquisition or special advantage resulting from aggression is or shall be 
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recognized as lawful.” (Resolution 3314, 1974) In 1975, the participating states 
pledged not to recognize territorial acquisitions resulting from a breach of 
international law in the OSCE Final Act. “The participating States will likewise 
refrain from making each other's territory the object of military occupation or 
other direct or indirect measures of force in contravention of international law, or 
the object of acquisition by means of such measures or the threat of them. No such 
occupation or acquisition will be recognized as legal.” (Conference on Security 
and Co-operation in Europe Final Act, 1975, p. 5) 

The prohibition of recognizing unlawful situations created by a breach of 
an obligation arising under a peremptory norm of international law was expressed 
in Article 41(2) of the Draft Articles on Responsibility of States for Internationally 
Wrongful Acts: “No State shall recognize as lawful a situation created by a serious 
breach within the meaning of article 40, nor render aid or assistance in 
maintaining that situation.” (Draft Articles on Responsibility..., 2001) 

The above principle was also acknowledged by international judicial 
bodies. In 1966, the UN General Assembly passed a resolution that terminated the 
mandate of South Africa over Namibia. In 1970, the UN Security Council 
approved a resolution that called upon South Africa to immediately withdraw 
from that territory. In 1971, the International Court of Justice (hereinafter referred 
to as ICJ) delivered an advisory opinion in which it stated that “State Members of 
the United Nations are under obligation to recognize the illegality of South 
Africa’s presence in Namibia and the invalidity of its acts on behalf of or 
concerning Namibia, and to refrain from any acts and in particular any dealings 
with the Government of South Africa implying recognition of the legality of, or 
lending support or assistance to, such presence and administration.” (Legal 
Consequences for States..., 1971) 

In the case concerning East Timor (Portugal v. Australia), judge ad hoc K. 
Skubiszewski stated that “[w]hile recognition of States or Governments is still ‘a 
free act’, it is not so with regard to the irregular acquisition of territory: here the 
discretionary nature of the act has been changed by the rule on the prohibition of 
threat or use of force.” (ICJ East Timor..., 1995, p. 178) 

The topicality of the issue of non-recognition can be demonstrated by the 
fact that in September 2018 Palestine submitted an application to the ICJ starting 
proceedings against the United States. Palestine claimed that the United States 
had breached its obligations stemming from the Vienna Convention on 
Diplomatic Relations by moving its embassy to Jerusalem. Earlier the ICJ in its 
advisory opinion on legal consequences of the construction of a wall on the 
Occupied Palestinian Territory held that “all States are under obligation not to 
recognize the illegal situation resulting from the construction of the wall in the 
Occupied Palestinian Territory, including in and around East Jerusalem. They are 
also under an obligation not to render aid or assistance in maintaining the situation 
created by such construction. It is also for all States, respecting the United Nations 
Charter and international law, to see to it that any impediment, resulting from the 
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construction of the wall, to exercise by the Palestinian people of its self- 
determination is brought to an end.” (Legal Consequences of the Construction..., 
2004, para. 159) 

It is worth mentioning that non-recognition of situations created by a breach 
of international law upholds the certainty of the international system. (Chen, 1951, 
p. 442) If recognition was based purely on the criterion of effectiveness, the 
stability of the international system would be at stake. “The duty of non- 
recognition envisages the nullity of the consequences that a grave violation of 
international law might have regardless of the consequences emerging from such 
a violation.” (Ryngaert & Sobrie, 2011, p. 473) As W. Czaplinski notes, it 
includes the obligation not to enter into international relations with an 
unrecognized subject, including economic relations, the prohibition from 
establishing and maintaining diplomatic relations as well as the obligation not to 
recognize any legal or administrative acts issued by such an unrecognized subject. 
(Czaplinski, 2015) 

In the author’s view, abidance by the principle of non-recognition of 
unlawful situations belongs to basic preconditions for international security. 
There have been cases when an unlawful situation resulting from a breach of 
peremptory norms was referred to by the UN Security Council as a threat to 
international peace and security, e.g. the policies of apartheid and 
“bantustanization” constructed to deprive the native peoples of South Africa of 
their right to self-determination. (UN SC Res. 581, 1986) Another example is the 
creation of the “Turkish Republic of Northern Cyprus” as a result of the use of 
force by Turkey. This act was condemned by the UN SC Resolution 541 (1983), 
which called upon all states not to recognize any Cypriot state other than the 
Republic of Cyprus. Thus, the principle of non-recognition “fulfills [...] an 
important function in the maintenance of the authority of the law.” (Dugard, 1987, 


p. 11) 
2 Secessions of Abkhazia and South Ossetia 


With the decline of the Soviet Union, separatist tendencies started to grow 
not only among its member states, but also within them. In April 1991, Georgia 
unilaterally declared independence from the Soviet Union. This was followed by 
the Abkhaz declaration of independence from Georgia in July 1992. In August 
1992, Georgia sent troops to Abkhazia in order to restore its rule and a violent 
conflict started, which ended as late as in May 1994 when a ceasefire was 
concluded. 

In the case of South Ossetia, the disagreement on its future status led to the 
declaration of sovereignty in September 1990. Subsequently, an armed conflict 
broke out and lasted until June 1992. Following a referendum, which took place 
in January 1992, the South Ossetian parliament issued another declaration of 
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independence in May 1992, which, together with the armed conflict, led to further 
alienation from Georgia. 

Under the rule of President Saakashvili, Georgia attempted to regain 
control of the de facto regimes on its territory. In April 2008, the UN Security 
Council reaffirmed “the commitment of all member states to the sovereignty, 
independence and territorial integrity of Georgia within its internationally 
recognized borders.” (Resolution 1808, 2008) Nevertheless, after the military 
conflict between Russia and Georgia in August 2008 (the so-called five-day war), 
Russia recognized the independence of both Abkhazia and South Ossetia on 26 
August 2008. This was followed by some other states, namely by Nicaragua in 
2008; Venezuela and Nauru in 2009; Vanuatu and Tuvalu in 2011 (revoked their 
recognitions in 2013 and 2014, respectively), and by Syria in 2018. The 
recognition by Russia was justified by making parallels with the case of Kosovo 
and its unilateral declaration of independence in February 2008. The Russian 
President stated that “ignoring Russia’s warnings, western countries rushed to 
recognize Kosovo’s illegal independence from Serbia. We argued consistently 
that it would be impossible, after that, to tell the Abkhazians and Ossetians [...] 
that what was good for the Kosovo Albanians was not good for them. In 
international relations, you cannot have one rule for some and another rule for 
others.” (Medvedev, 2008) 

As of January 2019, Abkhazia and South Ossetia have been recognized only 
by Russia and a few other states that maintain close relations to Russia. In the 
author’s view, it is important to note that Abkhazia and South Ossetia fail to fulfill 
one of the most significant criteria of statehood, 1.e. effectiveness. These entities 
are not effective due to the fact that effective control is exercised by the Russian 
Federation. The Independent Fact Finding Mission stated that Russia’s influence 
in South Ossetia in both internal and external sphere “was systematic, and 
exercised on a permanent basis. Therefore, the de facto Government of South 
Ossetia was not effective on its own.” (IIFFM, 2009, p. 141) Moreover, it is 
estimated that 99 per cent of the South Ossetian budget is subsidized directly by 
the Russian Federation. (ICG, 2010) Although in the case of Abkhazia Russia’s 
influence is less extensive, it remains “to a large extent under control of Moscow.” 
(IIFFM, 2009, p. 142) The vast majority of the international community, including 
international organizations, remains consistent with the policy of non-recognition 
towards Abkhazia and South Ossetia and supports the territorial integrity of 
Georgia within its internationally recognized borders. 


3 Secession of Crimea 
The unilateral declaration of independence of Crimea was issued on 17 
March 2014. On the same day, the Russian Federation recognized the 


independence of Crimea and, one day later, the representatives of Russia and 
Crimea concluded the Agreement on the Accession of the Republic of Crimea to 
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the Russian Federation. The secession of Crimea was illegal under international 
law due to the fact that the Russian Federation violated peremptory norms, 
especially the norm prohibiting the threat or use of force in international relations. 
The process of secession was not the result of internal disintegration processes, 
but rather a cover for an act of aggression by the Russian Federation against 
Ukraine. 

On 27 March 2014, the UN General Assembly adopted Resolution 68/262, 
in which it called upon “all States to desist and refrain from actions aimed at the 
partial or total disruption of the national unity and territorial integrity of Ukraine, 
including any attempts to modify Ukraine’s borders through the threat or use of 
force or other unlawful means.” (Resolution 68/262, 2014) With regard to the 
referendum, which had taken place on 16 March 2014, the UN General Assembly 
emphasized that it had no legal validity and called upon all states, international 
organizations and specialized agencies “not to recognize any alteration of the 
Autonomous Republic of Crimea.” Interestingly, the document does not mention 
the term “annexation” at all. Out of 193 UN member states, 169 participated in 
the voting; 100 member states voted in favor of the Resolution, 11 against” and as 
many as 58 abstained. 

The Parliamentary Assembly of the Council of Europe in its Resolution 
1988 (2014) stated: “Given that neither secessionism, nor integration with the 
Russian Federation, was prevalent on the political agenda of the Crimean 
population, or widely supported, prior to Russian military intervention, the 
Assembly considers that the drive for secession and integration into the Russian 
Federation was instigated and incited by the Russian authorities, under the cover 
of a military intervention.” (Resolution 1988, 2014, para. 15) It further claimed 
that “the outcome of the referendum and the illegal annexation’ [italics—P.S.] of 
Crimea by the Russian Federation therefore have no legal effect and are not 
recognized by the Council of Europe.” (Ibidem, para. 16) The Parliamentary 
Assembly in the further resolution condemned “the violation of Ukrainian 
sovereignty and territorial integrity by the Russian Federation, and considers that 
such a flagrant violation by a Council of Europe member State of its obligations 
and commitments requires a strong signal of disapproval.” (Resolution 1990, 
para. 13) 

The official position of the European Union corresponds with the 
aforementioned UN General Assembly Resolution. The European Council on its 
meeting on 21-22 March 2014 stated that it “does not recognize the illegal 
referendum in Crimea, which is in clear violation of the Ukrainian Constitution. 


* These included Armenia, Belarus, Bolivia, Cuba, Nicaragua, North Korea, Russia, Sudan, 
Syria, Venezuela and Zimbabwe. 

3 Tn this context, the author would like to point out that the term “i//egal annexation”, used not 
only in various official documents, but also by many scholars, is a legal nonsense, since 
annexation itself is an illegal act under contemporary international law. Thus, the attribute 
“illegal” is completely unnecessary here. 
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It strongly condemns the illegal [sic/] annexation of Crimea and Sevastopol to the 
Russian Federation and will not recognize it.” (Conclusions..., 2014, p. 29) The 
condemnation of the situation regarding Crimea found expression in the Council 
of the EU Decision of 23 June 2014 which imposed an embargo on goods 
originating in Crimea or Sevastopol* without a certificate of origin granted by the 
Ukrainian authorities. (Cf. Council Decision 2014/386) Since then, the restrictive 
measures have been gradually extended. 

The International Civil Aviation Organization (hereinafter referred to as 
ICAO), a specialized agency of the United Nations, “still considers Crimea part 
of Ukraine,” (State Aviation Service..., 2014) and, therefore, in the case of an 
aviation accident over the territory of Crimea, Ukraine would be competent to 
institute an inquiry into the circumstances according to Article 26 of the 
Convention on International Civil Aviation. Even though the standpoints of 
international organizations, such as the Council of Europe, EU, ICAO and UN, 
reflect the reluctance to recognize the illegal acquisition of the territory, some 
states, such as Afghanistan, Cuba, Nicaragua, North Korea, Syria and Venezuela, 
have recognized current status quo. Nevertheless, there is no doubt that they have 
done so because of their political or economic interests. 


Conclusion 


With respect to the obligation not to recognize unlawful situations, which 
is considered a customary norm of international law, all states are bound not to 
recognize the current status quo of Crimea, nor the independence of Abkhazia or 
South Ossetia. These territories are regarded under international law as integral 
parts of their respective parent states. The purpose of the norm prohibiting 
recognition of unlawful situations is to stabilize the international system. 

In regard to the legal status of the geopolitical units which unlawfully 
seceded from their parent states and are under effective control of a third state, 
they are considered as occupied territories under international law. This view was 
clearly expressed in the Opinion issued by the Legal Advisory Committee to the 
Minister of Foreign Affairs of the Republic of Poland on the Annexation of the 
Crimean Peninsula to the Russian Federation: “From the standpoint of 
international law, territorial entities created with the support of third states are not 
states, but so-called de facto regimes. If armed force was used or was threatened 
to be used against a state-territorial sovereign, then, under international law, these 
regimes are occupied territories.” (Opinion by the Legal..., 2014, p. 281) The 
above presented viewpoints of the international organizations also reflect a 
negative attitude of the international society towards unlawful territorial changes. 


4 “The import into the Union of goods originating in Crimea or Sevastopol shall be prohibited.” 
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RADICALISATION AND DERADICALISATION OF YOUTH 
SUBCULTURES FROM THE VIEW OF SECURITY 
MANAGEMENT 


Josef Smolik! 


ABSTRACT 

This article focuses on radicalisation and de-radicalisation factors of youth subcultures, often 
playing an important socialisation role. The text describes the individual stages of the 
radicalisation process and the factors affecting both the radicalisation and the de- 
radicalisation process. Youth subcultures are shown as an environment affecting radicalisation 
of youth groups. For that reason the following text will pay attention to definition and 
description of youth subcultures together with options of security management in this area. 
Discussion will list particular measures of police management and other suitable steps leading 
to reduction of radicalisation trends. The article will mainly cover the situation in the Czech 
Republic from 1990s to the present. 


Key words: Radicalisation, de-radicalisation, police management, youth subcultures, security 
Introduction 


Radicalisation trends are currently observed in various social enities, 
groups and individuals. Radicalisation and de-radicalisation trends among youth 
subcultures ave already been observed since early 1990s. Yough subcultures are 
often said to be radicalised, or openly radical. 

Radicalism is usually defined as a political attitude not leading to 
destruction of a democratic political system but staying within its constitutional 
limits, although often close to them. Radical, in various time and space contexts, 
have been parts of the political spectrum (for a discussion about the Czech 
environment see Mare’, 2003, Chmelik, 2001, Danics, 2002, Kupka, Lary§S, 
Smolik, 2009). Stefan Danics also notes that “certain defined radical objectives 
and their assertion may, under certain circumstances, contribute to strengthening 
of the existing democratic system on the one hand, but on the other may also 
strongly destabilise it (Danics, 2003, p. 17). 

Radicalism in politics is a very broad term whose content changes with 
historic and politial circumstances. The same can be said about the process of 
radicalisation (compare Danics, Kamin, 2005, p. 10). 
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Radicals are defined by their specific attitudes, values and opinions, 
rejected by the majority, who try to extend “their view of the world” towards 
larger social groups. This process can be defined with the word radicalisation. 
This process can take place among youth subcultures, the more so as the idealistic 
and radical view of the society generally prevails among the young generation 
naturally. Thus the processes oif rising radicalisation among youth subcultures get 
in the centre of attention of police management. The following text will therefore 
deal with just certain overlaps among three themes, i.e. 1) radicalisation trends 
and manifestations in the local environment 2) youth subcultures, and 3) 
subsequent measures adopted by the Czech police management. This is shown in 
the schematic in figure 1. 


Fig. 1: Research area/theme definition 


SECURITY 
MANAGEMENT 


YOUTH Boal 
SUBCULTURES DE- 
RADICALISATION 


1 Radicalism and radicalisation among youth subcultures? 


Youth subcultures can be defined as subculture types connected with 
specific behaviour of the youth, inclined towards certain value preferences, 
acceptance or rejection of certain standards, or towards a certain lifestyle 
reflecting living conditions (compare Smolik, 2017a, p. 32). A large part of youth 
subcultures are connected with a certain music style (punk rock, free techno, 01 
punk etc.). Manifestations of youth subcultures may also include pathological 
social phenomena, including: 

1) Narcotic abuse (abuse of narcotic and psychotropic substances), 
2) Promiscuous sexual behaviour, 

3) Vandalism, 

4) Aggressiveness, 
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5) Extremism and radicalism (radicalisation process) — facts: establishment 
and support for a movement leading towards suppression of human rights 

and liberties pursuant to § 403 of the Criminal Code, sympathy towards a 

movement leading to suppression of human rights and liberties, § 404 of 

the Criminal Code, encouragement of hatred towards a group of 
individuals or restriction of their rights and liberties pursuant to § 356 of 
the Criminal Code etc. (compare also Smolik, 2017a, p. 43, Sobotkova 

Nielsen, 2014, p. 52-54). 

Radicalism in general can be defined as opposition against the key features 
of liberal democracy, including but not limited to political pluralism and 
constitutional protection of minorities (compare Smolik, 2015). Radicalism also 
often means a specific attitude to politics, the society or problem solution (Mare§, 
2003, p. 43). Radicals can often be found at the brink of the legal and the illegal, 
which allows for their distinction from purely antisocial groups (for example 
terrorist organisations) (Chmelik, 2000, p. 7). 

Stefan Danics also notes that radical attitudes are connected with youth 
and revolt, where radical groups are perceived as attractive and offering certainty 
and feelings of belonging. Another typical feature is also a black-and-white view 
of the world (Danics, 2002, s. 56-57). 

The often mentioned factors attracting an adolescent individual towards 
radical or directly extremist organisations include: negative experience of social 
exclusion, rigid style of upbringing, violence experience in childhood, individual 
acceptance of violence, problematic behaviour in leisure time, education issues, 
orientation towards consumer way of life and the related frustration springing 
from personal social status and uncritical view of oneself (Stefanéik et al., 2013, 
p. 32). 

Also, radicalism contains certain psychological attractiveness, mainly 
springing from the result the substantial change itself (Malik, 2007, p. 194). 

The process leading towards radicalism and adoption of radical attitudes by 
an individual is called radicalisation (Taylor, 2009). The terms radicalisation and 
de-radicalisation are widely used, but their exact definition, the answers to the 
questions what causes radicalisation, , and now to de-radicalise individuals 
considered radical, are difficult in practice (Schmid, 2013). 

Radicalisation can be perceived as a process leading to assertion of views, 
attitudes and ideologies commonly understood as radical, the level of radicalism 
being determined by the social climate in the society and in the given period of 
time. The process of radicalisation can be viewed from the viewpoints of social 
psychology, history, religious studies, political science, security studies, legal 
science (above all in the context of responses to radicalisation) or sociology 
(Smolik, 2017b). 

Alex P. Schmid defines radicalisation as an individual or collective process 
where traditional dialogue fails in the process of political polarisation, 
compromising solutions and mutual tolerance do not exist among political actors 
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and groups with different interests, and confrontation tactics prevail on both sides 
of the conflict. These tactics include either a) application of (non-violent) pressure 
and coercion, b) various forms of political violence different from terrorism, or c) 
violent extremism taking the form of terrorism or war crimes (see Schmid 2011, 
p. 1). 

Another definition of radicalisation is brought forward by Willem Koomen 
and Joop van der Pligt, who see it above all as “development of opinions, 
convictions, ideas in effect leading the individual towards identifying themselves 
with a terrorist act commitment‘ (Koomen, Plight, 2016, p. 5). 

Radicalisation can be seen as a process leading towards increased political 
violence, a transformation in perception of social groups towards strong political 
polarisation and articulation of radical interests and targets within the society. The 
radicalisation process may also grow into open hostility towards certain social 
groups or institution and structures (Danics, 2014, p. 32). 

The process of radicalisation can be identified for different units. The basic 
unit is an individual, or his psyche, leading him towards adoption of non- 
conforming and radical attitudes, rejection of compromises, pluralism of views 
and assertion of confrontations or resolution of controversies by violence focused 
against ideological opponents. The next level is represented by small social 
groups (subcultures). The third level may be represented by a subculture 
perceivable as a specific part of the society/culture. In the Czech environment 
there are for example the subcultures of skinheads, punkers, football hooligans or 
freeteknomusic fans. The fourth level may apply to a transnational dimension in 
the present globalised (and often virtual’) world. 

A large part of radicalisation (and de-radicalisation) models consist of three 
mutually interrelated phases. They are: 


1) Sensitivity phase, 
2) Group membership phase, and 
3) Action phase (compare also Smolik, 2017b). 

The first phase is characterised by sensitivity for radial ideology (radical 
attitudes, opinions etc.), the second phase describes the process in which the 
individual becomes member of a radical group (subculture) to step into the third 
phase, characterised in that the individual is prepared to commit a violent act in 
the name of his group (for example a pyromaniac attack). 

A large part of the subculture adherents however never take the last step 
represented by phase three, which is mainly caused by the fact that radical 
attitudes are just part of the subculture image. Also not all young people tend to 
get radicalised, or identify themselves with particular subcultures. 


? Mechanisms that may significantly affect the process of radicalisation include, inter alia, 
various elements of the virtual environment (blogs, social media, discussion forums, web sites 
etc.). 
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Sociological research by Jakub Holas however suggests that there are 
themes in the Czech society which, in the opinion of the current young generation, 
deserve radical solutions. These include, inter alia, the Romany problem, 
criminality, politicians, corruption and immigrants (Holas, 2013, p. 33). 

The radical organisations most attractive for the youth include 
environmental radicals, squatters and adherents of the Labour Party of Social 
Justice (Holas, 2013, p. 36). 

The factors contributing to radicalisation can be identified by common trends 
among the individual subcultures in the Czech Republic. All these groups: 

1) Subjectively perceive and present certain problems in the society(ies); 

2) Negatively assess behaviour of the current national (and international) 
institutions (including the Police of the Czech Republic, and Ministry of 
the Interior, the intelligence services etc.); 

3) Have their specific group standards and values (often non-democratic or 
non-liberal); 

4) Accept an ideology (in the wide sense) that legitimises violence against 
those who are made responsible for subjectively perceived injustices; 

5) Hold a strong belief in effectiveness of their behaviour (including violent 
attacks) which, in their opinion, will lead to achievement of ideological 
goals (compare Chmelik, 2000). 


2 Security (Police) Management and Youth Subcultures 


Considering the security aspect of the theme, the radicalisation process 
springs from the view of collective identity (including subculture identity) which 
develops transforms under the influence of external and internal development 
trends (compare Kosarova, USiak, 2017). 

Subculture identity may be seen as a social construct, however, these 
constructs are materialised in interpersonal interactions and communication, 
which makes them a value for the community or group and the main defining 
element of “us”. If the identity of “us” is threatened, increased radicalisation may 
result. The influence of media is crucial with regard to radicalisation*, or a 
particular discourse by means of which radicalisation is presented, whether as a 
political awareness or securitisation theme. 

In the security area the subject (the state) claims the right to settle the 
problem by extraordinary means. These extraordinary means may be different, 
depending on the nature of the problem itself (for example public disturbances 
etc.) (compare Smolik, 2017b). 


> Media is another significant source of our attitude formation, value creation and conviction, 
or belief adoption. The role of media gains importance also where the radicalisation 
phenomenon is only connected with a selected group, which may lead to stigmatisation, 
labelling and generalisation. 
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The situations following from radicalisation of subcultures should be 
addressed by security management, which forms an integral part of security 
studies, both theoretical and practical. 

Management with regard to the needs of the state administrative authorities 
and the police corps can be defined as a process of systematic performance of all 
managerial functions (planning, organizing, human resource management, 
leadership and control), necessary for specification and achievement of the 
organisation objectives (Mladkova, Jedinak et al., 2009, p. 17). 

De-radicalisation, repressive and preventive measures already represent an 
activity of police management, which is expected to appropriately respond to 
dynamic social changes in the area of social security. The particular measures 
with regard to police management — like for example education in this area — 
should be related to particular radical manifestations, not to other behaviours of 
youth subcultures. Radical manifestations in the Czech environment in the past 
included for example demonstrations of subculture groups (especially in 1990s), 
concerts, or also risk-bearing football matches. Clashes between subcultures took 
place in the past (especially between punkers and skinheads), including violent 
battles between adherents to the individual subcultures and the police trying to 
calm them down, violence towards minorities etc. 

Youth subcultures were in the centre of attention of police management 
already at the time of establishment of the independent Czech Republic, when the 
police mainly focused on manifestations of political extremism and radicalism. 

Particular measures were précised on the basis of past experience (for 
example particular police interventions, for example applying procedures from 
football matches to interventions against demonstrations at the time of the 
International Currency Fund and World Bank meeting in Prague in 2000). A large 
part of police practice and simulations were based on the need to precise the 
individual police tactics and strategies in situations disturbing public order. 

A particular element worth mentioning, which stemmed from police 
practice, is the establishment of the Anti Conflict Teams (ACT). These teams 
began to be established after the publicly criticised intervention against the 
participants to a techno party (CzechTek) in 2005. On the basis of criticism 
pointing out a lack of communication towards the techno fans and the poorly 
managed police intervention the ACT were established by the individual regional 
managements of the Police of the Czech Republic in the years 2006-2007. These 
Anti Conflict Teams, whose members were trained in communication, 
negotiation, persuasion and other psychological and sociological knowledge, soon 
became an integral parts of police measures in situations when massive 
disturbance of public order threatened. 

Another element, currently at the very beginning of its establishment, is the 
CZ RAN (Radicalisation Awareness Network), which should become part of the 
European Radicalisation Awareness Network. Abroad this network focuses on 
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youth subcultures significantly involved in radicalisation of young Moslems in 
Europe (radical rap and hip-hop). 

Police management should collect practical experience and knowledge of 
radicalisation trends, analyse and apply it. Another important thing is prediction 
of future development in this area. A large part of this knowledge should also be 
included in the individual theories of radicalisation. 

Another area is police education, focusing on work with minorities in the 
Czech Republic. Although this education mainly focuses on national and ethnic 
minorities, it should also focus on radical subcultures, which may often get 
radicalised under the influence of particular criminal acts committed by members 
of these minorities. 


Conclusion 


Radicalisation and de-radicalisation trends have clearly existed in youth 
subcultures since late 1960s. All this is currently multiplied by the virtual 
environment (social media), significantly affecting radicalisation trends. 
Radicalisation trends can be seen as a challenge for the current police 
management and particular measures leading to de-radicalisation (or particular 
preventive measures). Another important thing is the ability to learn from past 
security interventions (particular events, tactics and strategies). 

This brief text attempted at a reflection of the situation in the Czech 
environment, where police management was forced to address particular 
situations connected with clashes with the individual radicalised youth 
subcultures (a typical example being CzechTek 2005). 

Please note that the radicalisation process is a quite complex phenomenon, 
with a recently growing trend in Europe (especially in connection with the 
radicalised Moslem youth). Radicalisation can be defined as a multi-dimensional 
(on the level of individual and social groups) and a considerably heterogeneous 
problem. 
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THE STRATEGY FOR STATE SECURITY IN FAVOUR OF 
LOCAL COMMUNITIES 


Marek Stefanski! 


ABSTRACT 

The article presents an analysis referring to the problem of security in local communities with 
consideration of a strategy for State security. The strategy for State security becomes more and 
more important in social life, and it refers to national security, including local communities. 
The methodological assumptions of the article refer to the main research question: how does 
the State affect development of security in local communities? The research methods applied in 
the study are: critical analysis of literature and legal acts, reasoning, synthesis and deduction. 
The main research hypothesis refers to the supposition that the State provides local 
communities with opportunities of developing their sense of security. The research aim is to 
prove that the State is interested in development of security in local communities. 


Key words: security, strategy for security, local community 
Introduction 


Considering their social and state mission, government and self- 
government entities deal with security in a broad understanding of this notion. 
Developing the sense of security in local communities particularly activates civil 
attitudes in the State, and such attitudes contribute to improvement in the quality 
of individuals’ life. Also, associations and foundations which declare activities 
undertaken in favour of public security and order in their statuses contribute not 
only to democratisation of social life but also to formation of the civil State. 

Development of security comes as a task for the State — that is namely: 
government, self-government and non-government entities, particular 
associations and foundations which deal with national defence because it is their 
statutory responsibility. Security of a democratic State is formed on the basis of 
trust between the government and citizens, whereas security of citizens in local 
communities allows them to live without the sense of fear. 


1 The strategy for State security in relation to local communities 


The notion of a local community can be considered in the analysis of 
interpersonal relations, internal social and demographic features, behaviour 
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patterns, occupational groups, living standards, social ties, infrastructure. 
(Serafin, Parszowski, 2011) When viewed from a sociological perspective, local 
communities come as_ separate territories where social relations and 
interdependencies can be observed: Local communities are the centres of our 
everyday life (...) in which spatial concentration fosters social relations among 
people on regular daily basis. Some specific local ties are developed in local 
communities in the fastest way, based on spatial closeness and under the 
conditions of close residence. A good example can be a municipality which 
includes all the elements of the functioning of a local community. (Rybicki, 1972) 

The State should actively participate in international operations 
contributing to global, regional, national, local and individual security. It should 
also support international organisations which contribute to the maintenance of 
security and peace. Developed by the State, systemic strategies for security 
directly and indirectly contribute to security in local communities. In Poland, there 
are various strategies for security developed, including strategies for State 
development. (The White Book on the National Security of the Republic of 
Poland, 2013) One of them is The Strategy for the Development of the National 
Security System of the Republic of Poland 2022. (The Resolution no. 67, 2013) 
Generally, the national security system can be defined as all forces, means and 
resources dedicated by the State for the implementation of tasks in the field of 
security. (The Resolution no. 67, 2013) 

The above-mentioned document precisely determines the strategy for the 
development of the national security system of the Republic of Poland with other 
integrated strategies for State development. The strategy for security includes, 
first of all, the following basic objectives: 


1. Development of stable international environment for security in its global 
and regional dimensions; 
2. Improvement in the defence capabilities of the State; 
3. Development of resistance against threats to national security; 
4. Increased integration of public policies with the security policy; 
5. Development of conditions required for the integrated system of national 
security. (The Resolution no. 67, 2013) 
Other elements of the integrated strategy for State development are: 
1. The strategy for innovation and economic efficiency; 
The strategy for human capital development; 
The strategy for transport development; 
Energy security and environment; 
The efficient State; 
The strategy for social capital development; 
The national strategy for regional development; 
The strategy for sustainable development of rural areas, agriculture and 
fishing. (The Resolution no. 67, 2013) 


So a ee 
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Social perception of national security becomes a highly significant 
question. Preventive actions under the community policing, patriotic and civil 
attitudes require more cooperation in favour of security in local communities. 
Citizens’ high trust toward the State structures is indispensable for development 
of democracy and civil attitudes. Therefore, cooperation and openness of the 
society is necessary, along with the increased significance of the role performed 
by local communities in development of their space. Social communication 
should be of better quality and it should be improved with regard to the question 
of security in local communities. The social approval of closer cooperation with 
government and self-government entities should become one of the priorities in 
the social policy of the State. 

Development of social capital must involve a high level of active 
citizenship because it is only then that the development of the common national 
identity and security culture will be possible. The civil response to threats in 
critical infrastructure, crime, social dysfunctions especially those taking place in 
local communities, should become a concern of every individual. 

Most Polish people consider Poland to be a safe country, considering its 
internal and international dimensions. (The Resolution no. 67, 2013) The current 
situation requires permanent active citizenship in preventive operations 
undertaken in the field of defence, patriotic and civil education. The National 
Reserve Forces are a new form of military service. The formation comes as an 
offer of the Armed Forces of the Republic of Poland provided to reservists who 
are given an opportunity of combining their military service with civilian work. 
Furthermore, working in the National Reserve Forces allows them to provide aid 
and help to people during natural disasters (floods, fires, environmental 
contamination), to participate in rescue operations to save human life and health 
and to participate in stabilisation missions abroad. Associations and foundations 
whose statutory tasks involve training, defence and internal security take an 
important part in development of patriotic and civil attitudes. Formed at some 
secondary schools, classes of military profiles also contribute to development of 
patriotic and civil attitudes. The above-mentioned operations directly or indirectly 
contribute to dissemination of knowledge and skills referring to civil 
responsibilities in the field of defence in local communities. 

Another highly significant aspect is staying in permanent touch with 
combatants, veterans of foreign missions, ex-soldiers and former officers of other 
services at the Ministry of Internal Affairs and Administration, who can still 
provide their service and professional experience directly to the society. The State 
should be interested in supporting defence education in some specifically 
determined fields. The cooperation of the Armed Forces of the Republic of Poland 
with non-government organisations responsible for education in the field of 
security and national defence should be increased. Entering formal agreements on 
cooperation or partnership in the field of security more frequently than it can be 
currently observed could contribute to providing systemic solutions in the field of 
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defence. Any systemic solutions and social initiatives in the field of national 
defence are highly desirable. To sum up, it can be stated that development of 
social capital in favour of defence and security is difficult to overestimate. 

Government administration and bodies of territorial self-government 
should support civil activities undertaken under the initiatives for national defence 
and security at the local level. Moreover, specific dispositional groups should 
cooperate according to their competences and act in favour of improvement in the 
quality of local communities’ life. 

Sometimes, crisis requires not only the mobilisation of services which are 
directly involved into specific activities but also social support. (The Resolution 
no. 67, 2013) 

The problems of social exclusion, unemployment, poverty and social 
stratification should activate people to pursue a higher level of social cohesion in 
all the aspects of social life, especially in local communities. Another social 
problem is the lack of synergy among entities responsible for the response in the 
areas where social exclusion is still a threat. 

Social polarisation, permanent unemployment, poverty, the threat of social 
exclusion require consolidation of entities responsible for State security. Families 
threatened by social exclusion are in the centre of the attention of social workers, 
constables, probation officers, guidance counsellors, school psychologists and 
family assistants who should cooperate. Competences, tasks and rights of 
particular institutions such as the Police, Municipal Centres of Social Welfare, 
Probation Officers, education institutions are different, nevertheless their 
cooperation modelled on interdisciplinary teams seems to be well-justified by 
social reasons. A number of family tragedies occur because of the lack of proper 
knowledge about what really happens in families threatened by social exclusion. 
Most often, pathology in the family is known to its closest surroundings and 
institutional representatives are not always informed about it. Therefore, activities 
undertaken by local communities in favour of development of security is difficult 
to overestimate. So far, the systemic solutions to problems related to social 
pathology have proved to be insufficient (more and more often, we are informed 
about tragedies in families where children are victimised). Hence, the synergy of 
entities responsible for the monitoring of threats related to social exclusion in 
local communities seems necessary. 

Human and social capital is a factor which not only determines economic 
growth and State efficiency but also releases social forces which activate 
creativity in the civil society. The State is largely responsible for development of 
the sense of security in local communities. Furthermore, a modern and innovative 
system of sustainable development of the State, including public and higher 
education, considerably affects the improvement in the quality of individuals’ 
life. The quality of social life is affected by entities which are directly responsible 
for public order and security, provided that they operate in a professional way. 
(The Strategy for the National Security of the Republic of Poland, 2014) 
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Therefore, such entities as the Police, Municipal Guard, Border Guard, State Fire 
Service and territorial self-government should be even more engaged into 
cooperation with the society in favour of security in local communities. 

The priority is to provide partnership involving local communities, the 
Police and citizens. Such partnership requires efficient development of e- 
government, implementation of the transparency of decision-making procedures, 
which take place at the local level, participation of citizens in the decision-making 
process at the local level, initiation and support provided to local practice of 
community policing (referring to the experience of other countries). Proper 
conditions will be provided in order to develop mechanisms which involve citizens 
into making decisions about their communities, such as public consultations, local 
resolution-making initiatives, democratic public debates, referendums and others. 
Furthermore, local networks of social communication will be developed (local 
press, local websites and others). (The Strategy for the National Security of the 
Republic of Poland, 2014) Local initiatives prove to be very significant with 
regard to the internal integration of the closest environment. The above-mentioned 
facts indicate that the active social policy requires involvement of local 
communities. In order to achieve that, it is necessary to develop and to form social 
services of high quality and to develop the sector of non-government 
organisations. The policy of social integration largely depends on civil initiatives, 
civil dialogues and social participation. Such conditions are favourable for 
dynamic development of social services leading to integration. An important task 
refers to development of the sense of social security which is related to the level 
and quality of health care services (including emergency medical service), social 
welfare services and social insurance (the system of disablement and retirement 
pensions). (The Strategy for the National Security of the Republic of Poland, 
2014) All the social activities require involvement of numerous entities, therefore 
it is also intended to intensify solutions fostering improvement in the 
infrastructure of internal security, enhancement of the functioning of the judicial 
system, the Police, the information system of warning against threats and to 
provide properly trained staff (...). The achievement of tasks in the field of 
national security should include all the structures of the State, starting with the 
self-government bodies which are largely responsible for defence and State 
security. The model of the common system for the protection of citizens should 
be based on the principle of the territorial system primacy. It implies decision- 
making independence at the particular levels of the territorial division and 
limitation to the possibility of directive interference of the superior authorities, 
until they assume the responsibility for the decisions which are made (during the 
crisis). It is also advisable to assume the principle referring to the participation of 
citizens, members of local or regional communities in the operations related to 
crisis overcoming. (The Strategy for the National Security of the Republic of 
Poland, 2014) Furthermore, the document states that while cooperating with local 
communities, it is advisable to develop efficient local systems of security and to 
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support activities undertaken in favour of improvement in local security - 
particularly the activities which are aimed at the elimination of common crime 
which is the most vexatious for citizens. 

In order to eliminate and to prevent crime and any other threats to the security of 
citizens, cooperation with public services of the neighbouring countries and 
relevant international organisations will be developed. (The Strategy for the 
National Security of the Republic of Poland, 2014) 


2 Operations undertaken by the Police in favour of family security 


The Police is statutorily responsible for public order and security, fight 
against crime related to domestic violence which is highly oppressive and difficult 
to detect. (The Police Act, 1990) 

Domestic violence is a social problem and it requires more decisive actions 
to be undertaken not only by institutions dealing with such problems. The 
Resolution of the Council of Ministers on the Blue Card procedures and 
specimens of the Blue Card forms defines domestic violence as an intentional act 
or repeated intentional acts or cases of negligence which infringe personal rights 
of family members and other people who share their place of residence or 
household, especially acts which come as threats to their life and health or as 
violation of their dignity, bodily integrity, freedom (including sexual freedom) or 
which can damage their physical and mental health and can result in sufferance 
and non-material harm in people affected by domestic violence. (The Ordinance 
of the Council of Ministers, 2011) 

Constables are responsible for providing the Blue Card documentation after 
each reported case of domestic violence, based on community interviews, official 
information obtained from preventive services or reports submitted by other 
people. 

Considering the problem of domestic violence in families, it is possible to 
distinguish at least four aspects that can be applied in the analysis of people 
exposed to the threat of social exclusion: 

1. Legal aspect — when physical, mental, economic or moral maltreatment of 
family members or other people who are permanently or temporarily 
dependant on the offender is involved, including juveniles or vulnerable 
people; when personal and human dignity is violated and victims of the 
crime are humiliated. (The Act of 6th June 1997, 1997) 

2. Moral aspect — because acts of violence involve harm done to weaker 
people, pain and sufferance inflicted on them. Such behaviour must face 
condemnation of the closest environment. The ethical evaluation of such 
behaviour in the family should stop offenders. Distant relatives should 
strongly respond to the first signals of domestic violence. Witnesses should 
be strongly motivated to help victims of domestic violence. 
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3. Psychological aspect — in a situation when sufferance and helplessness of 
victims are involved at various stages of domestic violence. Psychological 
support provided to families suffering from domestic violence is sometimes 
a decisive factor in solving the problem. Understanding psychological 
aspects of aggressive behaviour might be useful in helping victims of 
domestic violence and in assuming a proper attitude towards aggressors. 
Being given psychological support, victims have good chances to avoid the 
threat of social exclusion. 

4. Social aspect — when the principles of social and family life are violated, it 
becomes a problem of the closest environment. In such circumstances, 
domestic violence becomes a social problem which requires a solution 
which would defend victims. Government, non-government and self- 
government entities should also cooperate in favour of victims of domestic 
violence. (Janicki, 1995) 

Legal actions undertaken by interdisciplinary teams _ including 
representatives of the following entities: organisational units of social assistance, 
municipal committees for solving problems related to alcohol addiction, the 
Police, education institutions, health care, non-government organisations, 
probation officers are insufficient. The functioning of an interdisciplinary team is 
based on agreements entered by commune administrators, town or city majors and 
entities included into the teams. The tasks and competences of interdisciplinary 
teams are quite extensive and therefore, they are able to form working groups 
which directly deal with problems related to domestic violence in reference to 
individual victims’ cases. (The Act of 10th June 2010, 2010) 

Preventive actions should be intensified, along with the synergy of 
activities undertaken by entities which directly or indirectly deal with problems 
of domestic violence. The State should be more creative in its actions undertaken 
in order to decrease the number of domestic violence victims. Also, more empathy 
shown to victims by their closest environment in response to acts of domestic 
violence could prevent numerous tragedies taking place in families. 

Another social problem is juvenile delinquency. Despite a decreasing 
number of criminal offences committed by young people, the situation is still 
dissatisfying. Moreover, it should be noticed that Poland is considered as the 
country where the number of unreported crimes is the highest in the European 
Union. The total number of reported crimes as well as the number of criminal 
offences committed by young people has been decreasing. Nevertheless, more 
attention should be paid to criminal prevention which may contribute to 
improvement in security. It is highly significant for security in local communities. 


Conclusions 


Public security and order is based on efficient operation of the State in the 
field of crime detection, which directly or indirectly affects the sense of security 
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in local communities. The State should inspire civil attitudes which will positively 
affect not only the interests of members of local communities but also the interests 
of the State. 

The main hypothesis of the article has been positively verified because the 
State provides its support to local communities in development of their security. 

Common security and public order in local communities come as the tasks 
not only for the State but also for all the entities which are responsible for 
prevention of threats related to common crime, domestic violence, juvenile 
delinquency or human trafficking. (The Strategy for the National Security of the 
Republic of Poland, 2014) 
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SELECTED ASPECTS OF NONVERBAL COMMUNICATION 
IN EDUCATIONAL PROCESS 


Byetislav Stépanek! - Pavel Otiisal 


ABSTRACT 

Some selected aspects of educational process are solved in the article. The issues studied in this 
article are based on the brief characteristics of the basic relationships between senders and 
recipients and the perceptions of gesture and mimics. The article tries to give a balanced view 
of the issue of non-verbal communication not only from its positive but also from the negative 
side. 


Key words: Aspects, nonverbal communication, educational process. 
Introduction 


Information sharing is based not only on verbal (spoken and written) 
communication, but also on nonverbal communication. It is clear, however, that 
between these two types of communication is not possible to make the line, this 
means that it is not possible to separate one from the other. In a situation where a 
teacher and pupil, and, where appropriate, the group of students communicate 
directly, so always applies to verbal and nonverbal communication. In the case of 
the mutual verbal communication is two-way, to pay attention to what is 
communicated. In the course of this process the participants are influenced by not 
only the content of information communication, but also how this or that, what is 
presented in attitude, or gestures. For signs of these aspects of interpersonal 
communication people are sensitive differently, which makes us all unique. 


1 Nonverbal communication in education 


The topic treated in this article can be evidenced by citing Grecmanova 
(Grecmanova, 2006, p. 36), which stated that: In preparation of teachers should 
not miss mastering the communication skills. It is desirable to acquire verbal and 
nonverbal types of communication.” These skills are of course very necessary and 
often underrated. Let this serve as a motto for this article, although Pricha 
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(Pricha, 2008) and Urbanovska (Urbanovska, 2006) stress that nonverbal 
communication is evolutionarily older than verbal communication. 


1.1 Basic concepts of communication 


The basic concepts of communication will be presented on a simple model 
relationship “the consignor” - “the consignee’”’, as indicated in the introduction. 
Basic plot of interpersonal communication in education is to all familiar. 

For simplification the teacher will be placed as a consignor and the pupil or 
a group of pupils as a consignee and yet, parts of the consignor and the consignee 
may be interchanged in education under certain circumstances and in certain 
forms of teaching. 

On the one hand, there is the consignor wanting to target group of 
beneficiaries to enrich and increase their level of knowledge. The consignor 
encodes its communication to the recipient using known characters - reports. On 
the other hand, the beneficiary (consignee) must decrypt or decode this message. 
If the recipient (consignor) subsequently wants to send a message of the original 
information to the sender (consignor), both natural is changing. The beneficiary 
cannot express his position or opinion immediately, but with a certain time delay, 
which significantly affects his nonverbal communication (Balik, 1999; Plaminek, 
2012). 

The nonverbal communication should be interpreted as a summary of 
messages without words that are knowingly or unknowingly transmitted through 
a man to a person or people. The term of nonverbal communication is often found 
in literature, which is a synonym for the above concept. Nonverbal 
communication is used by the sender to express feelings that the beneficiary 
accepts by several sensory organs. Nonverbal communication is a permanent 
component of communication and is always to be understood in the context of the 
communication situation (Altrichterova, 1997; Blazek, 2011; Hajkova, 2011). 

Gesture and mime are two of the major groups of nonverbal expressions. 
The term of gesture defined Kohoutek (Pages ABZ, 2014) as: “The hand 
movements that complement or, to a certain extent, replace the words, speech, 
discourse.” The same source defines the mime as: “accompanying speech by 
movements, gestures, facial expressions without using words.” Gesture and mime 
are those falling within kinezika (the study of body movements in social 
communication). Thiele (Thiele, 2010) states that kinezika is the applied 
psychology of body and expression, and that deals with the description and an 
explanation that people send signals through body language. From general 
concept of school didactics implies, that kinezika focuses on locomotor activity 
of the consignor and the consignee and locomotor coordination groups of senders 
and recipients. 

In literature can be found relatively large quantities of different 
explanations and definitions of terms gesture and mime. In applied sphere these 
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terms are turned, for example, by Nekvapilova (Nekvapilova, 2003), which puts 
into context gestures to facial expressions, these are mostly frequently 
accompanied by hand movements - body language and mime puts in in connection 
with the face, considering it as the mirror of communication. So understands the 
importance of gesture Tegze (Tegze, 2003), who considers the gesture mainly 
expressed with our hands. He deals gestures in connection with head and leg 
movements, and their individual parts - facial muscles. In the school practice 
explains the term gesture ValiSova (ValiSova 2007; ValiSova 2010), which states, 
that it's possible the man very well indicate by the movements, expressions and 
attitude. Blazkova deals with medical aspects of expression (Blazkova, 2014, p. 
5-7), which states that: “By timely immobilization of right parts of the body you 
won't lose the mime, but where you don’t want, no wrinkles arise.” 


1.2 The importance of nonverbal communication in interpersonal 
communication 


Nonverbal communication, in other words, is also speech without using 
words, in which the body movement, gestures, facial expression, body position 
and other means of expression are linked to meaningful communication. 
According to Kalhous (Kalhous, 2002), nonverbal communication is 
irreplaceable everywhere, also in school environment. Petrufova (Petrufova, 
2004) lets know, the study of the terms of sender is very necessary, to the present 
time about a million of signals were described, they were during communication 
transmitted. The importance of nonverbal communication could lead to a quote, 
used by Heilmannova (Heilmannova, 2013, p. 30) in the summary. This author 
wrote: “The communication by the body is possible.” 

In accordance with Krivohlavy (Krivohlavy, 2008) the consignor and the 
consignee, they communicate without words not only by face expression, moving 
away, touch, position, movements, gestures, tone of voice, its pace and other 
paralinguistic speeches, by their appearance or donation items, etc. 

Nonverbal communication is in general a very important aspect of human 
communication. For example Spaékova (Spaékova, 2009, p. 55) states that: 
“Professor from University of Chicago Albert Mehrabian calculated - the 
message from body language signals is to 55% color and melody of voice to 38%, 
and only to 7% of the spoken word”. The same ratios of nonverbal communication 
is indicating by Klapetek (Klapetek, 2008). The importance of this quote is, that 
speech may be understood as a source of misunderstanding due to very low effect 
on the recipient and a considerable imbalance between the verbal and nonverbal 
communication. 

Pease (Pease, 2001) also stresses the importance of nonverbal 
communication, which states that: “Professor Birdwhistell was engaged in 
estimating the extent of human nonverbal communication. He concluded that the 
speech of an average person is about ten or eleven minutes a day and that the 
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average sentence is 2,5 seconds. He finds out similar as Mehrabian that the verbal 
communication 1s only to 35% and more than 65% in nonverbal communication. 
This message clearly shows that the nonverbal communication dominates, and 
therefore it is more than necessary be preoccupied with the aspects of its correct 
application. 

Balik (Balik, 2002, p. 59-60) states that: “People don’t communicate only 
with words, but by your whole body to each other; not only verbally, but 
multilaterally affect them and their bodies. The resulting forms of communication 
are summarized under the concept of nonverbal communication. We look often at 
them as less important - how was it wrongly. In fact, depending on the situation 
and the relationship of partners in conversation - about 70 to 80% of the total 
effects without the words depends on the person.” 

Kohout (Kohout, 1998, p. 54), states that: “80% of information from the 
world one acquires by eyes: whenever we are talking to the other person, we're 
looking at his face, his facial expressions, gestures, tracking the position and all 
complete our speech each other, by which the person communicates verbally with 
us.” Aphorism de Musset (Brezina, 1988, p. 41): “I don't know what to make of 
a man whose eyes, nothing telling me” in principle, just illustrates the importance 
of nonverbal communication. Gallo (Gallo, 2004) the use of nonverbal 
communication states that eyes are the most important part of the face. They can 
faithfully point up face expressions, given by words: a faint look, emotional, 
energetic, bewildered, insecure, tense, etc. 

Jtiva (Juva, 1997) defines three groups, to provide effective teaching of 
skills and habits. He talks about communication, organizational and rhetorical 
skills. If we pass over the organizational skills which are completely off topic of 
this article and rhetorical skills matter falling primarily in the verbal 
communication, we can consider communication skills as the most important. 
These skills enable contact of consignor with the beneficiaries of their interaction, 
positive effect on a recipient's thought and behavior. This statement also supports 
Skalkova (Skalkova, 2007) skills and habits of consignors in connection with full 
functionality of consignors as positive role models of communication for 
recipients and take them over. 


Conclusion 


Evidence that nonverbal communication is a very important aspect of 
human communication, there are very many. It is useful that the issue of gesture 
and mime is studied in the context of the practical effects in the education process. 
The synthetic instruments are used based on the analysis of scientific and popular 
literature. It is important that the mismanagement of the theoretical aspects of 
nonverbal communication principles is also studied scientifically. It is very 
valuable, and there are many of scientific research papers to raise the impact of 
gesture and mime in the education process of pupils. 
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EURO-ATLANTIC INTEGRATION OF BOSNIA AND 
HERZEGOVINA: INTERNAL CHALLENGES AND FOREIGN 
INFLUENCES 
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ABSTRACT 

This paper develops an analysis of internal and external challenges to, and influences on the 
Euro-Atlantic integration of Bosnia and Hercegovina. It uses the concept of geopolitical culture 
as the main building block around which the analysis is articulated. We discuss chief players 
within a geopolitical field in Bosnia Herzegovina. A complex geopolitical field in Bosnia and 
Herzegovina has a strong impact on the creation of three different geopolitical visions of the 
future of the state among the chief players. These different geopolitical visions also create 
different geopolitical cultures within Bosnia and Herzegovina. The absence of a common 
geopolitical culture is also reflected in the identification with the state, and acceptance of it 
among the citizens of Bosnia and Herzegovina, which is an important prerequisite for the 
country's ability to fulfill its foreign policy goals. Issue of Euro-Atlantic integration is a good 
example to explain these differences in geopolitical culture within the country, but also to offer 
some insights about the interference of external actors into the foreign policy of Bosnia and 
Herzegovina. We argue that complicated constitutional framework in Bosnia, accompanied by 
internal tensions, and organizing myths and narratives favored by individual ethno-political 
classes have presented regional and international external actors, particularly neighboring 
countries and Russia with an opportunity to transform the country, and further devastate its 
Euro-Atlantic integration efforts. 


Key words: Bosnia and Herzegowina, Euro-Atlantic integration, geopolitics, security, Russia 


Introduction 


Bosnia and Herzegovina is an unusual country in many ways; and it was an 
unusual peace agreement that was designed by the international community to end 
the Bosnian War in 1995. Yet, the Dayton Peace Agreement (DPA) brought 
neither a real lasting peace, nor a functional state, as the last two-and-a-half 
decades have proven. Indeed, it affirmed the de facto division of the state that had 
resulted from the use of force and genocide, granted the international community 
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unprecedented extra-institutional authority, and provided an opportunity for 
ethno-nationalist political parties to maintain power consolidated during the war. 
This arrangement met the short-term demands of “peacemaking” at the expense 
of effective statehood in the long run ( Turéalo & Kapidzi¢, 2014). Thus, the 
legacy of the war has included a perpetually failing state. And this has had 
devastating and widespread effects on the country's development and on its 
capacity to fullfil its own foreign policy goals. 

Since 2003, the integration of Bosnia and Herzegovina into both NATO 
and the EU have been key strategic aims of the country. But over 15 years later, 
these objectives remain mostly declarative. And, despite the fact that Bosnia and 
Herzegovina is the only country to stipulate its commitment to full-fledged NATO 
membership in its Law on Defense, a factional and deeply divided ethno-political 
class has not followed through on committments made in that and other strategic 
documents, including the Defence Strategy and the Security Strategy. 

With the country facing a wide and growing spectrum of challenges, it is 
safe to say that Bosnia and Herzegovina has experienced more turmoil in the last 
few years than at any time since the end of the war. And so, it is not only the 
process of Euro-Atlantic integration that presents a profound test for the state. But 
the geopolitical obstacles to these integration processes are especially worth 
exploring, as they derive from and reflect many of the failings of the Dayton Peace 
Agreement. 

The first of these extends from the micro-geopolitics of the country; 
meaning, the attitudes of internal actors in Bosnia and Herzegovina toward the 
state and its foreign policy goals. For, despite the fact that the war ended nearly 
25 years ago, there is still no internal consensus on the structure and future of the 
state. In fact, there are at least three geopolitical visions of this future, shaped by 
the three dominant ethno-political classes. 


1 Key actors and challenges 


The “Bosniak vision,” if you will, views significant reform as essential — 
because the internal make-up of the country, based on the Dayton Agreement, has 
cemented divisions sewn by violence and has created post-war institutional and 
territorial arrangements that perpetuate the drivers of that violence. The Croat 
political class, on the other hand, accepts the ethno-territorial principle that shaped 
post-war Bosnia and Herzegovina. But Croat political leaership rejects the 
country's internal structure — comprised of two entities, in both of which Croats 
constitute a minority — and promotes the notion that Croats in Bosnia and 
Herzegovina must form a separate, third entity, with a Croat majority. Still, it is 
the geopolitical vision of Serb political elites in Bosnia and Herzegovina that most 
challenges Euro-Atlantic integration. From their perspective, Bosnia and 
Herzegovina is an impossible state standing in the way of Serb aspirations to self- 
determination that stretch back millenia. In other words, it is seen as little more 
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than a temporary, even accidental territory, that happens to include the Republika 
Srpska, which will eventually secede. 

These very different geopolitical visions have rather inevitably created very 
different geopolitical cultures within Bosnia and Herzegovina. By definition, 
geopolitical culture is the “cultural conceptualization” of a state and of its “unique 
identity, position and role in the world” (O'Tuathail, 2007, pp. 21); and the issue 
of Euro-Atlantic integration is a good example of the different visions that exist 
within Bosnia and Herzegovina regarding the country's global identity, position, 
and role. But this example also offers a chance to examine some of the ways 
external actors have influenced the foreign policy of Bosnia and Herzegovina. 

When considering the role of external actors in this context, it is the 
country's immediate neighbours, Serbia and Croatia, that must first be discussed. 
Both have made concerted efforts to shape opinions within Bosnia and 
Herzegovina on the issues of EU and NATO integration. Serbia has taken rather 
diametrically opposed positions toward the two different integrations to which 
Bosnia and Herzegovina is officially committed. While Serbia is relatively 
supportive of EU integration, or at least maintains declarative support, Belgrade 
views NATO integration as an unqualified taboo because of the 1999 intervention 
by the Alliance to end the conflict in Kosovo. This bifurcated attitude on the part 
of Serbia has had a strong influence on political leaders in the Republika Srspka. 
For example, former Serb member of the Presidency of Bosnia and Herzegovina, 
Mladen Ivani¢, has argued that the Republika Srpska “cannot agree to full 
membership in NATO while Serbia is neutral... The reason is pure security. No 
politician from the Republic Srpska will agree to the possibility that the Armed 
Forces of BiH, as a NATO member, will be on the border of Serbia and 
hypothetically, in a position to fight non-NATO member Serbia.The moment 
Serbia decides to become a NATO member, I believe we will be able to move on 
this quickly, and I am convinced that Serbia will not stay out of NATO” (2013). 

However, in both Serbia and the Republika Srpska, the rhetoric of political 
elites has led to the popular perception that even entry into the EU amounts to a 
rejection of Serbian sovereignity over Kosovo or the loss of the would-be state to 
which Serbs in the Republika Srspka apsire. Indeed, statements made by long- 
time Serb political leader Milorad Dodik — a current member of the tripartite 
Presidency of Bosnia and Herzegovina — have hardly been subtle on this point. 
He has asserted that: “Accepting the EU as the only alternative means accepting 
that the RS will be destroyed. Of course, we will not allow this. If we have to 
choose between Europe and the RS, we will always choose Srpska. The RS is 
more important than the EU” (Dodik in Mrdié, 2012). 

Meanwhile, politicians in parties with a Croat or Bosniak ethnic orientation 
have advocated for the Euro-Atlantic integration of Bosnia and Herzegovina (into 
both the EU and NATO), but have also demanded “normalization of the state” as 
a precondition. But, this phrase — “normalization of the state” — is interpreted 
differently depending on who is using it and who is hearing it. When advocated 
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by Bosniaks, Croats understand it as an “ideologically empty phrase that serves 
the interest of the Bosniak-Bosnian nationalist” (Vukoja, 2010, pp.17). And when 
used by Croats, Bosniaks hear a desire to territorially reorganize the state through 
further internal divisions. 

For the most part, neighboring Croatia supports the Euro-Atlantic 
integration of Bosnia and Herzegovina; but Zagreb has called, for many years, for 
a federalization of the country and has used its position as an EU member state to 
put this on the agenda in European circles. And like the concept of 
“normalization,” the concept of federalization is also understood and exploited in 
variable ways that reflect the internal political turmoil of Bosnia and Herzegovina. 
Bosnian Croats view federalization as a path to the establishment of a new, Croat- 
majority ethno-territorial unit in the country. This idea is supported by Bosnian 
Serb politicians, but only if federalization is isolated to the entity dominated by 
Bosniaks — the Federation of Bosnia and Herzegovina (FBiH) — and does not 
involve the Serb-majority Republika Srpska. And while Bosniak representatives 
are opposed to the idea of federalization, they might ultimately support it if it was 
not isolated to the Federation of Bosnia and Herzegovina. In the absence of 
consensus, these ethnically-oriented perspectives on the structure of the state sow 
internal divisions, which are easily deepened by external influences. 

Because a common geopolitical culture is reflected in how citizens identify 
with and view the legitimacy of a state, this relates importantly to whether a 
country can fullfil its foreign policy goals. In Bosnia and Herzegovina, most Serbs 
do not identify primarily as citizens of the state, but with their ethnic group or as 
citizens of the Republika Srpska entity. In 2015, an independent survey found that 
only 12% of Bosnian Serb respondents linked their identity to the state, and well 
over half preferred the idea of living in an independent Republika Srpska or 
wanted to see the entity become a part of Serbia. In the same survey, Bosnian 
Croats identified as citizens of the state of Bosnia and Herzegovina at a much 
higher rate (around 60%), but nearly 30% of Croat respondents — just slightly 
fewer than the rate who identified primarily with their ethnic group — supported 
the formation of an imagined third “Croat” entity. Among Bosniak respondents, 
though, identity with the state and support for /ess internal division (i.e., a state 
without cantons or entities) was over 80% (UNDP, 2015). 

This extremely low level of identification with the state among Bosnian 
Serbs, and considerable support among Bosnian Croats for greater autonomy and 
thus more internal territorial division, reflect the deep ethnically-driven 
divergence that informs nearly all aspects of politics and society in Bosnia and 
Herzegovina. This division along ethnic lines inevitably influences public opinion 
of the Euro-Atlantic integration of the country as well, and is clearly linked to 
external factors. For example, from 2009 to 2012, while support for NATO 
integration was predictably higher in the Federation of Bosnia and Herzegovina, 
increasing in that time from 73% to 82%, roughly one-third of citizens in the 
Republika Srpska also supported it, at a rate of 30% to 38% (Foreign Policy 
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Initiative 2012); but this gap has widened considerably since 2012. The most 
recent public opinion polling, conducted by the International Republican Institute 
(IRI) in 2018, shows that over 80% of Bosniaks and three-quarters of Bosnian 
Croats support NATO integration, while support among Bosnian Serbs is only at 
10%. This decline among Bosnian Serbs seems to have been triggered in part by 
the Ukrainian crisis, which has made NATO appear incapable of responding 
coherently to increasing aggresion from Russia, undermining the notion that 
membership is a sure path to security. Still, among respondents who support 
NATO integration for Bosnia and Herzegovina, 60% cited security as the primary 
reason; and among those who oppose it, the same percentage cited NATO 
interventions in the Balkans in the 1990s as the reason for their opposition. And, 
despite the claims of Mladen Ivani¢ that the potential of conflict with non-NATO 
neighbors drives Bosnian Serb opposition to the Alliance, the IRI survey indicates 
that only 6% of people opposed to NATO integration rated this as their primary 
concern (IRI BiH, 2018). 

There is also discrepancy among respondents from different ethnic groups 
when it comes to the question of EU integration for Bosnia and Herzegovina; 
albeit less than on the question of potential NATO membership. Bosnian Serbs 
support EU integration at the lowest rate, with 57% of respondents indicating that 
they “strongly” or “somewhat” support it, whereas Bosnian Croats express 
support at a rate of 76% and Bosniaks at a rate of 88% (IRI BiH, 2018). It is 
notable that the rates of Bosnian Serbs who responded they “strongly” or 
“somewhat” oppose EU integration dropped from 2017 to 2018, with more people 
choosing not to answer or replying that they “don't know” how they feel about 
this question; but in the same time, strong opposition among Bosnian Croats 
nearly tripled (from 5% to 14%). This shift defies the common wisdom of many 
in the international community that Bosnian Croats would overwhelmingly 
support EU integration for Bosnia and Herzegovina upon Croatia's accession to 
the Union. And so, it must be said that, ironically, the influence of actors inside 
Croatia — who have stoked divisions in Bosnia and Herzegovina by promoting the 
notion that a third entity is an existential matter for Bosnian Croats and have 
openly interfered in domestic constitutional-legal crises — has played a role in an 
increasing the instrumentalization of EU integration among Bosnian Croat 
politicians, which is reflected in polling results. 

But it is not just actors in the immediate neighborhood that pose a challenge 
to the Euro-Atlantic integration of Bosnia and Herzegovina. One very significant 
actor strongly opposes the idea of the country's membership in both NATO and 
the EU, and Russia is not afraid to use its cultural and historical ties to Serbs to 
strengthen a Eurasian geopolitical perspective in both Serbia and the Republika 
Srpska. In this way, Russia has increasingly positioned itself as a viable and 
valuable political and cultural alternative to the West. 

In the geopolitical ideations of Russian Neo-Eurasians, influence over the 
Balkan region — especially the states that emerged from the dissolution of 
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Yugoslavia — is an important factor in strengthening Russian power. These 
ideologues see the region as an area that can be transformed into a Russian “Far 
Abroad” and this notion is supported by Russian intellectual elites. Igor Panarin, 
for example, Professor at the Diplomatic Academy of the Russian Ministry of 
Foreign Affairs, advocates for a Eurasian Union with four capitals, one of which 
would be seated in Belgrade. It is not surprising, then, that the Neo-Eurasian 
concept also has supporters in Serbia; and in the Republika Srpska. After all, until 
several years ago, one of its most prominent proponents was Serbian President 
Aleksandar Vuti¢, and the idea is still endorsed by former Serbian President 
Tomislav Nikoli¢. But, since winning his first election, Vuci¢ has changed course 
toward the West, though he continues to walk a fine line between the EU and 
Russia. 

These conditions have allowed Milorad Dodik to position the Republika 
Srpska entity as a zealous ally of Russia, which he has carefully branded as the 
caretaker of Bosnian Serbs. On top of this, Moscow’s experience in instigating 
and maintaining frozen conflicts in post-Soviet states has allowed Russia to fill 
the geopolitical space created in Bosnia and Herzegovina by the withdrawal of 
US and EU actors. Indeed, the complicated constitutional framework of the 
country and unresolved internal tensions — which together suspend Bosnia and 
Herzegovina in a permanent state of crisis — have presented Russia with a unique 
opportunity to instrumentalize its regional influence. And as political and 
intellectual elites in the Republika Srpska promote Russia within the entity as an 
alternative pathway to development, the openings through which Russia can 
attempt to transform Bosnia and Herzegovina only widen. 


Conclusion 


The espousal of this alternative pathway by Bosnian Serb ruling elites has, 
so far, proven devastating to Euro-Atlantic integration efforts in the country. 
Reform processes remain completely blocked, year after year, while secessionist 
rhetoric and calls for referenda have become a staple of the political speech of 
politicians from the SNSD, the leading party in the Republika Srpska, and not 
only during the run-up to elections. Even in the face of a seemingly unending list 
of unresolved internal problems in Bosnia and Herzegovina, this secessionist 
discourse is and will continue to be the biggest threat to the survival of the state, 
especially as long as the Dayton structure persists. 

Ultimately, it is the dysfunctional Dayton model that has reinforced and 
even encouraged factionalization within Bosnia and Herzegovina, and this has 
made space for Russia to project its power. In fact, the Western Balkans — still 
deeply scarred by the Bosnian War and fragmented along ethnic lines — is 
practically a prototype of a region at risk of falling under the Russian sphere of 
influence. Ignorance and indifference among Western diplomats about Putin’s 
intentions, despite his clear articulation of his agenda in places like Ukraine and 
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his brazenness in weaponizing historical ethnic tensions, has given Russia a 
foothold not only in the post-Soviet space but in the post-Yugoslav space as well. 
Continued and concerted Russian efforts to clientalize the Republika Srpska and 
bring not only Bosnia and Herzegovina, but other Western Balkans countries that 
have not yet integrated into NATO and the EU, under the wing of Moscow 
requires an equally persistent and concerted response from Euro-Atlantic states. 
But so far, a cogent strategy to counter these Russian objectives has not emerged. 
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ABSTRACT 

Permanent structured cooperation as a tool of European Union and, at the same time, newly 
created phenomenom in European security is a cooperation of states towards common projects 
in many areas of defense and defense industry. Such a new phenomenom as a PESCO, security 
society of Europe is trying to find approaches to understand the aim of this initiative. We thus 
face the questions of the need of this new security approach. Contemporary security 
environment is changing and the concept of security is changing at the same time as new threats 
are developing and we have to face and deal with it. All these security and defense initiatives 
along with threats are part of international relations which in the eyes of theorists are judged 
on the basis of theories that can better justify the causes and consequences of circumstances in 
the world. in this case we consider it appropriate to look at PESCO through the eyes of realism 
as one of the most fundamental theories of international relations, and by analyzing and 
deducing it, we look at this modern phenomenon. We believe that it is now necessary to look at 
the emerging phenomena through classical theories in order to find their understanding in the 
international community not only by their activities but also by the theoretical base. 
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Introduction 


International relations are formed by the complexity of relations 
conditioned by the evolution of history, along with the problems and crises that 
bring and shape these relationships. The view and, in particular, the viewpoint of 
these relationships are also expressed by theories of international relations, which 
can be described as different ways of looking at the same question and 
approaching it from different perspectives. The basis of all theories, however, is 
that they hold their views on a particular aspect that is changing and subject to 
change, that is, minor phenomena, ongoing activities. Among the most basic and 
well-known theories is the theory of realism. 
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The aim of this study is to define the modern phenomenon of the European 
security structure - the Permanent Structured Cooperation, and to offer the 
professional public the theoretical basis of this security initiative from the 
perspective of the classical theory of international relations such as a realism. 
Based on the direct application of the features of realism theory to Permanent 
Structured Cooperation, it will be easier to understand the merits and functionality 
of this initiative. 

An overview of the subject of realism offer authors such as O. Krejéi, 
J.Donnelly, K.N. Waltz, S.M.Walt, A.-M. Slaughter and T. Hale, or K.Booth. 
We expand the research by critical analysis and then apply the direct example of 
PESCO as a European Union defense initiative. 


1 Realism as a Basic Theory of International Relations 


Among the theorists, there are several authors who consider realism to be 
the oldest theory of international relations at all, but realism as such which we 
know today dates back to the 30s of the 20th century when realism is formed as a 
separate concept in the philosophical understanding of the functioning of the 
world . Although it talks about conception, it is actually a complex learning that 
focuses essentially on the issue of power and national interests. Although it is 
possible to find several versions of this basic theory, the fact remains that states, 
even in the absence of a world hegemony, will behave rationally, especially 
because of their own security and self-defense. In this theory, it is assumed that 
for this purpose the states will spend all the available means at their disposal, 
speaking mainly about the military and economic strength of the country, but the 
authors do not forget about the power of culture in the world and thus also speak 
about cultural hegemonia (Krejci, 2010). 

Realism as a theory can simply be applied to the example of nuclear 
weapons where rational behavior of states is shown. So why nuclear weapons 
were not used during, for example, the Cold War? In this case it 1s possible to 
refer to the fact that nuclear weapons act as a deterrent, that is, countries do not 
use these weapons against each other because they are aware of total destruction. 
This factor was also referred to by K. Waltz, for example, who argued that 
extending nuclear weapons ownership to more countries might not be as bad and, 
paradoxically, would provide a (potentially) more peaceful environment (Beitz, 
1999). 

In the terms of state - international organizations it is necessary to realize 
that in the case of realism theory it is the state that creates international relations 
and actually creates politics, while international organizations are just another 
player who, ultimately, is subordinate to a stronger hegemony - state. It should be 
remembered that war and peace are dealt with in this theory, with the means, in 
particular, of diplomacy and military power which is also associated with the 
economic strength of the country. From these basic features, it is logical that 
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realism considers international relations to be naturally conflicting which derives 
from the desire for power and, at the same time, the use of power is legal and 
legitimate with the environment being characterized as chaotic (Stanford 
Encyplopedia of Philosophy, 2017). 


Thus, in the sense of realism, the perception of the state as an independent 
unit and its behavior in the international environment, in relation to other states, 
and in particular through the prism of power and power, is important. These two 
aspects - power and strength - are, in our view, the most striking character 
attributes of the state - the power in the system and in the understanding of realism. 

Like any other theory, realism is not beyond the bounds of learning 
international relations and for its better understanding it is necessary to set out and 
disassemble the basic elements of this theory. For the purposes of this study of 
Permanent Structured Cooperation, as the European Union's new Defense 
Initiative, we consider the three most important concepts to understand realism as 
a complex, namely - society, nation and state; foreign policy and the world 
political system itself. These 3 concepts are interrelated and related to each other 
and we believe that through these concepts a specific example of PESCO can also 
be analyzed. So how does the realism theory look at the concepts outlined here? 


Society, nation and state 

As the state is the center of attention in the theory of realism, we consider 
it important to discuss the concept of society and the nation as well, as these are 
groups that are created by states as the main "units" of realism. In general, the 
concept of state, according to Koivisto, is the most widely used concept in 
international relations and at the same time it proves to be a suitable factor for the 
analysis of global politics overall (Koivisto, 2010). 

As one can logically deduce, groups such as society or nation have the 
origin of their behavior stemming mainly from the character of the individual / 
individual, which, as we have already mentioned, is competitive, directly egoistic 
and especially animal-aggressive. In each individual the instinct of self- 
preservation and the desire for power is rooted which is then transferred to the 
group. However, R. Niebuhr argues that "the group is more arrogant, 
hypocritical, egocentric, and more ruthless in seeking to achieve its goals than 
the individual" (Krejci, 2010, p. 544). Slaughter and Hale in their article say that 
as the state is understood to be sovereign and autonomous, the concept of anarchy 
is natural to the environment and survival is the ultimate goal of any state 
(Slaughter - Hale, 2011). 

In general, in our view, it is important to note that society, a nation on an 
international scene, is not alone, mostly on the international field through states 
formed by them, and on the basis of this premise it can be argued that the character 
of the individual - man, nation it is transferred to the state as a whole, which is 
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inherently selfish, egoistic and, above all, competitive with a huge desire for 
power and governance. 

Thus, if we take a general look at the state as the basic concept of realism, 
it is evident from the previous statements that the state is perceived as an entity 
possessing sovereignty in the perception of the international environment, is 
competitive and seeks to achieve power. The pursuit of power is transformed into 
individual steps towards the outside, ie through foreign policy and relations with 
other states in the system. 


Foreign policy 

Foreign policy, as an image of the state's ability to operate externally and 

stay on the international scene, is undoubtedly an important factor demonstrating 
its strength and set-up. In essence, foreign policy should reflect the clear lines and 
character, as well as the goals that a particular state wants to achieve, of course, 
without the help of others, based solely on its own capabilities and activities. 
According to Wivel, in a realistic view of foreign policy, there is a tendency to 
perceive it as extremely important because it 1s intrinsically linked to the security 
and survival of the state, and ultimately unsuitable foreign policy decisions can 
have fatal consequences not only for foreign policymakers, but also for the state 
he represents, as well as for his citizens (Wivel, 2017). 
Under the international system of realism, it is clear that the state must have 
externally such a military force to ensure its survival and thus the protection / 
defense of itself is constantly important and would serve to deter any enemy or 
even to destroy it. Wivel further claims that states cannot afford to base their 
foreign policy on ideology or culture, which would jeopardize their survival, but 
on the strength and power they are able to protect themselves, their territory and 
their interests (Wivel, 2017). it is possible to have some alliances closed, but it is 
necessary not to consider them as relentless and eternal relationships, since the 
links in this relationship are relatively fragile. It is precisely for this reason - the 
need for power - that state interests are defined through power, because without it 
it would not be possible to achieve the stated objectives. According to Barkin, 
foreign policy is the basic concept of classical realism, the state within it works 
consciously to balance the power of other states that it considers a threat. 
However, it should be pointed out in this case that there is some kind of security 
dilemma in the overall functioning - because states are not sure about the behavior 
of other states and thus states are forced to increase their own power and power 
for possible deterrence of the enemy, but it provokes and provokes rather a similar 
response in other countries and therefore it is questionable if it could work in such 
a system (Donnelly, 2000). 

Although it might seem that foreign policy as a summary of steps and 
measures of the state, which in this way transforms its domestic policy, is mainly 
a picture of one state, in the realism theory foreign policy is an element by which 
the state demonstrates its power and strength. However, in an international 


179 


environment, relations between states and the confrontation of these foreign 
policies create the whole system in which states must operate. 


World political system 

It follows from the foregoing attributes that the state is the main, if not the 
only, actor of world politics according to the theory of realism. The world political 
system is created on the basis of relations that arose from confrontations of power 
and ambition of individual states as players in the international arena. Waltz also 
says that the structure of the international system is actually formed by a clash of 
its individual parts - units (Waltz, 1979). An element or factor that connects 
groups within them is just power that is the source of anarchy in the overall 
system. Also because of the strong position of states as individuals on the 
international scene, international organizations, or even international law itself 
(because of the anarchic nature of SPS), are in a very weak position. This is also 
confirmed by Slaughter and Hale, who claim that putting an emphasis on anarchy 
and power puts international law and international organizations into the confines 
and at the same time that the world in realism is dangerous and uncertain. They 
also state that such aspects of international politics reflect the balance of power, 
but do not limit or otherwise affect the behavior of the state. According to these 
authors, in an anarchic system without hierarchical authority the law can only be 
enforced through state power. At the same time they present an interesting 
premise, namely that IR is a story of Great Power politics (Slaughter - Hale, 2011). 

Although such a perception seems to be a chaotic establishment, 
equilibrium can be achieved at some level of development - but only in a power- 
sharing that would not weaken or threaten the major - the strongest - actors in the 
system; it should be noted that such equilibrium in realism is not achievable in the 
long term, it is only a temporary phenomenon in international relations. In such a 
balance, the authors say that states in such a state must count on war, which in 
this case would be understood as a last resort (Krejci, 2010). According to 
Fernandes, realists have a negative view of human nature, and they consider 
international anarchy to be characterized by a struggle for state survival and 
fighting national interests, where power conquest is vital given the ever-existing 
possibility of conflict (Fernandes 2016). 

Thus, the world political system is in the realm of functional realism, which 
is based on interactions between powers. These powers form, on the basis of their 
foreign policies, relations and thus the very nature and structure of the entire 
international environment / system. 


Based on the above-mentioned features and characteristics, it is possible to 
determine the basic paradigms by which the theory of realism as a whole can be 
easily summarized. 

So from our point of view, we can set out a number of basic features of 
realism theory in international relations, namely that the state is understood as the 
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basis of the system, and that the system is anarchic and chaotic; international 
organizations in this system have only a very weak position and the main element 
is power and struggle for survival, while the use of force is possible. However, 
the individual aspects of the realization of international relations are mutually 
intertwined, complementary, and linked to one another, thus creating a 
comprehensive picture of the international environment in understanding this 
theory. 

If we look at the state itself as the basis of the system, it has to be added 
that it behaves egotistically, thus aiming to achieve the highest possible power in 
the whole system and thus want to control all its attributes, that is, in the realism 
it is possible to observe state-centricism. 

Consequently, speaking of the system, in its chaotic nature, it is impossible 
to achieve a balance in the true sense of the word, if such a steady state occurs, it 
is merely a temporary phenomenon that is beneficial to the powers at the given 
moment, but the essence is that the whole the system is based on relations between 
the strongest states, and smaller states do not play a stronger role. 

In general, realism is characterized by a general desire for power and 
superiority, as evidenced by the above mentioned elements. 


2 Permanent structured cooperation in the view of realism 


Permanent Structured Cooperation (PESCO) is a European Union defense- 
security initiative that operates since December 2017 and brings together 25 
Member States. The aim of this project - the initiative is to strengthen and improve 
the defenses of the states of Europe and at the same time to fulfill the stated goals 
and activities associated with the European Union. Up to date there are 34 core 
projects outlined. Within each project, there is one leading state, to which other 
states are affiliated which co-operate to achieve the set goal. Thus, in these 
projects states are contributing and contributing, in general, to maintaining peace 
and security while at the same time improving their defenses and gaining new 
experiences, knowledge and skills and thus each state strengthens its armed forces 
and thus the state as such. (EEAS, 2018). 

Looking at the distinctive features of this European Union security 
initiative, it is possible to find sub-attributes that we can link to the theory of 
realism, but on the other hand, this initiative also incorporates some attributes, 
which, paradoxically, inherently reject this theory. 

Since it is a state that is basic attribute of realism theory, is it essential to 
ask the fundamental question - what role does the state have in PESCO? PESCO 
in general is a young project that brings together 25 states across the European 
Union. The fact is, however, that the building element of this initiative is the state 
as an entity, as the basic unit on which this partnership can work. Interestingly, 
all 34 projects were placed under the baton of specific states, so it is possible, in 
the transferred meaning, to observe the struggle for power. Those countries that 
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are in the leading position of projects will gain prestige, as such a position is 
significant in the projects and the countries will become more visible while the 
other states "only" complement the working groups in order to fulfill their 
activities. In this case, it is possible here to observe, at least minimally, the 
features of realism, namely that the state, as stated Koivisto that the state is the 
most used term in the theory of realism, is an essential element of this partnership 
and the most active countries will gain the upper hand of being able to lead 
projects. Thus, in the theory of realism the state is referred to as the basic unit 
which is also the case of PESCO. Although the state takes into account the state 
in a slightly different sense, it can be understood as a unit - actor that can be used 
to build this security structure and not only the overall structure but also the 
projects that as mentioned, they are led by specific states. 

Military power and economic strength are another present attributes that 
can be reproached in this European Union initiative and thus another element of 
realism. The state as a basic attribute of the system to be able to function must 
have a certain military force that goes hand in hand with the economic power, or 
in general, the power attribute is very important. With PESCO it can be seen that 
states have to have a certain level of military power to fulfill the specific tasks 
that arise from their membership in the project. At the same time, increasing the 
capabilities and skills within the military force is also a requirement which also 
increases the "price" of the state in the international system as far as security and 
defense are concerned. At the same time, the economic aspect of security and 
defense is equally considered as an important indicator, as it is possible to advance 
military strength on its basis and PESCO expects to increase defense spending 
both by the state and the community and thus by the increase of state power itself. 
By this one can see another feature of a realistic approach, namely that by 
increasing its strength the state also increases its desire for power and thus its 
position in the international relations system is increasing. 

Although the previous two attributes - the state and the military / economic 
force - have confirmed that such a current security cooperation model, such as 
PESCO, can be viewed through the classical theory of international relations, 
which is realism, the very nature of the group / organization itself again proves 
the opposite in this point. In the modern history of Europe, since the end of World 
War II, states have sought to integrate and work closely together to strengthen 
their capabilities and to better serve Europe as a whole in different areas. This 
trend, as it turns out, is likely to continue into the future and the European PESCO 
initiative is no exception. Although the role of the state is undeniable and it is key 
to the functioning of this partnership, the fact remains that it is an integrating 
element in order to engage countries in a joint initiative to protect security and 
peace on the European continent. In this understanding, the theory of realism 
dissolves as states do not represent themselves but share the roles that benefit 
everyone. At the same time, the theory of realism speaks of a very weak position 
of international organizations, as stated Slaughter and Hale, but in this case we 
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see that the European Union, as an integrating whole in the region, is also 
increasing its strength through the emerging initiatives of PESCO and thus the 
European Union as an anti-EU system element of realism theory. 

Although it may seem at first view that various partnerships or 
collaborations of today cannot be judged by classical theories of international 
relations, the opposite is true. As can be seen in this particular case it is necessary 
to divide each aspect into basic concepts and then to assess these terms 
individually according to a defined theory, as in the case of this study according 
to the theory of realism. Based on its features and characteristics, PESCO has 
proved to be partly in line with realism, although it should be pointed out that 
given the current state of the international environment and the established 
functioning and overall set relationships it would be realistic to look at Europe's 
security and defense issues, one way or another. However, it will be interesting 
and necessary to monitor the development of the security environment not only 
in Europe, but also in the future and to subject this development of research, not 
only in the realism but in general, in theories of international relations. 


Conclusion 


Defining the basic features and concepts of realism theory as one of the 
most fundamental theories of international relations at the beginning of this study 
helped us to better understand the functioning of the system from the point of view 
of this theory and at the same time, it was necessary to select three basic concepts 
- society, political system and foreign policy. On these terms it was then possible 
to analyze the modern phenomenon more easily, namely the Permanent Structured 
Cooperation, which is the current security initiative of the European Union. The 
summary of realism knowledge applied to the PESCA issue has enabled us to 
better understand the basic functioning of this initiative and at the same time we 
have shown that even modern phenomena can be viewed through classical 
theories. The aim of this study was not only to simply apply the elements of 
realism to PESCO, but in a broader context to summarize the functioning of this 
initiative and thus to produce for the general public a comprehensive study 
looking at this phenomenon from the perspective of international relations theory. 
We assume that this study may be a future impetus for further research into the 
European Union's security agenda in order to gain a broader understanding of 
society. 
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ABSTRACT 

Cyberspace is a new and evolving realm of human interaction with specific security and defence 
concerns. By continuation of policy by other means, exercise in power, superiority, domination 
and influence in cyberspace, it often led to undefined area of cyber warfare. This, so called 
Fifth domain of the warfare have increasingly become one of the most challenging threats to 
counter, making the national states aware of the need to address them through joint effort of 
various international organisations, and working towards collective cyber security defence. In 
order to adequately meet increase in cyberspace security threats and exploit of vulnerabilities 
various states and organisations within their scope of work, roles and goals have made certain 
efforts. We will look into OSCE, EU and specially NATO, all relevant to region of Western 
Balkans. At the 2014 NATO Summit in Wales, Allies recognised that international law applies 
in cyberspace, and that the impact of cyber-attacks could be as harmful to our societies as a 
conventional attack; therefore, cyber defence was recognised a part of NATO’s core task of 
collective defence, where cyberspace is recognised as a domain of operations — just like air, 
land, sea and space. This paper is exploring benefits, path and necessary steps for potential 
members (such as Bosnia-Herzegovina) in increasing its cyber defence capacities. Significant 
efforts make by OSCE and EU, along with assistance by NATO in education, training and 
exercises trough should be able to reduce level of risk. Furthermore, new hybrid warfare is 
relaying increasingly on lack of media and information literacy as one of key defence 
weaknesses in modern warfare, especially in Western Balkan countries. Countries looking at 
possible membership with NATO, such as Bosnia-Herzegovina, which is geopolitically very 
interesting for NATO and but under pressure and influence surround countries as well as 
Russia, is looking at challenging path. One of open questions is capacity of potential members 
states to strengthen Cyber Defence and its prospects and benefits in NATO alliance. 
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1 The Fifth Domain 


Cyberspace is a new and evolving realm of human interaction with specific 
security and defence concerns. By continuation of policy by other means, exercise 
in power, superiority, domination and influence often led to undefined area of 
cyber warfare. With development of Information society, digital technologies, 
Internet penetration, Artificial Intelligence (AI) and Internet of Things (IoT), 
expectedly the Fifth Domain is the newest theatre of warfare — the cyberspace — 
joining land, sea, air and space in development of expending areas of human (even 
now and in future: machines’) conflict. Cyber warfare can present a multitude of 
threats towards a nation, companies and individuals. At the most basic level, cyber 
attacks can be used to support traditional warfare, but can also contribute towards 
"soft" threats such as espionage and propaganda. 

It all started developing when in the early 1980s ARPANET was becoming 
the World Wide Web which grew into today’s Internet and the focus was on 
interoperability and reliability as a means of communication and potential 
command and control in the event of an emergency. At that time security was not 
a consideration since everyone with access to the system knew each other. Then, 
in the late 1980s, trouble started when Robert Morris released the first worm and 
Clifford Stoll discovered Soviet Block spies stealing US secrets via a mainframe 
at the University of California, Berkeley. These were quickly followed by a 
number of incidents that highlighted the security risks associated with our new 
communication capability. (Winterfeld & Andress 2013) 

Today, when more than half of the world is “connected’’* (ITU 2018) and 
every minute (60 seconds!) amazing 188 millions of emails are sent, Google 
process 3.8 million search queries, almost 1 million USD is spent online, with 
millions of people being active on social networks (FB, Twitter, Instagram, 
Tinder, Twitch, Snapchat,...) (Desjardins, 2019) with over 1.6 billion websites? 
generating some 166 EB® of internet traffic per month (CISCO 2018), the 
“Internet of things” (IoT) is already a reality, with tens of billions of connected 
digital devices expected in the EU alone by 2020’ — the challenges for technology, 
security procedures and human resources to maintain this as safe and secure 
environment is very challenging. 


‘ITU - the United Nations specialized agency for information and communication technologies 
(ICTs), estimates that at the end of 2018, 51.2 per cent of the global population, or 3.9 billion 
people, will be using the Internet. Assessed on 15/01/2019 at: 
https://www.itu.int/en/mediacentre/Pages/2018-PR40.aspx 

> See at: https://www.internetlivestats.com/total-number-of-websites/ 

° EB - The exabyte (EB) is a multiple of the unit byte for digital information. In the International 
System of Units (SI), the prefix exa indicates multiplication by the sixth power of 1000 (1078). 
Therefore, one exabyte is one quintillion bytes (short scale). The unit symbol for the exabyte is 
EB. (1EB = 1.000.000 TB) 

7 See: https://www.consilium.europa.eu/en/policies/cyber-security/ 
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Unlike with other domains, the attacks and conflicts in cyberwar are rarely 
directly military-on-military. Instead, nation-states, criminal organizations and 
terrorist groups are going after critical infrastructure, civilian populations, 
economic and customer service information, public opinion and even the entire 
political systems. We have seen this with Stuxnet virus®, cyber-attacks in Estonia 
(Ottis, 2008), Ukraine (Cerulus 2019), Brexit (Facebook-Cambridge Analytica 
data scandal) (ur Rehman, 2019), Russia’s influence in the 2016 U.S. elections? 
(Mueller 2019); China’s hack of the Office of Personnel Management”®; Iranian 
nationals indicted for breaching a New York dam (Berger 2016); and North 
Korea’s devastating attack on Sony (Melley & Balsamo 2018), just to name a few 
(Schneier, 2018; Kammel at al, 2019). 

Strictly observed from international law perceptive “(a) ‘means of cyber 
warfare’ are cyber weapons and their associated cyber systems; and (b) ‘methods 
of cyber warfare’ are the cyber tactics, techniques, and procedures by which 
hostilities are conducted”. (Schmitt 2017: 452) By the definition a “cyber attack 
is a cyber operation, whether offensive or defensive, that 1s reasonably expected 
to cause injury or death to persons or damage or destruction to objects”.(...) Non- 
violent operations, such as psychological cyber operations and cyber espionage, 
do not qualify as attacks. (Schmitt 2017: 452). However, many are seeing conflicts 
in cyberspace as undefined area of (hybrid) cyber warfare. “The concept of hybrid 
warfare is not particularly new, representing a combination of conventional and 
unconventional/irregular warfare, extending beyond the battlefield to encompass 
economic, diplomatic, information (including psychological, cyber and 
misinformation), and political warfare. (...) As an asymmetric approach, hybrid 
warfare attempts to achieve large-scale consequences utilizing modest means, 
such as inhibiting an adversary’s military operations or preventing popular 
political support. (Danyk, Y., Maliarchuk, T., & Briggs, C.: 2017:6) 

In general, a cyber attack may be defined as any “attempt to expose, alter, 
disable, destroy, steal or gain unauthorized access to or make unauthorized use of 
an asset”. (ISO/IEC 27000:2018) It will be discussed what an asset is in today’s 
information age is, and what may be: a) information, including meta-data and 
data; b) software, such as a computer program; c) physical, such as computer; d) 
services; e) people, and their qualifications, skills, and experience; and f) 
intangibles, such as reputation and image. (ISO/IEC 27000:2018) Often an 
“information” is perceived only in ICT environment as the asset, but more and 
more it is important in democratic concept of active citizen as sovereign in 
democratic society, who is making critical decisions on daily basis with 


§ See:  https://www.mcafee.com/enterprise/en-us/security-awareness/ransomware/what-is- 
stuxnet.html 

° See Muller Report and related information: https://www.cfr.org/backgrounder/russia-trump- 
and-2016-us-election; —_https://www.nytimes.com/2019/06/07/opinion/mueller-report-trump- 
impeachment.html 

'0 See: https://www.wired.com/2016/10/inside-cyberattack-shocked-us-government/ 
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assumption of being adequately and appropriately informed and educated for this 
challenging task. (Vajzovic: 2017) 

A cyber attack can be employed by nation-states, individuals, groups, 
society or organizations. A cyber attack origin is difficult to determine due to its 
nature, tools, techniques and tactics. A cyber attack may steal, alter, or destroy a 
specified target by hacking into a susceptible system and can range from installing 
spyware on a personal computer to attempting to destroy the infrastructure of 
entire nations, while they have become increasingly sophisticated and dangerous. 

Since cyber security is global issue, United Nations have made some efforts 
through International Telecommunication Union (ITU) in providing guidelines 
and information in responding to constantly evolving cyber threats and challenges 
requiring all stakeholders be aware of risk factors, have the necessary capabilities 
and take appropriate action to prevent or address them. For the benefit of all 
citizens, countries need to ensure a safe, resilient and secure digital realm by 
navigating the complex, cross-cutting field of cybersecurity. This involves 
strategy, technical, legal, policy, and security matters, as well as multisector and 
international collaboration. In assisting with appropriate data and knowledge, ITU 
is providing valuable information'! on: National Strategies, CIRT Programme, 
Global Cybersecurity Index, Cyberdrills, Legislation, Global Partnership, 
Cyberthreat Insight, and Combatting Spam. 

Generally, the ITU cybersecurity programme offers valuable tools, critical 
insights, assessment and technical assistance to support ITU membership — 
particularly developing countries — in increasing their cybersecurity capabilities 
and building trust and confidence in the use of ICTs. However, this may assist in 
decision-making process of strategy, policy and national legislation development. 
However, the Cyber warfare is dynamic and everchanging battlefield of Fifth 
Domain. 

The Cybersecurity capacity are including: Cybersecurity Policy and 
Strategy; Cyber Culture and Society; Cybersecurity Education, Training and 
Skills; Legal and Regulatory Frameworks; Standards, Organisations, and 
Technologies. (GCSCC, 2019:6) Cybersecurity requires continues updates in 
cyber defence technology (hardware and software), procedures (information 
security standards such as ISO 27000) that are fine-tuned, adopted to national and 
local needs and last — but not least — the human resources. 

Humans are the weakest link in cyber security. Knowledge, experience, and 
sufficient number of highly trained professionals to be engaged in cyber warfare 
is one challenge. The second, even more concerning is level of media and 
information literacy among all personnel in contact with sensitive information 
needed protection and general public exposed to disinformation, misinformation 
and mal-information warfare, as well as social engineering. Media and 
information literacy “refers to the citizens’ cognitive, technical and social skills 


| See: https://www.itu.int/en/ITU-D/Cybersecurity/Pages/default.aspx 
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and capacities required to access, critically evaluate, use, and contribute to 
information and media content through traditional and digital information and 
media platforms and _ technologies, understand how those platforms and 
technologies operate, understand how to enjoy their own rights and respect the 
rights of others while using the platforms and technologies, how to recognise and 
avoid harmful content and services, how to use information, media content and 
platforms purposefully to fulfil their communication needs and interests as 
individuals and members of their communities and to practice active and 
responsible participation in the traditional and digital public domain and in 
democratic processes.” (Advisory Groups on MIL in B&H, 2019) 

Even though cyber threats and security have global character, we will be 
focusing more on Europe and region of Western Balkans and Bosnia and 
Herzegovina as geopolitically increasingly interesting area. In general, all aspects 
of security are trying to reduce the risk. The risk is associated with the potential 
that threats will exploit vulnerabilities of an asset or group of assets and thereby 
cause harm to an entity. In this sense, and Asset would be a component or item 
that is valuable to an entity; Threat may be any circumstance that could cause loss 
of or damage to an asset; and Vulnerability a weakness in the infrastructure, 
procedures or human resources, or its components that may be exploited by a 
threat to destroy, damage or compromise an asset. (Rausand, 2011) 

The first question is what are we protecting? What is the State protecting 
with national security system? What are we protecting with first four domains of 
warfare: land, air, sea (water), space? And finally, what are we defending in the 
Fifth Warfare domain: The Cyberspace? The first set of questions is very 
interesting to revisit from political, economic, sociology, social class, 
philosophical aspects in light of information age developments, but we will leave 
it for some other discussion. What we are discussing here is what are we 
protecting the foremost in information age and digital environment — the 
cyberspace and its defence, warfare and value. The main asset we are protecting 
in the Fifth domain is the /nformation as main asset. In fact, we are protecting 
almost whole new information pyramid: metadata, data, information, knowledge 
and wisdom. (see Murphy, 2010) 

In order to adequately meet increase in cyberspace security threats and 
exploit of vulnerabilities various states and organisations within their scope of 
work, roles and goals have made certain efforts. We have seen some of UN / ITU 
efforts, but will look more closely into OSCE, EU and specially NATO, all 
relevant to region of Western Balkans. 

The Organization for Security and Co-operation in Europe (OSCE) is 
dealing with cyber threats from various angles, including tackling cybercrimes 
and the use of the Internet for terrorist purposes. A key focus is on the 
development of confidence building measures (CBMs) between participating 
States to reduce the risks of conflict stemming from the use of ICTs. The latest 
decision No. 1202 from 10 March 2016 (OSCE 2016) “further decided to 
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elaborate a set of draft confidence-building measures (CBMs) to enhance 
interstate co-operation, transparency, predictability, and stability, and to reduce 
the risks of misperception, escalation, and conflict that may stem from the use of 
ICTs” is in line with OSCE role as a regional arrangement under Chapter VIII of 
the UN Charter, confirm that the CBMs being elaborated in the OSCE 
complement UN efforts to promote CBMs in the field of security of and in the use 
of ICTs.” (OSCE, 2016) 

OSCE is within its mandate ensuring cooperation and platform for 
discussion as the world's largest security-oriented intergovernmental 
organization. OSCE is putting efforts in stability, peace and democracy for more 
than a billion people, through political dialogue about shared values and through 
practical work that contributes to sustainable progress. The OSCE's 
comprehensive concept of security covers the politico-military, the economic and 
environmental, and the human dimensions. As OSCE states, “if our 
communication networks are compromised, misused or attacked, so is life as we 
know it. This is a concern that all States share, no matter what their stage of 
development.” (OSCE, 2019) ICTs have also added a complex new dimension to 
interstate relations and Cyberspace constitutes an area with much room for 
speculation, doubt, and ambiguity. The problem of attribution adds to the 
complexity and increases the potential for tensions between States. (OSCE, 2019) 

On the other hand, the European Union (EU) is a political and economic 
union of 28 member states. Historically, after the Second World War, the Western 
European Union (WEU) and NATO were the main guarantors of European 
security. The Western European Union (WEU) was the international organisation 
and military alliance that succeeded the Western Union (WU) after the 1954 
amendment of the 1948 Treaty of Brussels. The WEU implemented the Modified 
Brussels Treaty. The WEU member states!” were also allies of the United States 
during the Cold War through the North Atlantic Treaty Organization (NATO). 
After the end of the Cold War, WEU tasks and institutions were gradually 
transferred to the EU, providing central parts of the EU's new military component, 
the European Common Security and Defence Policy (CSDP). This process was 
completed in 2009. The Treaties for each of these organisations include a 
collective self-defence clause (Article V of the Treaty of Brussels establishing the 
WEU and Article 5 of the North Atlantic Treaty) in accordance with which the 
signatory countries have an obligation of mutual assistance in the case of 
ageression, in order to re-establish security. 

As to EU, the Treaty of Maastricht (1993) created the European Union as a 
single body of "three pillars". The pillars consist of the European Communities, 
Common Foreign and Security Policy and Cooperation in Justice and Home 
affairs. These pillars are seen as the three policy areas. With Treaty of Lisbon 


'2 WEU member countries: Belgium, France, Germany, Greece, Italy, Luxembourg, the 
Netherlands, Portugal, Spain, and the United Kingdom. 
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(2009), EU has abolished the pillar structure, and replace it with a merged legal 
personality for the Union. The Lisbon Treaty incorporates in the rules applicable 
to the CSDP a collective self-defence clause (Article 42(7) of the Treaty on 
European Union) in accordance with Article 51 of the United Nations Charter. In 
case an EU country is the target of armed aggression on its territory, the other EU 
countries must assist it by all the means in their power. Such commitments are to 
be consistent with the commitments made by EU countries as members of NATO. 
This obligation of mutual defence is binding on all EU countries. However, it does 
not affect the neutrality of certain EU countries and is consistent with the 
commitments of EU countries which are NATO members. This provision is 
supplemented by the solidarity clause (Article 222 of the Treaty on the 
Functioning of the EU - 2007) which provides that EU countries are obliged to 
act jointly where an EU country is the victim of a terrorist attack or a natural or 
man-made disaster. 

The latest, EU's common security and defence policy (CDSP) is an integral 
part of the EU's common foreign and security policy (CFSP). It includes the 
progressive framing of a common EU defence policy, aims at allowing the EU to 
enhance its military capacities and deploying missions outside the EU for peace- 
keeping, conflict prevention and strengthening international security in 
accordance with the principles of the United Nations Charter. The CSDP shall 
respect the obligations of certain member states which see their common defence 
realised in NATO. It is covered by Articles 42-46 of the Treaty on European 
Union. Decisions relating to the CSDP are taken by the Council of the European 
Union by unanimity. However, there are some exceptions like for instance when 
the Council adopts some decisions implementing an EU decision or for some 
decisions relating to the European Defence Agency (EDA) and permanent 
structured cooperation (PESCO), where decisions are taken by qualified majority 
voting. The EU's High Representative for Foreign Affairs and Security Policy is 
responsible for proposing and implementing CSDP decisions."° 


Global challenges have not only increased in recent years, they have 
become more complex, multidimensional and fluid. The EU Global Strategy on 
Foreign and Security Policy (2016) highlights the strong link between external 
and EU-internal security under a changing geopolitical setting, having in mind 
that no single country can face these emerging threats alone, and when it comes 
to security the interests of all EU Member States are inseparably linked. Hence 
the EU is creating conditions which allow Member States to collaborate more 
closely with each other on defence, especially in terms of cyberattacks. According 
to EU (2017) Cyber-attacks are estimated to cost the global economy €400 billion 
every year. The EU is being aware of challenges and conducting reform of 


3 Definitions and reference from EU Glossary of summaries: _https://eur- 
lex.europa.eu/summary/glossary/european_security_defence_policy.html 
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cybersecurity in Europe with aims to strengthen its cybersecurity rules in order to 
tackle the increasing threat posed by cyber-attacks as well as to take advantage of 
the opportunities of the new digital age. 

On 18 October 2018, the European Council called for measures to build 
strong cybersecurity in the European Union. EU leaders referred in particular to 
restrictive measures able to respond to and deter cyber-attacks. The basis for the 
renewed EU commitment to tackle cyber threats is a European Commission 
reform package on cybersecurity tabled in September 2017. This reform aims to 
build on the measures put in place by the cybersecurity strategy and its main pillar, 
the directive on security of network and information systems - the NIS directive 
(2016). The proposal sets out new initiatives such as: building a stronger EU 
cybersecurity agency; introducing an EU-wide cybersecurity certification 
scheme; and swiftly implementing the NIS directive. EU leaders regard 
cybersecurity reform as one of the main ongoing aspects on the road to completing 
the EU digital single market. 

The European Union Agency for Network and Information Security 
(ENISA) has a key role to play but is constrained by its current mandate. The 
Commission presents an ambitious reform proposal, including a permanent 
mandate for the agency to ensure that ENISA can provide support to Member 
States, EU institutions and businesses in key areas, including the implementation 
of the NIS Directive. It will also contribute to stepping up both operational 
cooperation and crisis management across the EU. The growth of the 
cybersecurity market in the EU — in terms of products, services and processes — is 
held back in a number of ways, also due to lack of a cybersecurity certification 
scheme recognised across the EU. The Commission is therefore putting forward 
a proposal to set up an EU certification framework with ENISA at its heart. A 
joint Commission-industry initiative will also be launched to define a “duty of 
care” principle to reduce product and software vulnerabilities and promote a 
“security by design” approach for all connected devices. 

On 20 December 2017, EU institutions took an important step in 
strengthening their cooperation in the fight against cyber-attacks. An inter- 
institutional arrangement established a permanent Computer Emergency 
Response Team (CERT-EU) covering all the EU's institutions, bodies and 
agencies. CERT-EU will ensure a coordinated EU response to cyber-attacks 
against its institutions. 

On 19 December 2018, EU ambassadors approved the proposed 
Cybersecurity Act. This will enable the introduction of an EU-wide cybersecurity 
certification and will also lead to the consolidation of a permanent EU Agency for 
Cybersecurity. On 13 March 2019, EU ambassadors granted the Council 
presidency a mandate to start talks with the European Parliament on pooling 
cybersecurity expertise. The negotiations will focus on two _ initiatives: 
establishing a top knowledge base for cybersecurity, called the European 
Cybersecurity Industrial, Technology and Research Centre, and setting up a 


193 


network of national coordination centres. All aspiring candidate countries, such 
as Bosnia and Herzegovina would need to make significant efforts specially in 
negotiating and developing Chapters of the acquis: Chapter 10: Information 
society and media; Chapter 24: Justice, freedom and security; and Chapter 31: 
Foreign, security and defence policy, especially for the discussed purpose of 
common cyber security space. 

Main EU common defence and security elements are based on Berlin Plus 
agreement", giving the EU, under certain conditions, access to NATO assets and 
capabilities. The cooperation between EU and NATO is very strong and 
developing further, with 23 countries being full members of both EU and NATO. 

As indicating EU-NATO Cooperation (Factsheet 2018) “cooperation 
constitutes an integral pillar of the EU’s work aimed at strengthening European 
security and defence, as part of the implementation of the EU Global Strategy. It 
also contributes to Trans-Atlantic burden sharing. A stronger EU and a stronger 
NATO are mutually reinforcing.” In 2016 the President of the European Council 
and the President of the European Commission, together with the Secretary 
General of the North Atlantic Treaty Organization signed a Joint Declaration in 
Warsaw with a view to giving new impetus and new substance to the EU-NATO 
strategic partnership. Joint Declaration in Warsaw is outlining seven concrete 
areas where cooperation between the two organisations should be enhanced: 1. 
countering hybrid threats; 2. operational cooperation including at sea and on 
migration; 3. cyber security and defence; 4. defence capabilities; 5. defence 
industry and research; 6. exercises; 7. supporting Eastern and Southern partners’ 
capacity-building efforts. 

On the basis of the mandate by the Joint Declaration, common sets of 
proposals were endorsed by the EU and NATO Councils in December 2016 and 
2017. Altogether 74 concrete actions are under implementation in the seven areas. 
Three progress reports have been submitted highlighting main achievements and 
added value of EU-NATO cooperation in different areas. On 10 July 2018, the 


'4 The Berlin Plus agreement is the short title of a comprehensive package of agreements made 
between NATO and the EU on 16 December 2002. These agreements were based on 
conclusions of NATO's 1999 Washington summit, sometimes referred to as the CJTF 
mechanism, and allowed the EU to draw on some of NATO's military assets in its own 
peacekeeping operations. The Berlin Plus agreement has seven major parts: The NATO-EU 
Security Agreement, which covers the exchange of classified information under reciprocal 
security protection rules. Assured Access to NATO planning capabilities for EU-led Crisis 
Management Operations (CMO). Availability of NATO assets and capabilities for EU-led 
CMOs, such as communication units and headquarters. Procedures for Release, Monitoring, 
Return and Recall of NATO Assets and Capabilities. Terms of Reference for the Deputy 
Supreme Allied Commander Europe and European Command Options for NATO. 
Arrangements for coherent and mutually reinforcing capability requirements, in particular the 
incorporation within NATO's defence planning of the military needs and capabilities that may 
be required for EU-led military operations EU - NATO consultation arrangements in the context 
of an EU-led CMO making use of NATO assets and capabilities. 
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President of the European Council and the President of the European 
Commission, together with the Secretary General of the NATO signed a second 
Joint Declaration in Brussels calling for swift and demonstrable progress in 
implementation. (EU-NATO Cooperation Factsheet 2018) 

Still, the only fully applicable force with immediate operational capacity, 
that countries of Western Balkan can rely on is de-facto the NATO, led by USA 
as its’ cornerstone, with largest military spending in the world (648.798,3 Billion 
USD in 2018.) (SIPRI 2018). North Atlantic Treaty Organization (NATO) as an 
intergovernmental military alliance between 29 North American and European 
countries existing since 1949 and constitutes a system of collective defence 
whereby its independent member states agree to mutual defence in response to an 
attack by any external party. Since its founding, the admission of new member 
states has increased the alliance from the original 12 countries to 29. The most 
recent member state to be added to NATO is Montenegro on 5 June 2017 and 
Nord Macedonia (expected full membership during 2019)'°. Furthermore, NATO 
currently recognizes Bosnia and Herzegovina, Georgia, and Ukraine as aspiring 
members. 

Just for demonstrating military power of NATO, the combined military 
spending of all NATO members constitutes over 70% of the global total. (SIPIRI 
2018) Members have committed to reach or maintain defence spending of at least 
2% of GDP by 2024. (The Wales Declaration 2014) Hence, we are coming to 
NATO as still the most important, powerful and influential organisation for 
providing collective security in the world, thus for Western Balkan countries as 
well. 


2 NATO (Collective) Cyber Defence 


As the most powerful player in the security sector in the world - the NATO 
and its member countries are subject to continues cyberattacks. Therefore, the 
NATO is faced with an evolving complex threat environment. Increasingly, the 
cyberattacks have been part of hybrid warfare. NATO and its Allies rely on strong 
and resilient cyber defences to fulfil the NATO’s core tasks of collective defence, 
crisis management and cooperative security. It is becoming more and more 
difficult to provide the right answer against the growing sophistication of the 
cyber threats and attacks.!° 


ie See: Accession protocol signed on February 6, 2019 - 


https://www.nato.int/cps/en/natohq/news_163078.htm 
16 See: Nato, "Cyber Defence," NATO, , accessed April 08, 2019, 


https://www.nato.int/cps/en/natohq/topics_78170.htm. 
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At the 2014 NATO Summit in Wales, Allies recognised that international 
law applies in cyberspace, and that the impact of cyber-attacks could be as 
harmful to our societies as a conventional attack. This was a revolutionary step 
forward in defining cyber warfare in terms of Public International Law and 
International Humanitarian Law, which is still unclear in many instances when a 
conflict in cyberspace occurs. As a result, cyber defence was recognised a part of 
NATO’s core task of collective defence. At the Warsaw Summit in 2016, Allies 
recognised cyberspace as a domain of operations — just like air, land and sea. This 
enables NATO’s military commanders to better protect missions and operations 
from cyber threats. At the Warsaw Summit, Allies also adopted the Cyber 
Defence Pledge to strengthen the cyber defences of national networks and 
infrastructures. Each Ally is responsible for its own cyber defences, but NATO 
helps Allies in many ways. (NATO Cyber Defence Factsheet, 2019) 

So far, this means of assisting in cyber defence and NATO’s cyber defence 
capabilities are mainly in coordination and training. As part of the reinforcement 
of its cyber defences, in 2017 NATO Allies agreed to create a new Cyber 
Operations Centre which should be fully staffed in 2023 and able to mount its 
own cyberattacks but the NATO is still grappling with ground rules for doing so. 
While NATO does not have its own cyber weapons, the U.S.-led alliance 
established an operations centre on Auguste 31“ 2018 at its military hub in 
Belgium. The United States, Britain, Estonia and other allies have since offered 
their cyber capabilities. “This is an emerging domain and the threat is growing,” 
said Major General Wolfgang Renner, a German air force commander who 
oversees the new cyber operations centre (CYOC) in Mons, Belgium. (Emmott, 
2018) “Our ultimate aim is to be completely aware of our cyberspace, to 
understand minute-by-minute the state of our networks so that commanders can 
rely on them,” said Ian West, chief of cyber security at the NATO communication 
agency in interview with Reuters. (Emmott, 2018) 

NATO is developing its Cyber warfare capabilities as integral part of future 
warfare, but more important question is still unresolved: what would trigger 
NATO’s Article 5 (collective defence) clause in terms of Cyber warfare. In 
perspective, the top general would be allowed to take quick decisions on whether 
to use cyber weapons, “similar to existing agreements for NATO’s air defences 
and its ballistic missile shield, where a commander has only minutes to decide 
what action to take”. (Emmott, 2018) 

So far, NATO helps Allies to boost their cyber defences by: Sharing real- 
time information about threats through a dedicated malware information sharing 
platform, as well as best practices on handling cyber threats; Maintaining rapid- 
reaction cyber defence teams that can be sent to help Allies in handling cyber 
challenges; Developing targets for Allies to facilitate a common approach to their 
cyber defence capabilities; Investing in education, training and exercises, such as 
Cyber Coalition, one of the largest cyber defence exercises in the world. 
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Several bodies are also helping the NATO and individual nations to 
improve cyber defences: The NATO Communications and Information Agency, 
with headquarters in Brussels and Mons (Belgium) and The Hague (the 
Netherlands), supports NATO operations, connects NATO’s information and 
communication systems and defends NATO’s networks. The NATO Cyber Range 
in Tartu, Estonia, is used by cyber experts to develop their capabilities through 
realistic exercises. The Cyber Range facilitates NATO’s flagship annual cyber 
defence exercise “Cyber Coalition”. The NATO Cooperative Cyber Defence 
Centre of Excellence in Tallinn, Estonia is a NATO-accredited research and 
training facility dealing with cyber defence education, research and development. 
The Centre offers recognised expertise on cyber defence. The NATO 
Communications and Information Academy is being built in Oeiras, Portugal. 
Once up and running in 2019, the Academy will train thousands of civilian and 
military personnel a year and make a major contribution to NATO’s cyber 
defences. The NATO School in Oberammergau, Germany also conducts cyber- 
related education and training to support Alliance operations, strategy, policy, 
doctrine and procedures. The NATO Defence College in Rome, Italy fosters 
strategic thinking on political-military matters, including on cyber defence issues. 
NATO 1s also helping partner countries tackle cyber challenges. One of the NATO 
Trust Funds in support to Ukraine is focused on cyber defence. Due to complex 
geopolitical situation in Ukraine and need for increase in cyber defence capacities, 
from December 2014 when The Trust Fund is declared operational, trough 
signature of the Implementation Agreement of the Trust Fund (2015) and five 
training courses delivered by Estonia to the Ukrainian side, as in-kind 
contribution, to architecture of the Cyber Defence solution (2016), Ukraine has 
significantly increased its’ cyber defence capacities. (NATO Trust Fund Factsheet 
2016). The Phase 1 has finished in 2017 and provide Ukraine with the necessary 
support to develop its defensive CSIRT type technical capabilities, including the 
provision of laboratories to investigate cyber security incidents and two Incident 
Management Centres. The project also had a training and advisory dimension with 
budget in total of €965,000. Discussions are ongoing between Romania as the 
Lead Nation and Ukraine on Phase 2 of the Trust Fund.'’ Such efforts are 
something Bosnia and Herzegovina would look forwards in area of cyber security 
as well. 


3 Prospects for potential new members and partners of NATO 
NATO is building its influence and seek to contribute to the efforts of the 


international community in projecting stability and strengthening security outside 
NATO territory through cooperation and partnerships. NATO has developed a 


'7 See: https://www.nato.int/nato_static_f12014/assets/pdf/pdf_2018 08/20180802_180802- 
trust-funds.pdf 
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network of partnerships with non-member countries from the Euro-Atlantic area, 
the Mediterranean and the Gulf region, and other partners across the globe. 

Beside Nord Macedonia, which is probably becoming full NATO member 
state during 2019, only other Membership Action Plan country is Bosnia and 
Herzegovina. Other programmes and Foreign relations of NATO include 
Intensified Dialogue’’, Individual Partnership Action Plan!’, Partnership for 
Peace”’ and Aspiring Partnership for Peace”! members. 

Countries in all those programmes are not in NATO, but NATO is in those 
countries, as often being said. Out of all countries in various programmes 
cooperating with NATO, Bosnia and Herzegovina (B&H) is (or was’) probably 
the closest to full membership. So far B&H has used PfP programme and made 
improvements in meeting criteria to join NATO. Support for democratic, 
institutional, security sector and defence reforms are a key focus of cooperation 
so far between B&H and NATO. The country actively supports the NATO-led 
mission in Afghanistan and works with the Allies and other partner countries in 
many other areas. Furthermore, in B&H operates Peace Support Operations 
Training Centre (PSOTC) which performs training and education in the field of 
peace support operations (PSO) for the Armed Forces of B&H and for members 
outside of the Ministry of Defence (MoD) of Bosnia and Herzegovina, as well as 
acts as a NATO Partnership and Regional training centre for education and 
training in PSO in support of the partners. PSOTC in B&H has the NATO quality 
assurance accreditation certificate. 

In process of joining NATO, B&H would needs assistance in cyber defence 
in two aspects — for active protection from cyber threats (security consumer); and 
for increasing its cyber capacities in order to be able to be active cyber security 
provider as part of collective (cyber) defence if, and when, being full member 
state of NATO. 

At this point, B&H is using available assistance from OSCE and guidelines 
from EU, but mainly in terms of developing strategies, policies, procedures. 
Complex constitutional and political structure is preventing developing active 
cyber defence capacities in B&H. Within MAP, B&H will probably develop 
further operational cyber defence elements, but still, 1t is expected to mainly relay 
on NATO Cyber Operations Centre if necessary. 


'S For Countries: Bosnia and Herzegovina, Georgia and Ukraine 

'? Countries: Georgia, Azerbaijan, Armenia, Kazakhstan, Moldova, Bosnia and Herzegovina, 
Serbia. Countries: Armenia, Azerbaijan, Kazakhstan, Moldova and Serbia have stated they have 
no current intention to join NATO, however these states do participate in NATO's Partnership 
for Peace program. 

20 PfP current countries: Armenia, Austria, Azerbaijan, Belarus, Bosnia and Herzegovina, 
Finland, Georgia, Ireland, Kazakhstan, Kyrghyz Republic, Malta, Moldova, Russia, Serbia, 
Sweden, Switzerland, Tajikistan, Turkmenistan, Ukraine, Uzbekistan 

?1 Cyprus and Kosovo 

2 Official political decision is goal of NATO membership since 2003 (B&H Presidency 2003), 
but geopolitically more challenging in recent years. 
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4 Cyber security and (new) geopolitical challenges in Western Balkan 


As the political and military organisation, the NATO’s purpose is to 
guarantee the freedom and security of its members through political and military 
means: by promoting democratic values and enables members to consult and 
cooperate on defence and security-related issues to solve problems, build trust 
and, in the long run, prevent conflict. On the military side, if diplomatic efforts 
fail, it has the military power to undertake crisis-management operations under 
the collective defence clause of NATO's founding treaty - Article 5 of the 
Washington Treaty or under a United Nations mandate, alone or in cooperation 
with other countries and international organisations. 

Both aspects of NATO mission are very welcome for countries such as 
Bosnia and Herzegovina, as they were in the past (1992-1995). Bosnia and 
Herzegovina still have unresolved constitutional settings, high corruption, strong 
political influence from neighbouring countries - Croatia and Serbia (Brezar, 
2019; Kuczynski 2019) - which are due to their involvement in the war at the same 
time parties to Dayton Peace Accords”’ (1995). Such multi-stage instability is 
good ground for entry of various foreign geopolitical influence, particularly by 
Russia (Kuczynski 2019) and increasingly interested China. A number of 
indicators show that Russia is putting in place a hybrid warfare approach in Bosnia 
and Herzegovina through the political leadership in Republika Srpska and Serbia. 
Russia, trough influence in Serbia is controlling puppet and corrupt Serb ethno- 
political elite in Bosnia and Herzegovina which has veto vote on main decisions 
in B&H, including future cooperation with NATO trough MAP and also potential 
veto on full membership. (TASS 2018; Emerging Europe, 2019; Reuters, 2017). 
As Metodieva (2019) is analysing: the overall the effect of Russian narrative 
proxies across the region is that the EU and NATO accession prospects for the 
countries of the Western Balkans are undermined. Political, military, and 
economic alternative power of Russia to the West is promoted; tensions between 
different communities are fuelled and _ nationalist/patriotic movements’ 
confidence and presence is boosted; Furthermore, already week local media 
ecosystem is disrupted, and journalism is harmed. (...) In Bosnia and 
Herzegovina, they undermine the prospects of political and institutional 
cooperation between the country’s two entities. 

In the meantime, Cybersecurity is not among the political priorities in 
Bosnia and Herzegovina. The decentralised and complex traditional security 
management structure with a number of different organisations leads to 
unsynchronised and bad decisions, additionally burdened by unfunctional 
administrative and constitutional structure. All this is leads to greater complexity 


°3 The General Framework Agreement for Peace in Bosnia and Herzegovina, also known as the 
Dayton Agreement or the Dayton Accords, peace agreement reached at an airbase near Dayton, 
Ohio, United States, on 1 November 1995, and formally signed in Paris, on 14 December 1995. 
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and results in Bosnia and Herzegovina being more vulnerable to risks and threats 
in the cyber domain. The insufficiency and disharmony of legal framework in 
field of cybersecurity, together with lack of cybersecurity operational units, their 
cooperation, and staff qualification additionally aggravates this situation. 
Furthermore, opposite political stances, strategic weakening of State institutions 
and security sector in Bosnia and Herzegovina is continuous challenge. (see: 
Barakovic & Husic, 2015) 

All this puts Bosnia and Herzegovina in the middle of disinformation 
warfare as a type of hybrid Cyber warfare. It is expected that almost daily 
cyberattacks have been conducted against nation's computers or networks for the 
purposes of causing damage or disruption, espionage and propaganda in B&H, 
but difficult to know or prove it since operational CERT / CSIRT system 
protecting country and reporting incidents does not exist. According to the 
European Commission, despite the growing threat, awareness and knowledge of 
cybersecurity is still insufficient: 51% of European citizens feel uninformed on 
cyber threats; 69% of companies have basic or no understanding of their exposure 
to cyber risks.”4 

Bosnia and Herzegovina’s long-term security is depending on completing 
its Euro-Atlantic integrations process (EU and NATO) as the main strategic 
objective set in country’s Strategy on Foreign Policy’. However, cyber security 
is new challenge for almost all counties in the world. Only jointly, countries may 
ensure collective defence and prosperity. For smaller countries, such as Bosnia 
and Herzegovina, solution is probably in education for digital age: The Media and 
Information Literacy, Civil Literacy, understanding AI and IoT, and foremost 
under security umbrella of OSCE, EU and NATO, as its’ natural historical and 
geopolitical environment. 
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